Intigriti October 2026 Challenge: CTF Challenge 1026 by Globules

In October 2026 ethical hacking platform Intigriti (https://www.intigriti.com/) launched a new Capture
The Flag challenge. The challenge itself was created by community member Globules.

| Submit solution

P INTIGRITI

INTIGRITI CTF
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Rules of the challenge

* Leverage a vulnerability on the challenge page.
* Find the flag in the format INTIGRITI{.*}

» Shouldn't be self-XSS or related to MiTM attacks.

Challenge

The rules indicate a flag needs to be retrieved from the web application by finding a vulnerability. Once
working on the challenge it became clear this was not the usual blind XSS, RCE, SQLi... challenge that
requires technical knowledge or a decent Al setup to retrieve the flag. No this challenge could probably
be solved with a bit of knowledge but mostly a sharp mind checking for Business logic flaws.



Steps taken to solve the challenge

Step 1: High level recon

First thing first and that is using the application as intended. The challenge is a web shop that can be
found at: https://challenge-1026.challenges.intigriti.io/store
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COMPLIMENTARY DELIVERY OVER €45 OCTOBER EXCLUSIVE: NIGHT20 GIVES 20% OFF THE MIDNIGHT COLLECTION ONLY HERE UNTIL MIDNIGHT
‘ Halloween Store Home Shop Our story CREDIT €66.00 Bag ©
HOME / SHOP

All Sweets Made to gift. Even better to keep.

6 products Sortby Featured v
BROWSE BY
All sweets 6
BESTSELLER j SMALL BATCH
Gummies 2
Hard candy 1

Marshmallow 1

Chocolate 1

Gift boxes 1

GUMMIES GUMMIES HARD CANDY
Citrus Loops €90 Berry Hearts €50 Qrchard Drops 1090
Bright, soft & sparkling Blackberry & wild strawberry Hand-pulled hard candy

ADD TO BAG + ADD TO BAG + ADD TO BAG +

ONLY ONE AVAILABLE [J]

STAFF PICK

MARSHMALLOW CHOCOLATE GIFT BOXES

Cloud Twists €1250  Cocoa Crunch €14.90  The Midnight Collection €666.00



https://challenge-1026.challenges.intigriti.io/store

Clicking around in the shop has the expected functionalities where we can buy Halloween candy. We
have € 66.00 to spend.

COMPLIMENTARY DELIVERY OVER €45 OCTOBER EXCLUSIVE: NIGHT20 GIVES 20% OFF THE MIDNIGHT COLLECTION ONLY HERE UNTIL MIDNIGHT
. » Halloween Store Home  Shop  Ourstory CREDIT €66.00 Bag 0
HOME / SHOP

All Sweets Made to gift. Even better to keep.

We can add anything into our bag ready for purchasing.
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COMPLIMENTARY DELIVERY OVER €45 OCTOBER EXCLUSIVE: NIGHT20 GIVES 20% OFF THE MIDNIGHT COLLECTION ONLY HERE UNTIL MIDNIGHT
@ Halloween Store Home  Shop  Ourstory creniT ess.00  Bag ()

SHOP / YOUR BAG

Your bag

You have complimentary delivery.

1ITEM PRICE
Order summary
GUMMIES €8.90
Citrus Loops
Subtotal €8.90
180 g-Qty 1
Delivery ‘Complimentary

Total €8.90

tems are reserved once added and cannot be removed from this bag,
Available store credit €66.00

Promotion code

Codes are case-insensitive and can be removed before checkout,




We can use coupon code like “NIGHT20” which we find on top as an “October exclusive” to get

discounts.

COMPLIMENTARY DELIVERY OVER €45

® Halloween Store

SHOP / YOUR BAG

Your bag

OCTOBER EXCLUSIVE: NIGHT20 GIVES 20% OFF THE MIDNIGHT COLLECTION

Home

Shop

Our story

ONLY HERE UNTIL MIDNIGHT

CREDIT €66.00 Bag o

Continue shopping —

You have complimentary delivery.

11TEM

PRICE

GUMMIES

180g-Qty 1

tems are reserved once added and cannot be removed from this bag.

Citrus Loops

€8.90

Order summary

Subtotal €8.90

Delivery Complimentary

Total €8.90

Available store credit €66.00

Complete order

Promotion code

e n

Codes are case-insensitive and can be removed before checkout.
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ORDER CONFIRMED

Thank you for your
order.

Your October collection is now being prepared.

Order BLE-5B6FA325FD

Paid with store credit €8.90

Back to the shop

At the bottom we have the option to subscribe to the newsletter which gives us another coupon

Ha]loween Store INFORMATION OCTOBER NEWSLETTER

r4id_@intigritime -

Our

This shows a bit all the functionality the web shop has. Nothing strange at this first sight but technically
we already have everything to solve the challenge at this moment. We will dive now a bit deeper to see
how you could find a clue where the flag was hidden.



Step 2: Client side JavaScript recon

This part is a bit more technical but not really needed to be able to solve this challenge. The client side
JavaScript just has a clue to where we can find the flag.

JavaScript is running client side which means your browser can show the JavaScript code behind a web
page. In this case the shop.

Right click anywhere on the web shop page and choose “Inspect”
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‘ Halloween Store Home Shop Our story CREDIT €57.10 Bag ©

SHOP / YOUR BAG

Your bag

Continue shopping —

You have complimentary delivery.

Back Alt+Left Arow
Forward Alt+Right Arow
0 Reload Ctrl+R
Save as.. Ctrl+S
Print... Ctrl+P

Your bag is waiting.

Good things come in small batches. Pick something before it disappe ! Search this tab with Google Lens

Cast...

Open in reading mode Alt+Shift+R

Explore all sweets
L0 Send to your device

Create QR Code for this page
Bg Translate to English

View page source Ctrl+U

Inspect




This opens the browser developer tools. Choose the “Sources” tab and inside the “js” folder we can find
“app.js” which is the client side source code for our web shop.

Your bag is waiting.

On a real target I would look for leaked secrets, API endpoints, unknown HTML pages... inside the
JavaScript like the API path shown in the screenshot below. This shows the POST web request made to
the API back-end to remove a coupon for example.

For a real target we would use tooling or manually go through such JavaScript file to find such API
endpoints and dig for parameters to be tested for any possible attack vector.

This challenge is far more simple. You could also search in the JavaScript file for the word “flag” for
example. Right click in the left part of the developer tools on the web URL of the shop.
Choose “Search in all files”




If we now search for the word “flag” we get several lines inside the client side JavaScript showing the
flag is used in the web shop HTML and JavaScript code.

Clicking on the search results brings us to the exact line inside the JavaScript code and this reveals a big
hint. The flag is hidden in the web shop receipt. This means the popup shown when we purchase
something from the web shop should show the flag.

ce Memory Appliation Securty  lighthouse  Recorder  Cowerage  endering
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@ find




Remember during our high level recon we made a purchase but the popup never showed the flag so we
need to find a flaw in the web shop to show the flag.
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ORDER CONFIRMED

Thank you for your
order.

Your October collection is now being prepared.

Order BLE-5B6FA325FD

Paid with store credit €8.90

Back to the shop

Take-aways from recon:

* The focus should be on the web shop receipt as this hides the flag.
* The receipt has an HTML element to show the flag so we we are probably not looking for blind
XSS, RCE, SQLi... or that kind of attacks but more a business logic flaw.



Step 3: Breaking commercial rules via a business logic flaw

A first idea would be to search inside the client side JavaScript code for the flaw and uncover the flag
but that would be to easy and probably any Al tool would solve that in seconds or minutes.

Most web applications can have client side code like JavaScript but also server side code we can under
normal circumstances never see as a visitor.

This web shop also has code running on the server side. The flaw to uncover the flag is hidden there but
we got a big hint we need to play with an order receipt.

With a proxy tool like BURP suite it is possible to see the API call leaving your webbrowser towards the
server side code. Here an example applying coupon code “NIGHT20” to get 20% discount. On any real
target I would test for SQLi, RCE, JSON... flaws here. But this challenge is less technical.

m © Target: https://challenge-1026.challenges.intigritiic /®  HTIP2 (3)

Cancel < |v

Request Response m == Inspector L m s - X =
Pretty Raw Hex 0 n = Pretty Raw Hex Render wn n = Request attributes 2 v _E
1 POST /api/cart/coupon HITP/Z 1 HITP/Z 200 OK 2
2 Host: challenge-1026.challenges.intigriti.io 2 Date: Tue, 20 Oct 2026 19:18:19 GMT Request query parameters ] i -]
Cookie: session=tGnMiXquAA3écnxIPhHTFRuESIDTTIRS1wLlngsiZFAN Content-Type: application/json; charset=utf-8
4 Content-Length: 24 4 Content-Length: £50
S Sec-Ch-Ua-Platform: "Windows" S Server: istio-envoy Request cookles 1 v
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4) © Cache-Control: no-store B
AppleWebKit/537.36 (KHTML, like CGecko) Chrome/155.0.0.0 7 X-Envoy-Upstream-Service-Time: 0 Request headers 20 v
Safari/537.36 z
7 Sec-Ch-Ua: “Google Chrome";v="155", “Chromium";v="155", ( -3
“Not (A:Brand";v="24" “ok":true, Response headers 6 v it
Content-Type: application/json “message":"20% promotion applied.",
5 Sec-Ch-Ua-Mobile: 70 “eart": (
10 Accept: */* "items": [ Q
1 Origin: https://challenge-1026.challenges.intigriti.io (
2 Sec-Fetch-Site: same-origin "id": "midnight-vault", =
13 Sec-Fetch-Mode: cors :"The Midnight C 5
14 Sec-Fetch-Dest: empty “:"One box. M. e ;T
15 Referer: https://challenge-l02¢.challenges.intigriti.io/cart "description”: 3
1¢ Accept-Encoding: gzip, deflate, br "Our numbered Hal n archive: rare fru o
17 Accept-Language: en-US,en;q=0.9 it jellies, black a truffles and hand z
Priority: u=l, i -wrapped midnight caramels in a keepsake
chest . "
{
“"code": "NIGHTZ0" &
2l =
badge": "Only one available", g—
“quantity":l, 3
"lineTotal": 66600 »
} 2
5
1 3
a

"itemCount":1,
"subtotal":E6600,
"discount": 66600,
"total":0,
"credit”:£600,
"canCheckout":true,
"promotions": [

"code": "NIGHT20",
“percent”:20,
"amount ": 26640,
"eount”:2

The order receipt consist of 2 things:
*  Products we buy for a certain price.
*  Coupon codes that give us discounts.



The shop gives us € 66.00 euro to buy anything. If you look closely to the items available in the shop
one is very expensive and costs € 666 which is far more then the budget we have.

STAFF PICK

ONLY ONE AVAILABLE (T/
- = &

MARSHMALLOW CHOCOLATE GIFT BOXES

Cloud Twists €1250  Cocoa Crunch €490  The Midnight Collection £666.00

Vanilla & summer fruit Dark chocolate honeycomb One box. Made only once.

ADD TO BAG + ADD TO BAG + ADD TO BAG +

It would be nice to get that one for free. Adding it to our bag it shows we still need extra money to buy
it.

® Halloween Store

Your bag -

Order summary

nnnnn

yyyyyyyyyyyyyy

But we have coupon codes. “NIGHT20” gives us 20% and once subscribing to the newsletter gave us
“NEWS30” for another 30%



Trying to add “NIGHT20” multiple times on our bag wont work:

1I1TEM

PRICE

GIFT BOXES

The Midnight Collection

24kg-Qty 1

Items are reserved once added and cannot be removed from this bag.

Looking at the API call in a proxy tool like BURP suite shows why. The coupon is already applied.

1 x4
EBe o

Request

Pretty  Raw  Hex I n =

POST /api/cart/coupon HTTR/2

2 Host: challenge-1026.challenges.intigriti.io

Cookie: session=gzn335PXmR_ftPNpDzréxDbaGHTOQpD1OEUVV-Widpw

Content-Length: 18

5 Sec-Ch-Ua-Platform: "Windows"

¢ User-Agent: Mozilla/5.0 (Vindows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/155.0.0.0
Safari/537.36

7 See-Ch-Ua: "Google Chrome";vw="155",
"Not (A:Brand" ;v="24"

5 Content-Type: application/json

5 Sec-Ch-Ua-Mobile: 20

10 Accept: */*

11 Origin: https://challenge-1026.challenges.intigriti.io

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://challenge-1026.challenges.intigriti.io/cart

Accept-Encoding: gzip, deflate, br

17 Aeccept-Language: en-US,en;q=0.9

12 Priority: u=l, i

"Chromium" ;v="155",

"code": "NIGHT20"

Response

Pretty Raw Hex Render

HTTP/2 409 Conflict

Date: Thu, 22 Oct 2026 18:13:21 GMT
Content-Type:
Content-Length: 81
Server: istio-envoy

¢ Cache-Control: no-store

X-Envoy-Upstream-Service-Time: 1

"ol": false,
"error":
"message

¥

upon_already_applied",

Coupon already applied."

€666.00

application/jsen; charset=utf-8

Target: http: 1026.c
@ == inspector oD = -
AN \N = Request attributes 2
Request query parameters (]
Request cookies 1
Request headers 20
Response headers 6

Order summary

Subtotal €666.00

Promotion NIGHT20 - 20% off -€133.20 Remove

Delivery Complimentary

Total €532.80

Available store credit €57.10

Still needed: €475.70

Promotion code
NIGHT20

Codes are case-insensitive and can be removed before checkout.

The web shop at the server side correctly checks if we try to apply a coupon multiple times.
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Coupon code “NEWS30” is only valid on the first order being placed and if you subscribed to the

newsletter. In case you already bought something to use coupon “NEWS30” use another browser or

delete your session cookie.

Delete the session cookie and refresh the web shop page.

666,00

dnight Collection
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Add the € 666 “The Midnight Collection” to your bag as the first item to be bought. We have € 66
available again.

Subscribe to the newsletter to activate coupon “NEWS30” and use it. Add the other discount coupon
“NIGHT20”

Your bag

You have complimentary delivery.

11TEM PRICE

Order summary

GIFT BOXES €666.00
The Midnight Collection
Subtotal €666.00
4kg-Qty 1
Promotion NEWS30 - 30% off -€199.80 F
Promotion NIGHT20 - 20% off -€133.20 Remove

Complimentary

Total €333.00

Available store credit €66.00

still needed: €267.00

Promotion code

Frieryourceds m

( Ha]loween Store INFORMATION OCTOBER NEWSLETTER

r4id_@intigriti.me

Subscription confirmed. Icome code: NEWS30

Coupon stacking seems not forbidden. We can add multiple different coupon codes. Using 2 times the
same coupon code right after each other is not allowed but stacking them is working.



We first added coupon “NEWS30” then we added coupon “NIGHT20”. If we now try again to add
“NEWS30” this works like a charm:

Your bag

You have complimentary delivery.

11TEM PRICE

Order summary

GIFT BOXES €666.00
The Midnight Collection

24kg-Qty 1

Subtotal €666.00

Promotion NEWS30 - 30% off x - Re
emove
2 8% ——

Promotion NIGHT20 - 20% off -€133.20 Remove

Delivery Complimentary
Items are reserved once added and cannot be removed from this bag.

Total €133.20

Available store credit €66.00

still needed: €67.20

Promotion code

- n

Codes are case-insensitive and can be removed before checkout.

By each time swapping between the 2 coupon codes we can stack them to get the “The Midnight
Collection” for free. The back-end server code clearly has a business logic flaw not checking for
stacking different coupon codes.



We are not allowed to use the same coupon code 2 times right behind each other but on server side
nothing is checked when we swap between coupon codes.

PRICE

Order summary

£€666.00

Subtotal €666.00

Promotion NEWS30 - 30% off = -

Remave
3 €599.40
Promotion NIGHT20 - 20% off = - B
emove
2 €266.40 —
Delivery Complimentary
Total €0.00
Available store credit €66.00

Complete order

Promotion code

Enter your code

Codes are case-insensitive and can be removed before checkout.



The total prices drops to € 0.00 so we are ready to complete our order. The receipt now shows the flag
we are looking for as we were able to purchase a product for free via a business logic flaw.

ORDER CONFIRMED

Thank you for your
order.

Your October collection is now being prepared.

Order BLE-OCE17A4CEF

Paid with store credit €0.00

INSIDE THE ARCHIVE

INTIGRITI{094638e6-ba2f-4c56-8bb4-41cedBdS5debd}

Back to the shop




